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WHAT THIS COURSE WILL DO FOR YOU

COMPUTER SECURITY: PREVENTING COMPUTER CRIMES isitken primarily to help
business executives and information systems/computerspiofals protect the computer and
the data from a wide variety of threats. Computersanategral part of everyday operations.
Organizations are dependent upon their computer systerfalude of the computer system is
likely to have a critical impact on the organizatid®Potential vulnerabilities in a computer
system could undermine operations and therefore, musin@iaed or eliminated.

This course addresses a wide range of computer security.issu® intended to provide
practical and thorough guidance. The emphasis is on piagiicance rather than on theory. It
helps managers improve computer security in their orgamiza

Security concerns have heightened in the recent y&ws events about computer
related data errors, thefts, burglaries, fires, and sabdtagmate. The nature of the computing
environment has changed significantly. The increased usetwbrked computers, including
the Internet, Intranet, and Extranet, has had a profetiadt on computer security. The greatest
advantage of remote access via networks is convenidiig.convenience makes the system
more vulnerable to loss. As the number of points frdnitivthe computer can be accessed
increases, so does the threat of attack. More camsticlearly needed to counter such threats.
Weak computer security and lack of internal controls emxs an organization's vulnerability.

The major steps in managing computer security are digtusshis course. We help
business executives identify resources in their organimtihat need to be protected.
Sometime, the organization may not even considerrtioennation to be "valuable" to anyone
else and may not be willing to take security precautioftss is a serious mistake. Frequently,
hackers are interested in obtaining access to privaterdidential information. Hackers often
steal or destroy data or information simply because there! Other hackers may delete or
destroy files in an attempt to cover their illegal @tti The course highlights the need for a
comprehensive security plan in an organization and explains a casual attitude towards
computer security is never justified.

The costs and benefits of various security safeguardalswediscussed. The cost of a
security safeguards includes not only the direct costeok#ieguards, such as equipment and
installation costs, but also indirect costs such apl®me morale and productivity. It is
important to recognize that increasing security typicadisults in reduced convenience. For
example, employees may resent the inconvenience #salts from implementing security
safeguards. Too much security can be just as detrimentad dittle security; a balance must be
maintained.

Special emphasis is given to contingency planning. mssy that security is violated,
how do you recover? What are the data backup polic4fat are the legal consequences?
What will be the financial impact? A risk analysis glibbe performed in planning computer
security policies and financial support.



Computer security risks fall into one of three majategories: destruction, modification,
and disclosure. Each of these may be further cladsifito intentional, unintentional and
environmental attacks. The threat comes from compuiinals and disgruntled employees
who intend to defraud, sabotage, and "hack". It also cdno@s computer users who are
careless or negligent. Lastly, the threat comem fthe environment; an organization must
protect itself from disasters such as fire, flood, aathguakes. An effective security plan must
consider all three types of threats: intentionalckda unintentional attacks, and environmental
attacks.

Insurance is also discussed in the course. What sothpany's degree of risk exposure?
Insurance policies should be taken out to cover such askheft, fraud, intentional destruction,
and forgery. Business interruption insurance coverlodits during downtime.

This course addresses the security concerns of busimesgers. This course is
designed as a practical, “how to” guide. We provide exterexamples to illustrate practical
applications. The tools and techniques in this course caddyed outright or modified to suit
individual needs. Checklists, charts, graphs, diagramsrtriorms, schedules, tables, exhibits,
illustrations, and step-by-step instructions enhance thiese® practical use. Answers to
commonly used questions are also given.
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CHAPTER 1
ORGANIZATIONAL POLICY

Learning Objectives:
After studying this chapter you will be able to:

Develop organizational policies.

Devise and implement security administration concepts.
Utilize a physical security system.

Prepare and install procedural security safeguards.
Implement a logical security or access control syste
Establish a security policy.

Appoint a security administrator to set security policy.

NoOkWNE

Today the cost to businesses of stolen, misused, ceclt@rmation can be high, especially if
real or purported damages to customers can be tracedobargmanagement. That's why you
must value your information resources within the contéybar business goals and constraints.

The objective of security management is to elimimateinimize computer vulnerability
to destruction, modification, or disclosure. Beforecaa discuss information security, we must
see how that security works.

A key consideration is the physical location of thgamization. Naturally, more security
Is needed in areas of high crime, although this may ta&k@tim of less expensive generic
physical measures. Who uses the information will afeztathe security measures chosen.
Some users need to alter data; others simply need tesatce

If a security plan is to be effective, top managemarttrhe fully convinced of the need
to take counteractive steps. To assess the seriousreessmputer breakdown or loss of data,
each business has to evaluate threats to the contparpotential losses if the threats are
realized, and the time and cost that will be necegsamgcover from any breach in security.

The proliferation of networks scatters security issagoss the globe and increases the
need for inexpensive but effective levels of seculiysical security measures reflect the
location of each component, but procedural measures;iakpén a large organization, though
they may seem obtrusive, are of equal importance.

Personal computers are another potential securitytthkdare and more people operate
their PCs with telecommunications services to conteecentral computers and network
services. To limit the damage that can be done eachrustibe identified and that identity
authenticated. The user is then allowed to perform aunliyorized actions.



Audits can be very valuable for detecting security viotaiand deterring future
violations. A security violation may be indicated freastomer or vendor complaints that show
discrepancies or errors; on the other hand, variatmsaaces can cover up fraudulent activity.

Audit trails used to produce exception reports are espeudalliable to managers.
Standard questions include who accessed what data, whetldata were altered, or whether
access-only employees attempted alteration. Exceygmmorts are best used daily because they
are after-the-fact reports. You may also choose todady at reports from areas of high
vulnerability or where there is a history of corrupt@mattempted corruption.

A good manager will know the types and forms of infation generated and how the
information is used by the business before planning how tageait. Security measures in an
information resource management program must be praéiealle, and in tune with the needs
of the business. A risk-management approach recognieesatitves and decision choices at
each step in information resources management in ordevedop a program that meshes with
ongoing business practices.

It is your responsibility as a manager to (1) assist thie design and implementation of
security procedures and controls, and (2) ensure thatrdnasén effective by continuous
internal audits. To do this you must:

* Identify the risks.

* Evaluate the risks.

* Install appropriate controls.

* Prepare a contingency plan.

» Continually monitor those controls against the plan.

Misuse of information is costly. Ask yourself, “Whenethe business scheme does this
information work?” identifying not only the department bisbahe type of usage (strategic,
tactical, operational, or historical). This will helpudetermine how secure that information
must be. Its value must justify the expense of protgdiusiness data. For instance, because
encryption is relatively expensive, it's usually resdrf@ higher business use (strategic or
tactical). Encryption software uses a fixed algorithmmipulate plain text and an encryption
key (a set of random data bits used as a starting poiapfuication of the algorithm) to
introduce variation. The machine instructions necessaentrypt and decrypt data constitute
system overhead. As a result, processing speed mawedsi@perational business uses may
use simpler controls such as passwords.

SECURITY ADMINISTRATION

Security should be administered in the context of hovotganization needs to control, use, and
protect its information. Protection needs to be appr@paat reasonable given management’s
risk posture. Three levels of security (physical, pdocal, and logical) used in tandem can
reduce risk.

Physical Security



Physical security, the first in line of defense, isa@he that usually comes to mind when you
hear the word “security.” This level literally sep@sthose who are authorized to use certain
types of information from those who are not. It alsmates and maintains an environment in
which the equipment is not exposed to damaging environmeatdsalike extreme heat or
flooding, natural disasters, fire, power failure, orcainditioning failure.

Detection devices warn of an environmental failure, andraatic systems can protect
against damages. Heat and smoke sensors and therrfarstamsperature and humidity are
standard equipment in computer centers. Attached toatiic shutoff devices, they protect
your computer system should critical limits be exceedgaine natural disasters cannot be
foreseen, especially in the usually windowless domaihe@tomputer center, but disruption of
service can be kept to a minimum by using backup centers.

At backup centers themselves, physical security takeghtbeed purpose. Your
company may want to join a data center insurance grobp.gioup data center should be able
to handle the total workload of each member organizatiduring regular operations, the data
center may be used by a third party.

Human control is more elusive. Traffic, especiallyhat beginning and end of the
business day, can overburden card-access systems. Theaplaysut of the building and the
routes employees use to reach their workplaces camatsburden checkpoints. Guards,
usually low-paid, are susceptible to bribery and relaxatf@tandards. Additionally, during
high traffic times there may not be enough guards to chegloyee ID badges, or register
visitors.

Procedural Security

Daily users of information systems gain great insigtd their workings. They can identify
holes in the process. Employees generally knoweif 8ystem is being audited (as they should,
to discourage corruption); if they are not being auditeslfémptation to tamper with the system
may be too great to resist. Companies with high turnareparticularly susceptible to
employee modifications of the system.

Careful hiring and processing of employees, then, isn@yeto instill procedural
security. Threats from mentally unstable employeeshavious. However, without the proper
safeguards all current and former employees have aitcdss company’s computer resources.
Among the proper safeguards:

* Revoke passwords as soon as an employee is terminatde: s even suspected of
infringement.

* Use lists of authorized personnel to control entranmesystem.

« Constantly monitor logs generated by computer systemsepatt access to sensitive
areas.

e All transactions processed should be reviewed and audited.



These actions constitute a fundamental level of cootret business operations that lets the
whole organization know that management is concerntdsecurity and is devoting time and
money to seeing that its security objectives are met.

Logical Security
Computer hardware or software should automatically obtite people and programs trying to
access computer resources. Data encryption is ampéxam

Generally, all three levels of security must be comtito form the right mix for a given
element. This is called an access control systésngolals are to:

* Prevent unauthorized physical or logical access tatfasibr to information via
electronic formats,

* Track user computing and telecommunication activities, and

e Establish a basis for, and then enforce, a set of ardions for all persons and program
attempting to use electronic information resources.

General Controls
General controls apply to all computer activities. Gaheontrols to prevent theft of equipment
and data and to restrict access to the use of equipmeidlada are the primary consideration.

Security Software

The objective of security software is to control &sce information system resources, such as
program libraries, data files, and proprietary softw&ecurity software identifies and
authenticates users, controls access to informatiaiemmords and  investigates security related
events and data.

ESTABLISHING A SECURITY POLICY

Every organization should have a security policy thahdefthe limits of acceptable behavior
and how the organization will respond to violations of duimavior. The policy assigns
accountability and delegates authority across the orgamzalt will naturally differ from
organization to organization, based on unique needs. Olgboliaes include:

* No playing of computer games on corporate computers.

* No visiting adult web sites using corporate Internet antor computers.

* An embargo against the use of specific protocol if it cabeadministered securely.

* A prohibition against taking copies of certain corporatetebnic documents out of the
office.

* No use of pirated software.

Questions you must answer include: How will violatorsdgrimanded or punished?
Will organizations respond to violators inside the organin&tiaVill it be different from the
response to violators outside the organization? Whatariatiminal actions might be taken
against violators?



Security policy should not be set piecemeal. This lead®efficiencies, holes, in the
system, poor valuation of information elements, and instarecies. And it costs more to set
policy piecemeal.

Publishing the policy is vital. The owners of informati@mdest assign information
elements to a particular classification. Top managens in the best position to evaluate
consequences. About one percent of all business infemshould have the highest level (and
therefore costliest) classification. Mid-range difasations typically have about 40 percent of
all business information.

Policy statements set program goals, give detailedtdirefor carrying out procedures,
and explain absolute requirements of the informatioarggcsystem. Policy statements should
be concise and not require modification for at le@st years; standards or procedures usually
must be modified no more often than every three years.

Your security policy should be a broad statement thateguittividuals and departments
as they work to achieve certain goals. Specific actimesled to realize goals will be contained
in supporting standards rather than in the policy document

The security policy should be concise and to the poimgrgdly not exceeding 10 pages.
It should be easy to understand. It should emphasizeldseaf individuals and departments. It
IS not the purpose of the security policy to educate iddals. That objective is better achieved
through training.

The rationale for a security policy should be staggglaining its purpose, including why
data integrity must be maintained. Come down hard ompertance of maintaining the
confidentiality and privacy of information resources.eTnganization must have information
continuously available; any interruption can have semoascial consequences.

Computer security must be everyone’s responsibilitgheaomputer security policy
should encompass all locations of the company and d# stibsidiaries. Because security is
only as strong as its weakest link, everyone in the org@amiz must be held to the same set of
standards. This means that the standards have to bdefleriugh to be used in a wide variety
of circumstances while remaining consistent acrossiti@nization.

The security policies apply to all data and computetiti@si, including standalone
computers, Internet and Intranet sites, local areaarks (LANs), and wide area networks
(WANSs), as well as all forms of electronic communigas, including email, fax, and data
transmissions. They should also encompass releviatggmaterial, such as documentation
and technical specifications.

Computer security is a means to an end, not an enclfj itss an integral component of
your organization’s overall risk management strategghaduld therefore be evaluated
periodically to respond to changes in technology or mstances. Assign authority for issuing
and amending the security policy to a committee sucheatbrmation Technology
Management Committee that must determine when circmeesgustify departure from policy.
All exceptions must have committee approval.
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For a security policy to proceed, all individuals and deparisn@ast participate. It is
well established that individuals are more likely to acteptsecurity policy (or any other
policy!) if they have had input during its creation, but &l benefit of employee participation
is the knowledge they bring.

The relationship between the computer security policy amer abrporate policies
should be spelled out. For example, the computer seqaligy should be used in conjunction
with the firm’s policies for the internal controkstture and contingency plans, including
business interruption and resumption plans.

The policy should ensure compliance with all laws vdty and confidentiality issues
have a serious effect on computer security. Increasestigoental regulation is likely. The
legal department should help department heads comply eitlawrs.

The responsibilities of the Information Systems depantrand its security personnel
should be defined in the security policy document. Thesgonsibilities might be to:

* Be responsible for all computer network and communinatio

* Provide systems development methodology for secueity s.

* Ensure that security personnel have the training and skitlsrform their duties.
* Provide computer security assistance to other departments.

« Be responsible for all cryptographic methods and keys.

* Manage virus detection software for both networked andlatane computers.
e Acquire hardware or operating systems as needed.

e Authorize the use of networks.

* Review, evaluate, and approve all contracts related donmaftion systems.

For personal computer systems, the security policy stamlddess additional precautions; for
instance:

« All original data should be backed up regularly.

* Virus detection software must always be used on PCscialipdefore copying data or
programs onto the network.

« Certain types of confidential or important data should nbeestored on a local hard
drive; instead such data should be stored on the netaook) floppy or compact disks
or a removable hard drive, so that it may be storedsgcare place.

« PCs should not be directly connected to the Internateghe Internet is a source of both
virus infections and hackers. Internet access should pelonugh the company’s
Intranet server, which can protect itself.

Additional policy components can include the policies reigarthe hiring, performance,
and firing of information workers, though they should neolerly specific.
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Security should be continuous in all situations, andinotdd to protecting against
intentional attacks. The board of directors shouldenaiclear statement of security intention,
including:

« Definitions of behaviors that will not be toleratedtlat will result in disciplinary action
or dismissal.

e Standards of protection necessary at every companydacatid

» Allocation of responsibility to one person (ideally)to a group, with the authority to
carry out the policy, set budgets, and approve objectives.

THE SECURITY ADMINISTRATOR
The security administrator sets policy, subject tard@approval. He also investigates, monitors,
advises employees, counsels management, and actscdmigdl specialist.

The security administrator establishes the minimabfpegjuirements for information
classification and the protection each classificatieads in terms of physical, procedural, and
logical security elements. He assigns responsilsilitgob classifications and explains how to
manage expectations to policy.

The security administrator advises other informaticusty administrators and users on
the selection and application of security measuresy@advice on how to mark (written and
electronic “stamps”) and handle processes, selesvatsecurity packages, train security
coordinators, and solve problems.

The security administrator investigates all computeusty violations, advises senior
management on matters of information resource comwakults on matters of information
security, and provides technical consultation for busiaessities.

FINALLY...

Finding and keeping qualified employees requires a large cdilsly,cespecially when qualified
individuals are scarce. Computer security will dependomell those employees are
supervised and motivated. One theory is that employbBesknow that their company values its
security, reviews its practices, alters faulty prograansl punishes wayward employees as well
as outsiders will be less likely to commit fraud andenliely to report it.

Security for system components should be commensurattetheir value to the
business. Total security is not possible; even attemgtimguld be prohibitively costly, as well
as overly burdensome to users. Therefore, top managjsheard be aware of the varying risks
of computer information loss or modification. Thepshl be part of the administrator function
reporting directly to senior management.
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CHAPTER 2
PHYSICAL SECURITY AND
DATA PRESERVATION

Learning Objectives:
After studying this chapter you will be able to:

Design computer facilities to protect the hardware antiveoé.
Evaluate environmental considerations.

Initiate a maintenance and preventive care program.
Protect information.

Destroy data that is no longer needed.

Control access to software and data files.

Improve hardware security.

Identify software devices for physical security.

ONOOARWNE

The first line of defense for a computer system is toggtat physically: the plant, the
equipment, and the personnel. Physical security prdteetata, its integrity, accuracy, and
privacy. An effective physical security system will ypeat a security failure. However, should
a system be successfully attacked, it should creaaedinhtrail for investigators.

Computer equipment is at higher risk if it is easilyessible by the public or in a high
crime area. And, of course, sometimes people authaziee on your premises steal. The cost
of theft can be very significant, far higher than teéplacement price of the stolen equipment,
because the company may also lose valuable data, egpégi@aur work has not been properly
backed up.

COMPUTER FACILITIES

In the past, when computing tended to be centralized siteasier to label a structure as the
“computer center.” With distributed computing, that islewager possible. All areas where

computing is done and from where an attack may be ladrareevulnerable. Unauthorized
access to computer facilities should be restrictedutiinahe use of surveillance equipment.

Facilities should be designed to protect computers, takinogaccount environmental
factors like heating, cooling, dehumidifying, ventilatinghling, and power systems. For
example, the ducts of air conditioning units should lseregl against access with heavy-gauge
screens.

The following safeguards help protect computer facilitiesfbmth accidents and
disasters like fire and floods:
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e Adequate emergency lighting for safe evacuation in chBee@r other disaster.

» Fireproof containers to protect media (disks, tapes,arautput).

* User manuals for equipment and software to maintaibiraaity of proper operations.
e Surge protectors to protect the computer system against pogveisturbances.

As computers become smaller, they can be housed inesraedlas and this changes the
way facilities are designed. The layout of computellifeas is important in planning for
computer security.

Central computer facilities should be housed near wetilblition centers but away from
junctions of water or steam pipes. The room shoulsklaged tightly to minimize smoke or dust
from outside.

Wire management is simple with multilevel computekiag furniture, which offers
space flexibility and is available from several suppliers

* Ergonomic Workstations Ltdh{tp://www.ergo-ws.corj/

* Information Support Conceptbt{p://www.iscdfw.con)/

e LANSTAR (http://lanstar.cony

» Page Conceptditp://www.pagec.cor/

e PC Innovations, Inc.http://www.pcinnov.com/

« Salix Group fttp://www.salixgroup.com/

e Stacking Systems, Inchitp://www.stackingsystems.com/
e Systems Manufacturing Corght{p://www.smcplus.com/

e Workstation Environmentsitp://www.workenv.cof/

Roll-out shelves may be used for quick access to servangtityecabinets should be
used for controlled access to critical hardware andesspstems.

If wiring is a concern, cables can generally be run@glhe walls. Racking shelves
generally contain multistage openings for improved adecesables with a wide range of plugs
and cable connectors.

Aluminum channels or I-beams can be used to raise comysoauach cabinets if there is
danger of flooding. Placing network equipment next te@@ssing equipment can save cabling
costs. Smaller components may be stacked verticattpiserve floor space and reduce cable
costs. The Salix Group, for example, offers Spectra a networks; it is not limited by layout
size and can be used for high-capacity four-level configurat

Multilevel units are cost-effective, and if they amgonomically designed, productivity
increases. The main work surface should provide vibrateamdreas for screen, keyboard, and
digitizing palette, with additional workspace for accegsither documents and equipment.

Americon (Stacking Systems, Inc.), for instance, oféerver cabinetry for both active

monitoring and closet environments. Its Network Soluti@sretry may be used when floor
space is at a premium. Its LAN Manager consolesvdtls multiple stacking of servers,
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monitors, keyboards, and mice, along with desk surfaakstanage space. The LAN
Commander cabinets contain these security features:

* Lock-in suspension glide shelving

e Seismic strapping for servers

e 180-degree rotating doors for access to both sides of the serve
* Whisper-cool exhaust fans

e Heavy rated casters for moving from place to place

* Rear access through sliding doors

Optional accessories include:

* Remote access for consoles as far away as 250 feet
* Pullout server shelves

« EIA rack mounts for Ethernet equipment

* Induction fans for cooling when not on a raised floor

Workspace Resourcelst{p://www.workspace-resources.cpprovides design and
marketing services for the office and contract furnitadeistry. It coordinates the needs of
businesses with the capabilities of furniture manufacturers

ENVIRONMENTAL CONSIDERATIONS
Computer facilities are susceptible to damage from atyasfeenvironmental factors:

» Heatcan cause electronic components to fail. Air conaiitig is generally essential for
reliable operation. Take simple precautions to ensuteathean circulate freely.
Backup power should be available to cool down the computer sestemif the primary
power fails.

* Wateris an obvious enemy of computer hardware. Floods, spnmkler system
activity, burst pipes, etc., can do significant damageecKkhat the water pipes are
routed away from computer facilities. Instead ofaaitional sprinkler system, consider
using a less potentially harmful fire-extinguishing agent.

* Humidity at either extreme is harmful. High humidity cead to condensation, which
can corrode metal contacts or cause electrical shbaw humidity may permit the
buildup of static electricity. The floors of computacifities should either be bare or
covered with anti-static carpeting. Monitor humidigntinuously to keep it at
acceptable levels.

* Dust, dirt, and other foreign particlesan interfere with proper reading and writing on
magnetic media, among other problems. Personnel shotulgk allowed to eat or drink
around computers. The air should be filtered and thesfiteplaced regularly.

« Power failurecan render all equipment useless. Brownouts and bleckoeithe most
visible sign of power failure. However, voltage spikebich can cause serious damage,
are much more common. Spikes like those produced hbyiighmay either damage
equipment or randomly alter or destroy the data. A didipé voltage can also lead to
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malfunction of computer equipment. Voltage regulatoslae@ conditioners should be
used if electricity fluctuates. Think about installinguemnterruptible power supply.

Maintenance and Preventive Care

Regular maintenance can help prevent the unexpectedidwahat can be caused by the
weather and other environmental factors. Run diagnostgrgms as part of regular
maintenance and keep a maintenance log. You can qudektify recurring problems by
scanning the logs. At a minimum, log the following inforimat

* Type of equipment serviced

* Manufacturer and identification number of equipment sexvi
» Date of service

e Services performed, including the results of diagnosstst

* A note indicating whether the service was scheduled or not

Computer areas should be kept cleaned and dusted, with ng, eiinking, or smoking
allowed. Set up programs to train your personnel in priogoadling of computer equipment,
peripherals, magnetic media, and CD-ROMs, remindingntbiebasic things like not putting
magnetic media near telephones, radios, or other @écquipment, and writing labels before
placing them on disks.

Set up a regular cleaning schedule for computer and perigurigiment, and use
cleaning products recommended by the manufacturer. Newsr electrical equipment directly
with cleaning liquids. Clean keyboard surface with a dawih @nd vacuum with special
computer vacuums.

Printers need to be cleaned to remove fibers, dust paréeiddint. Magnetic media
devices, especially the read/write heads and transglets; can be cleaned with commercial
products. Dust, smoke, fingerprints, and grease building upconding surfaces can lead to
crashes or permanent damage to the equipment and magadi&

Simple precautions, such as using static-resistant dustssaman protect equipment, but
never use them when equipment is in use or it may oatrhe

Water Alert Systems

Water alert systems should be installed wherever waiggnt damage computer equipment,
generally in the basement or in floors above the compgystems. Water sensing systems,
which are especially useful in protecting electrical cableter the floor, should be installed
within suspended ceilings and inside water-cooled computer taling process cooling
equipment. The water sensors should activate botfleam and a drainage pump.

Static Electricity

Static electricity results from an excess or deficieof electrons. An individual can easily
become charged to several thousands volts. While thentdorm electrostatic discharges are
too low to harm humans, they can do a lot of damage to@cequipment.
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You can protect against electrostatic discharges by grayrghrelding, filtering, and
limiting voltage. Vinyl flooring is generally better thaarpeting to avoid static electricity
buildup. Simple precautions can also minimize the dangecs, as:

* Using anti-static sprays

* Grounding computer equipment

e Using anti-static floor and table mats
* Maintaining a proper level of humidity

Humidity Control

Humidity should be tightly controlled. When air is tdxy, static electricity is generated. When
it is too high, above 80 percent, there may be problentisehdttric connections and a process
similar to electroplating starts. Silver particles ratgrfrom connectors onto copper circuits,
thus destroying electrical efficiency. A similar procaffects the gold particles used to bond
chips to circuit boards. An optimal relative humidéyel is 40 to 60 percent.

WIRES AND CABLES

In distributed computing, it's essential to protect theng system. Generally there are two
options for wires and cables, copper or optical fid&hile fiber optics offer significant
performance and security advantages, they cost mamst&dl. However, the cost disadvantage
rapidly diminishes as the volume of data to be feansd increases.

Fiber optics work by sending light signals along verg gtrands of glass or plastic fiber.
The fiber’s core is surrounded by cladding. The cladding satsereflections, which guide the
light through the fiber.

Two common types of fiber are multimode and singlemddaltimode, which has a
larger core, is used with LED sources for LANs. Singldenfiber, which has a smaller core, is
used with laser sources. Plastic optical fiber hasi@targer core; it uses visible light.

Cables and wires are fragile. A buffer coating pretéue fiber from damage.
Additional protection is provided by an outer covering,jtuiet.

It is not possible to repair damaged wires; they meseplaced. In the process, the
electrical properties of cables may be affected, in affiecting the reliability of the data.
Establish alternate paths for cables that are critical

Fiber optics are more secure than copper. It isivelgteasy for someone to tap copper
lines if they can obtain access to them at any pd@nich wiretaps are very difficult to detect. In
contrast, it is much harder and more expensive to tapabfibers. Moreover, normal
operations are disturbed by a fiber optics tap, whichlvarefore be detected more easily. Yet
even with fiber optics, a skilled person with proper pmént might tap the system undetected,
so though fiber optics provide a deterrent to crime, #gneynot perfectly secure. Of course, the
best way to protect sensitive data is to use encryption.
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Fiber optics are not affected by electric or magnaet&rference. Copper wires have to
be shielded with cabling and grounded metal conduits.

On the other hand, the ends of all fiber optic cablestine microscopically smooth.
They have to be exactly aligned and positioned. This rexjaxpensive special equipment and
highly trained personnel.

An experienced person should certify any data wiringe @érson should:

* Perform a visual inspection.

» Check that each cable is connected correctly.

e Check that there are no crossed pairs.

« Use areflectometer to detect if there are any catistns, bad terminations, or external
interference.

Purchase orders for any wiring should specify:

*  Who will certify the wiring.
* What equipment will be used to test the wiring.
* What standards will apply.

PROTECTING INFORMATION
The integrity, accuracy, and privacy of data are essamtgany organization. Data lacks
integrity if anything is:

e Missing

e Incomplete

e Inconsistent

* Poorly designed (in a database environment)

Data accuracy is not the same as data integrity. iBaiacurate if

e ltisreliable, and
e The data is what it purports to be.

Data privacy requires that only authorized individualsehaacess to data.

Destroying Data

Data that is no longer needed must be destroyed. Infiem@t magnetic media is typically
“destroyed” by overwriting on it. While this appears totassthe information, there are many
subtleties to consider. For example, if the newidilehorter than the old file, information may
remain on magnetic media beyond the new file’'s enfileofnarker. Any information beyond
that can be easily retrieved. Overwriting the entisglium is safer but time-consuming.
Instead, use other methods, such as degaussing. Degaussespat@akly bulk erasure devices;
when used within their specifications, they provide adequatection.
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Formatting a disk does not safely destroy all informatiblagnetic media may retain a
latent image of the preceding bit value after the wiitsertion of a new bit value because it is
not possible to completely saturate the magnetizatihile normal read/write operations are
not affected by this limitation, it does pose a secuhtgat exploitable by anyone with
sophisticated equipment.

Papers and other soft materials, such as microfichédapy disks, can be shredded.
Some shredders cut in straight lines or strips; othessecut or produce particles. Some
shredders disintegrate material by repeatedly cutting amsthgasthrough a fine screen. Others
may grind the material and make pulp out of it.

Burning is another way to destroy sensitive data. As s¥itkedding, burning means that
the storage medium can no longer be reused. Yet evkibbwining, you need to be careful. It's
possible using special techniques, for example, to retriene@rinformation from intact paper
ashes, even though the information may no longer bde/isitihe human eye.

CONTROLLING ACCESS

Access controls guard against improper use of equipmentfildatand software. The oldest
method of restricting physical access is with a lolcicks are of two types, preset and
programmable.

With presetlocks, it's not possible to change the access requireswéathout physically
modifying the locking mechanism. The combinatiorpomgrammabldocks, whether
mechanical or electronic, can be more easily changedcasity needs change, but their basic
problem is that the entry codes are often easy fabaarver to obtain. To overcome this
problem, some electronic locks use a touch screenahdbmly varies the digit locations for
each user and restrict directional visibility to a papeular angle.

Make sure there’s only one door for access premises s#owred access, and the
entrance should not be directly from a public placeshdtuld be self-closing and it shouldn’t
have a hold-open feature. A combination or programmablerhay be sufficient. Install an
alarm system.

One development in access control combines securityagitet management. For
example, it’s possible to link a laptop with a specifiawidbal and detect when the asset is
moved in, out, or within a facility.

Security guards and guard dogs can also be used to restrgs;dbedr physical presence
serves as a deterrent.

Pre-employment screening and bonding are essential whieg $décurity guards.
Certain states, such as New York, have mandatoryriganequirements for guards.

The limitations of guards, however, are well-knowrhe¥ can easily become bored with
routine work and may not fulfill their duties as expéctét’s easy for someone to forge
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identification to get past a guard. Through procedural eguar,ds may also allow unauthorized
individuals access to restricted areas.

Dogs have excellent hearing and a keen sense of smedkd@ogs can be trained to
“hold” intruders until security personnel arrive. On ttker hand, security dogs mean you'll
need additional liability insurance and training and maintgidiogs is expensive. Finally, they
generally cannot differentiate between authorized andtbagzed visitors.

Still, security is enhanced if guards or dogs patrol thaitfas often at random intervals.
This psychological deterrence lets a potential intrudenkitnat he might be caught. A
determined attacker, of course, is unlikely to be bothergasghological deterrents, so guards
and dogs should always be backed up through other means.

Something as simple as lights can greatly enhance secuigiits make it easier for
security personnel to carry out surveillance. Lighés ahake it harder for intruders to enter the
facilities. Lights may be left on all the time, mut timer or ambient control, activated by motion
detectors, or manually operated.

To limit access, a security system must be able twidighate between authorized and
unauthorized individuals. The three general discriminatiethods are:

» Identification comparing the physical characteristics of an individutl previously
stored information. Access depends on who the persdnnsay verify the individual's
signature, personnel number, code, voice print, palm @inggrprint, teeth print, or
other personal traits. Secondary authorization, sutheasser’s place of birth, may be
required for highly sensitive information.

« User's name plus passwortiased on some combination of letters or numbergrerh
should be no logic to the password, so it cannot béyepasssed. Access depends on
what the person knows. Passwords should be changed reguakctwe passwords
(e.g., more than four months old) should be deleted. \@hemmployee leaves, block his
password immediately. If a user changes a password| gead controls to prevent use
of the old password. Passwords should not be shared ssAcostrol software allows a
minimum password time period in which a new password céeohanged or a new
password matching an old one will be rejected.

e Cards/keys.Access can depend on what a person possesses: Cardbakiggs, etc.
Improper access may be signaled by an alarm. Evaluatenamyhorized access pattern.
You might want to look into smart cards, in which theruenters both an identification
number and a randomly generated code that changes mackigiused or at stated
times.

Computer and terminal access controls include:
» Automatic shut-off The system signs off the user if the user failsigo off after a
transmission is completed.

e Call-back A phone call is made to the terminal site to vettily user’s identity before
access is granted.

20



e Time lock Access is denied to the system during specified hours,asuafter normal
business hours.

Within the plant, areas containing sensitive data shoul@desaible only to authorized
personnel. These areas, including the computer roomidshawe only a single entry door that
can be operated by an encoded magnetic ID card or by phgsigabls, such as a librarian
keeping a log. A lockout should result from repeated &rror

Your logs should be automatic; they should list the eygdddD number, time of access,
and function performed. Data dictionary software provateautomated log of access to
software and file information. Use intrusion detecti@vices like cameras and motion detectors
to monitor sensitive areas for the presence of unaagwmdividuals.

Are your people diligently honoring the controls you'vege over processing,
maintaining records, and file or software modificatioB&ch individual function (e.g., accounts
receivable, payroll) may require its own password sbubars have access only to limited areas.
The computer can keep an internal record of the dataraactch file was last updated to
compare against the log. The hour to access key filesecamited to prevent unauthorized
access after normal working hours.

Files should be assigned different levels of confidity and security, such as Top
Secret, Confidential, Internal Use Only, and UnresidctConfidential information should not
be displayed on computer screens.

To control access to sensitive data, map access reguiteémsystem components based
on job function, with an appropriate segregation of dutiEemporary employees should be
restricted to a specific project, activity, system, ame tperiod. If you want to avoid possible
data manipulation, don’'t give programmers free acces®toaimputer area or the library. Keep
those important disks locked up.

HARDWARE SECURITY
While computer hardware has improved tremendously in réfyadnd speed, these
technological advances have not always been goambfoputer security and data integrity.

Parity checks and data redundancies are critical for-&ee data processing. Extra bits
included at predetermined locations help catch certain tyfpesars when data is moved back
and forth between different devices or from storagedisters.

» Vertical redundancy checks (VR@)pugh common, have some problems. VRC are
simple and inexpensive to implement. First, you determimether there should be an
odd or even number of “1” bits in each character’s bicade. An error is detected if
the correct number is not transmitted. The basw Wéth the approach is that two errors
may offset each other, allowing the error to go unnotidagthermore, there is no
standardization on the use of odd or even parity.

« Longitudinal redundancy checks (LR@pvide an additional safeguard since VRC may
not detect all the errors. This technique involves theotiae extra character generated
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after some predetermined number of data charactersbifEha the extra character
provide parity for its row. LRC had its limitationst cannot correct multiple errors or
errors in ambiguous position (ambiguous bit is correct fRC\but incorrect for LRC),
or errors that do not result in both VRC and LRC intilica

e Cyclical redundancy checks (CR&k typically used when extra assurance of the
accuracy of data is needed. A large number of redundanbitatbused, which requires
longer transmission times and extra space in membhg. primary advantage of this
technique is that any single error, whether in data kpaoty bit, would be detected.

Hardware typically has several features to protect tteedlaing input, output, and processing.

* Dual-Readreads the same data twice and compares the two reSalgsdiscrepancy
indicates an error.

* Read-After-Writeeads the data immediately after it's recorded to weéoifverify the
accuracy of the write function.

e Echo Checlks used to verify the reception of a signal whenddia is transmitted to
another computer or to peripheral devices such as printers.

* Replicationis an important feature for critical applications.b&ckup computer/site is
used in case of failure of the primary computer. Faldirant or fail-safe computers
contain at least two processors that operate simedtasly; if one fails, the other
processors pick up the load. When a critical applicaggnires extensive
communication facilities, the back up equipment shouldaino both communication
equipment and a processor. Repairs or replacement afnoiadining equipment should
be immediate.

* Overflowmay result when an arithmetic operation, such aslidiyiby zero, results in
values beyond a computer’s allowable range. This fundditypically built into the
computer hardware.

« Interruptsare generated when the hardware detects deviations intonshaintain the
integrity of the data processing system. For exanmmeit/output (I/O) interrupts result
when a previously busy device becomes available. Themeui then checks after each
I/O interrupt to determine if the data has been writteread without error. 1/O interrupts
are generated when the Escape or Enter key is pressad. aFecurity perspective,
interrupts can affect logs or cause the execution of hoaméd programs. Other types
of interrupts include program check, machine check, andretédProgram check
interrupts terminate the program as a result of imprmsémctions or dataMachine
checkinterrupts are generated by defective circuit modulesnalrive doors, and parity
errors. Externalinterrupts result from pressing an Interrupt key, fragnal from
another computer, or from timer action. From a ségcperspective, for example, the
built-in electronic clock in the processor can be usagkherate an interrupt at a
specified interval to ensure that sensitive jobs do mo&ire on the computer long enough
to be manipulated. Plan for the possibility of losslatf so that it does not result
because of interrupts.

Most integrated circuit chips on hardware equipment aautable to a lay person.
There are hundreds of thousands of transistors on assmaitonductor. Still, it's possible for a
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bug to be planted into electronic equipment, and it mayebedifficult to detect. Several
techniques may be used to seal hardware against such tampering.

Keep records of hardware failure and computer down tirBekedule regular
maintenance, and record the results. If computer swnpneeds frequent servicing, personnel
might be tempted to bypass controls and take shortcigmgéhe possibility of human errors
considerably. Analyze your records for unfavorable tremd®wntime or frequently
unscheduled service calls.

The hardware inventory logs for all computer equipment anghesals should contain
at least the following information:

e Description of the hardware

e Manufacturer's name

* Model number

* Serial number

e Company identification number

e Date of purchase

* Name, address, and phone number for the source oéthevithether store or
manufacturer

e Date warranty expires

e Department or location where the hardware equipmehbeiised

« Name and title of individual responsible for the equipment

» Signature of the responsible individual or department head

* If the equipment is taken off premises, the date andtt@quipment is checked out,
and the date and time it’s returned, along with the sigeaif the authorized individual.

Hardware inventory logs should be stored in a secure locaitth a copy stored off-site.
All hardware should be etched or engraved with the compang,raddress, telephone number,
manufacturer’s serial number, and company’s identificatiomber. To prevent theft, locking
devices should secure computer equipment and peripheralskto® etc.

SOFTWARE AND DEVICES FOR PHYSICAL SECURITY
A wide variety of software and devices is available tovgame computer theft. Computer
Security Products, Inc.hitp://www.computersecurity.conprovides an excellent assortment.

CompuTrace Theft Recovery Software

CompuTrace Theft Recovery Software is primarily fordgptomputers, but it may be used with
desktops. Once the software is installed, it workstdlemd transparently. Regularly and
often, it uses the computer’s modem to place a tollda#ido a monitoring center after checking
to see if the modem is attached and in use. It tufriti®@modem speaker when making its
scheduled call. The computer’s serial number and theatign telephone number are recorded
with each call.

If the computer is stolen, you call CompuTrace’s theftline to activate the Theft
Recovery Assistance Procedure. The next time therst@mputer’s modem dials in to the

23



monitoring center, CompuTrace acquires the originagtephone number and determines its
location. Local law enforcement authorities are thetified.

CompuTrace is available for DOS and Windows-based systd#roannot be deleted; it
even survives a hard-drive format. The only way to déléte¢o use a registered copy of the
uninstall disk.

CompuTrace, which uses less than 7K of memory is nettidile by antivirus software
and does not appear in any directory. It's fully autoohated does not interfere with other
applications.

It works form any phone line in North America. It wereven if the phone number is
unlisted. It doesn't rely on Caller-ID technology.elten works from hotel and office phones
that require you to dial a prefix to reach an outside lii€€ompuTrace doesn’'t detect a dial
tone when it first calls out, it will try again witlarious prefix combinations.

Though CompuTrace’s default calling schedule is usuallyAdays, you may change it.
It's also possible to program the computer to call \gigater frequency once it has been
reported stolen. If the modem is not connected orusénat the scheduled call time,
CompuTrace keeps on trying periodically until the modeavaslable.

As an added benefit, CompuTrace may be used to manage coagsges in large
organizations. The CompuTrace Monitoring Center provide®petminute listings of all
computers and their locations. It's easy to determinetiaer the computer is in a regional
office, at an employee’s home, or on the road. Moimitoreports can be downloaded from a
private web site. Reports can be distributed via emd#>o CompuTrace is available from
Computer Security Products, Inc. (800-466-7636).

PC and Peripheral Security

Most computer equipment and peripherals can be quicklyesdeuith steel cables, an easy and
inexpensive theft deterrent. Special fasteners protect BApS and internal components.
Cover locks can be used to:

e Lock the computer case

* Block access to disk drive slots
* Block access to CD-ROM

* Block access to the on/off switch

The base of the cover lock can be attached to masuigaces. The locks may be keyed
alike or differently. Master keying is also possible.

Lock-down plates provide additional security. The Cavehiecurity System, for
example, consists of two steel plates. The base pbntains the lock and is secured to a table.
The insert or top plate is attached to the equipment fwrdtected. The plates come in various
sizes depending on the width and length of the equipmdaat $ecured. By selecting a size
slightly smaller than the equipment’s footprint, tbek-down plates appear less obtrusive.
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Network Alarm

EtherLock Alarm Systemwww.computersecurity.cgimwhich plugs into the hub, allows you to
use your network as an alarm system. It interfactsyeur existing alarm and uses the
network’s wiring to secure computers; an alarm is triggérachetwork wire is unplugged. It
does not affect system performance or network throughput.

LockSoft Remote Management Software for EtherLockesgst
(www.computersecurity.com/etherlock/locksoft)itows for control of the EtherLock system
from any computer on the network. A central monitositg can be notified of the attempted
theft. Running LockSoft software with EtherLock lets ymuform the following tasks from the
central console:

* Receive network-based alarm reports when computers aondestted.

* View the connection status of all protected devices.

* Remove individual devices from the protection loop for teaiance or relocation.

* Arm, disarm, and test all EtherLock systems conneictéide network.

* Allow password-protected access to secure individual ceerpuiThis feature lets
administrators give notebook users the flexibility to dset their machines.

At the time of this writing the cost of EhterLock 18&ase Unit was $1948. The base
unit can hold up to 16 Protection Modules, each costing $799 andringpm to 12 devices.
Therefore, the full system can protect up to 192 computerpenipherals on a single hub. Its
modular design allows for expansion as the LAN growse minimum configuration requires
one protection module.

The LockSoft software that comes with EtherLock corapsecurity is available for
Windows and DOS-based systems. Administrator softvgareiuded; it collects data on the
EtherLock systems and the devices being protected.

To protect laptop computers, the NoteLock security bita@i9.95) may be used in
conjunction with the EtherLock security system. Yon cannect to or disconnect from the
network using an Ethernet cable. The LockSoft programlgiasks you to enter a personal
password. Personnel can be alerted if an attempt is toadmove a secured laptop computer
form the network. Logging off from the network or powertdwyvn the computer does not affect
the security features; only the appropriate password casditto disconnect the laptop from
the network.

The SimmLock security bracket ($19.95) is designed to protetiomyechips (SIMMS),
microprocessors, hard drives, and other internal compan&ecurity personnel are alerted if
any attempt is made to remove the computer case or atscedgernal components. SimmLock
brackets can be affixed to monitors, external hard draves,other peripheral equipment not
directly connected to the network.
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Asset Tracking

Tamper-proof asset-tracking security tags should be affixesboputers and peripherals.

STOP (Security Tracking of Office Products) asset tagswaailable from Computer Security
Products, Inc.Http://www.computersecurity.com/stop/index.htn8ecurity plates or tags help

in three ways: (1) they deter theft: a thief is lds=ly to steal tagged equipment; (2) they help in
recovering stolen equipment; and (3) you can use thgsddanasset management.

STOP plates link equipment data to a worldwide trackingretmgkval service. If
equipment is lost or stolen, law enforcement authsré¢an be notified to track it. The barcode
on STOP tags can be used to track equipment day to day amderéace with the Microsoft
Access database.

The STOP security plate, made of photo-anodized alumirsugecured to equipment
using cyanoacrylate adhesive. It takes about 800 poundssstipedo remove the security
plate. If the plate is removed, the equipment casilidpe/noticeably altered.

Behind each plate is an indelible tattoo, “Stolen Piggethat is chemically etched into
the equipment. If someone succeeds in removing the geplate using special tools, the
indelible marking is exposed, as are the company identdfitaumber (optional) and a toll-free
number for verification and anti-theft informationhi§ tattoo cannot be removed without
defacing the case. Defacing is recognized by police and egnisellers as a sign that the
property is stolen.

Each security plate bears a warning that the propenpmstored and traceable. It also
warns that a tattoo has been etched into the equipraach plate also has a barcode to tack
information and a toll-free telephone number to icadlase lost or stolen equipment is found.

Once equipment is registered, the STOP retrievaicgewill oversee its return. In any
case of theft, STOP will help register the loss ath enforcement agencies in the United States
and abroad.

STOP’s hand-held barcode scanner, along with its tissking software, helps you
maintain the inventory of valuable equipment. Inventegords are updated simply by scanning
tags. The software will report on missing or out-atelhardware. It can also report on mobile
equipment by registering who borrowed the equipment drehw was due.

The software is network-ready and customizable. I&ethan the Microsoft Access
database, but the software includes a runtime modubMijcsosoft Access is not required to use
the software. Source code is available for you to cugeoim

Each STOP security plate costs $25. Quantity disc@antsignificantly reduce the cost
of each plate. For example, if 10 or more plates atered, the price drops to $15 each. If
more than 500 plates are ordered, the security platefeseghen $9 each. The Tattoo
Activating Gel costs $2.50 for up to 10 security plates. cistomized plates, the minimum
order is 200 units and requires a one-time setup charge of $250.
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The price of the security plate includes unlimited wsetree years of STOP’s anti-theft
and retrieval hotlines and its recovery service.

After the first three years, unlimited use of theggises costs $1 per year per machine,
or $4 lifetime per machine. For large sites, a $200 flap&eyear covers an unlimited number
of machines.

The STOP asset tracking management software costs $28Qbovided free with an
order for 500 or more security plates.

The Intermec hand-held barcode scanner package costs $2j500lades:

e Communications dock and cable
e Charger

* Light wand and cord

*  Power supply

e Barcode creation software

e« STOP Asset Tracking Software

The Xyloc System

Xyloc access cards may be used to secure desktop commddapps. The cards
automatically lock the computer and blank the screen wheauthorized user with the card
leaves a pre-defined area. They also automatically unteckamputer system when the
authorized user returns with the card. The computersmework is preserved when the
computer is locked. Background tasks continue to run eventhilbesystem is locked.

The pre-defined area, the “active zone,” can be set énoe to 50 feet. It allows access
by many users to a single computer. Communicationdmivhe access cars and the lock is
encrypted to prevent an attacker from grabbing the code#beca clone. The system can be
programmed to deploy incrementally to individual PCs, tokgraups, or enterprise-wide.

The Xyloc system is suitable when you need high secamityrestricted access to the
computer system and system files. The system wotksredtone using the access card or, for
even greater security, in conjunction with a passw@ud.a LAN, it's possible to remotely
manage several Xyloc systems from a central facilltge software maintains the audit trail and
logs events. The information may be used, for exarplgetermine if proper security
procedures are being followed.

The Xyloc key contains a low-power radio transce(géort fortransmitter-receiver
with a unique user identification code. It's powered hyhguim battery that typically lasts from
six months to a year. A battery meter lets you khow much power remains. The Xyloc Card
Key is compatible with other ID and security badges. r&ben encrypted channel for all
communications with the lock.
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The lock is a small device containing a low-powered temec. The lock simply plugs
into the keyboard, serial, or USB port; it's poweredh®y/port and contains a built-in status
light.

The Xyloc Access Card System consists of two pie€asrdware and software for the
access control card. Each package includes one cardrkelgak, and software. Additional
pieces are available separately.

Card Technology

Many manufacturers are combining multiple technologied) asdar codes, magnetic strips,
proximity, and smart cards, on a single card. Suchdaroay also serve as a photo 1D, which in
effect gives it an additional function. A universaldeadevice that can support multiple formats
will be required.

Current access control technology typically works égkng doors locked. It denies
access to everyone except those who can show or dorsognt get through the door.
Technology is now proceeding in a new direction. Doogdedt open, closing only when an
unauthorized person tries to enter. For example, usgtg parry cards with chips that would
tell the door that the person is an authorized usertatdt’s okay to stay open. The approach
of anyone not carrying the appropriate card would closddbes.

There are potential problems associated with this teaggolFor example, assume a
group of four people approaches. Only three of the fouaatteorized. The system should be
capable of stopping the group and letting only the authorizididals through.

Software for access control systems can help ieciilg and managing a wide variety
of data, which that could help determine, for exampletdted amount of time spent on site by
each cardholder. Access control data may be used tonileerhich employees are still in the
facility during an emergency. This may save lives by hglputhorities determine who might
be trapped inside.

Visual Surveillance
Video surveillance is becoming increasingly popular. Gamare more affordable. Image
guality has improved tremendously. The components aregysttialler and more reliable.
Cameras are more functional and responsive. Featutessyanning, tilting, and zooming are
common.

Digital videos, digital transmission of data, and dig#torage are likely to increase the
use of surveillance equipment. Digital storage allowsiis&y personnel to retrieve specific
scenes quickly. Image quality tends to be much bétéer drdinary videotape.

Digital technology makes it possible to record and vieages at the same time.
Improvements in transmission media may mean that resna¢ remote sites will replace more
security officers. Remote monitoring and recording is b#eg more feasible because of price
deceases in components, including chips and memory.
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Biometric Devices
Biometrics for access control purposes is on the doridt hasn’t gained widespread popularity

primarily because of its cost and lack of accuracy.hBog likely to diminish with
improvements in computer processing. A facial recogngimtem for door access will soon be
widely available. Companies are working on integrating fiaget sensor technology into
keyboards in order to restrict access to a terminalr@twork. Miniature cameras at computer
workstations may control access through facial recognigchnology.
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CHAPTER 3
HARDWARE SECURITY

Learning Objectives:
After studying this chapter you will be able to:

Identify some of the most common hardware problems.
Ascertain the measures needed to protect sensitive data.
Minimize the threat toward data integrity.

Deploy strategies and devices that will limit damage.
Identify security products that safeguard users machines.
Explain and give an example of a smart card.

List the vulnerabilities of a smart card.

Define the uses of an e-token.

Explain the term and uses of biometrics.

10 Discuss the use of a remote access security solution.

11. Articulate the benefits of an intrusion detectionteys
12.Minimize or deter laptop theft.

COoNoohwWNE

Software security depends on hardware security. If thebhzae can be stolen or surreptitiously
replaced, secure software will not help. Before tivemtion of the personal computer, computer
machines called mainframes were so huge and bulky thatdbk up an entire room. To secure

these machines, IT managers locked up the rooms. Novplaptbpalmtop computers are small
and portable, making it easier for these machines todkenst Companies use computers for
various tasks such as storing sensitive information,gdoimine transactions, and accessing
private and public networks. IT managers looking to toteeir investments must consider

securing the perimeter and allowing only authorized useesad¢o their computers.

Some of the most common hardware problems are:

Equipment and removable media can be stolen or replaced
Security can be circumvented by changing hardware setup gt@ram
Systems can be booted by unauthorized users or unaethsao#tware
Boot media can be re-written by unauthorized software
Unauthorized software can be executed from removabléeamed

Some of the safeguards that can be taken are:

Locking doors and securing equipment

Having lockable cases, keyboards, and removable media drives
Having a key or password-protected configuration and setup
Requiring a password to boot
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* Requiring a password to mount removable media
e Using read-only media
» Storing removable media in secured areas

Organizations that store and transmit sensitive anthisdd information over both public
and private networks should be concerned with informagecurity. Unauthorized users can
easily gain access to the unsecured, networked environrRentexample, security breach can
occur if the hardware, software, network connecti@rg] authentication procedures are not
protected with a security solution. In the past, the solubr information security may have
resulted in locking a mainframe safely in a room withitleh access. Today securing
information is more difficult due to personal computetBe availability of high speed,
inexpensive modems, and the popularity of the Internet. ackét are becoming more
sophisticated. Hackers have also gained sophisticateddamisomate attacks.

According to the 2003 Global Security Survey by Deloittmudhé Tohmatsu, computer crime
poses serious threats to the integrity, safety, andvalirof most business systems and thus
makes the development of effective security methodg attority (see Figure 1).

~ Security technologies used Security management
Antivirus 96% = Security is about 6 to 8% of the IT
B | budget in developed countries.
Virtual private networks 86% = 63% currently have or plan to

B establish in the next two years the

Intrusion-detection systems 85% position of chief security officer or

Content filtering/monitoring 77% = 40% have a chief privacy officer,

- and another 6% intend to appoint
— f - one within the next two years.
ic-key i truct o :
%ﬁs ruetre » 39% acknowledged that their
7 systems had been compromised in
Smart cards 43% some way within the past year.

El = 24% have cyber risk insurance,

Biometrics 19% and another 5% intend to acquire

B such coverage.

Figure 1: How large companies are protecting themselvesdybsrcrime.
Source: 2003 Global Security Sury&omputerworldJuly 14, 2003.

Security breach costs companies millions of doliardosses, increased staff-hours,
decrease in productivity, loss of credibility in the markate, legal liability, etc. Protecting
sensitive and valuable information with both hardware arftlivare solutions is critical to
securing any company’s future.
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PHYSICAL SECURITY

Physical security is almost everything that happens bafoser (or an attacker) starts typing
commands on the keyboard. Surprisingly, many organizadiom®t consider physical security
to be of the utmost concern. It is one of the masjuently forgotten forms of security because
the issues that physical security encompasses — tlashpeactices, and protections available —
are different for practically every different site.

When planning for physical security, several measureseaakien to protect the computing
system and sensitive data as follows:

* Access control should only be given to users that reqeeess to the specified data.

» Computer rooms should be evaluated on whether windows edapris or electronic
detection devices.

* Access to rooms containing computers should be restrictegheto specifically
authorized personnel. These rooms can also be contwatledbcked doors, posted
guards, and other approved restraints.

« Protect computers with lockable equipment enclosures, idekower switches,
fasteners, and securing devices.

* Make sure that computers will operate in the environmentdintains emanations from
other electronic devices and that the computers willntetfere with other electronic
devices.

« Keep the computer in a comfortable environment to proloridatand ensure the safety
of stored data.

e Shield the computer from sudden surges or drops in eledinealoltage by using surge
processors or uninterruptible power supplies.

DATA INTEGRITY

In computer security, data integrity is as important togmtods the actual hardware equipment.
Data integrity refers to the validity of data. If goramised, it makes the point of protecting
your data useless. Data integrity can be compromisadhinmber of ways:

 Human errors when data is entered

« Errors that occur when data is transmitted from one canpaitanother
e Software bugs or viruses

* Hardware malfunctions, such as disk crashes

* Natural disasters, such as fires and floods

To minimize the threats of data integrity, consider ftfllowing options:
* Backing up data regularly

» Controlling access to data via security mechanisms
» Designing user interfaces that prevent the input of invalid da
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» Using error detection and correction software whemstratting data

Network Backup

Recovering from a computer disaster can be very castlyfime consuming, especially if a
backup plan has not been implemented. In a world wharglers can come from both inside
and outside, IT managers need a contingency plan to saa&ehat if an intruder wipes or
sabotages an entire system they will be able to bneglata back. A critical procedure that
should be in place in all corporations is backing up compmlai to a network backup server.
Having a centralized backup location can save you and yapiogees time and money from
having to search for the backup tapes. For many organigdtiahsupport heterogeneous
clients, they also need to consider a backup solutiorptbatdes this capability.

Retrospect Remote 3.0 from Dantz Development Copfudl-featured backup server.
With the Remote Pack 1.0 client software, it can bacWiqows and Macintosh clients to a
dedicated Macintosh. Retrospect, running on a dedicatenhtdsie, handles all backup, restore,
duplication, and backup server tasks. Client sourcebe&iard drives, external or removable
media, and files in subdirectories in the Windows emvitent or folders in the Mac
environment. Retrospect provides a robust and flexible phatifiorm network-client backup
solution. A backup solution from Retrospect provides @y ead secure way to backup files.

ACCESS CONTROL SYSTEM

To protect your data from intruders, consider securing thenpeer of your building. By
allowing only authorized users access to your facility, ge greatly reduce the risk of someone
walking into your building and stealing proprietary informatidRAND, a well-respected, non-
profit policy research organization, has made a provisiaohtrolling physical security by
means of staff access cards, alarms, surveillanceraanand a proprietary facility guard force.
Surveillance cameras record all entrances to and exitsthe building, including the entire
parking lot. The facility security guard force screemd signs in visitors, and conducts interior
and perimeter patrols of the facility. The security daaespond to and investigate incidents
and complaints and if requested, escort staff to thesrinahe parking lot. Only RAND staff
members are allowed into the facility. Entrance inelilding is controlled by security guards
and by electronically controlled card readers. Visitoust show identification, sign in, and be
escorted by a RAND contact before they are alloweameecinto the building.

Memory Data Integrity Checking

Ensuring the integrity of data stored in memory is ay @&/ to make sure your data is secured
before it is ever saved to floppy disk or on the nekwoCompanies should consider buying
computers that use data integrity checking to preveatslater on. If the computer is to play a
critical role such as a server, then the computer atitrerror correction code (ECC) capable
memory controller is an appropriate choice.

The two primary methods to ensure the integrity of dedeed in memory are parity and
ECC. Parity has been the most common method usedepadiling 1 additional bit to every 8
bits (1 byte) of data. The parity method has its linutabecause it can detect an error but not
perform any correction. On the other hand, errorexbion code is a more comprehensive
method of data integrity checking that can detect anagcbirbit errors. With ECC, 1-bit error
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correction usually takes place without the user evenviagpan error has occurred. Kingston,
an independent memory manufacturer, sells memory prodhatthds data integrity checking for
use in workstations, servers, desktops, portables, anérgrint

DEPLOYING A SECURITY SYSTEM

When planning a security system, you should form a sydteg/our defense mechanism rather
than randomly deploying gizmos. Three strategies tcsiden include perimeter security,
interior security, and physical protection of individuadets. While you want to keep intruders
out, you also want to limit the amount of damage theydmaonce they are inside.

Perimeter Security

Perimeter security means considering protecting thestgments of entry for criminals, in most
cases that would be doors and windows. Windows can be f@ateith small, easily mounted,
devices that can sense when the glass has been broksmuadan alarm. Access control
systems are complex, high-tech information networkghmyt are essential to office security.

Figure 2. ADT card reader
Source: ADT

Authorization can take many forms, including entering @edato a keypad, sliding a
card through a scanner, or pressing a button on a wirelegge control. ADT, an electronic
security company, sells access control systems suzlocasl reader to secure entry on doors (see
Figure 2). These devices can help companies track thagsm@nd goings of their employees.

Interior Security
Interior security is as much a part of deterring intru@erst is about catching them in the act.
Motion detectors can be used to set off alarms. A glawee system such as cameras can deter

Figure 3. Deltavision designer

mount camera
Source: Deltavision

34



theft when they are placed in a location that camchcdhe intruder's eye. Deltavision, a
Canadian CCTV manufacturer, sells a wall or ceilingumied camera that interfaces with
Deltavision recorders for 24-hour real time surveillarsse (Figure 3). For other companies that
worry about espionage, they can buy covert camerastbatisguised as clocks, telephones, or
even exit signs.

Physical Protection of Individual Assets

Many computing devices are now small enough to be put irekcase and carried away. Cable
kits can be an inexpensive solution to this problem. Sontkwhae devices can be connected to
computers and set to trigger an alarm. Software cansballed in a laptop to let police track
down stolen laptops.

Integrated Hardware/Software Firewall Appliance

Figure 4. PIX Firewall Series
Source: Cisco Systems Inc.

Firewalls have traditionally provided perimeter securitynimintaining careful control of
all connections between connected network segments. THoamhagers looking for a dedicated
firewall appliance that delivers strong security withaaupacting network performance, Cisco
Systems Inc., the worldwide leader in networking for Ititernet, provides PIX Firewall Series
(see Figure 4). The Cisco PIX Firewall series deliveir®ng security in an integrated
hardware/software appliance. The PIX Firewalls progear internal network from the outside
world by providing full firewall security protection. sltreal-time embedded system enhances the
security of the Cisco PIX Firewall series. Unlik@ital CPU-intensive full-time proxy servers
that perform extensive processing on each data packete aapplication level, Cisco PIX
Firewalls use a non-UNIX, secure, real-time, embeddaemsysit delivers superior performance
of up to 256,000 simultaneous connections, over 6,500 connepgorsecond, and nearly 170
megabits per second (Mbps) throughput. This level of pedoncmis dramatically greater than
that delivered by other appliance-like firewalls or #hdsmsed on general-purpose operating
systems.

The heart of the Cisco PIX Firewall series’ high parfance is a protection scheme
based on the adaptive security algorithm (ASA), whichcéffely protects access to the internal
host network by comparing inbound and outbound packets tesintra table. Access is
permitted only if an appropriate connection exists to vedig@ssage. Another performance
feature is cut-through proxy, which enhances authenticatit-through proxy challenges a
user initially at the application layer, but once therus authenticated and policy is checked, the
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PIX Firewall shifts session flow to a lower layer finamatically faster performance. The PIX
Firewall allows you to accommodate thousands of useah®out affecting end-user performance.

TOTAL VPN SOLUTION

Companies rely on virtual private networks (VPN) to allove@éemmuters, customers, suppliers,
and branch offices access to their internal infoimmatas discussed in the next chapter (Software
Security). Unfortunately, VPN security software regsliextensive encrypting and decrypting
on the server end, which means that users will experiperformance degradation. As your
organization grows and more people use VPN, the hospu@mwill be further impeded in
performance. Chrysalis-ITS, Inc., the provider of hginformance security solutions for the
network security industry, has developed a hardware solutid@dcLuna VPN. Luna VPN
extends the security network connections across thenkt, Extranet, and Internet by
maximizing performance and security. It combines the dgcwoftware and hardware
acceleration into one package to provide a total VPN isalutWith the Luna VPN hardware
component, the encryption and decryption processing saolkd from the host computer so that
network throughput performance can be increased. Byaalfithg this processing to Luna VPN,
bottlenecks can be removed.

Chrysalis-ITS ran extensive tests on Windows NT and@r&host systems and found
that Luna VPN significantly increases the network througimeutormance. For both Windows
NT and Solaris, the tests were run using the softwareeadnd with the Luna VPN. As shown
in Figure 5, the card and software combination increasesrp&ifice by up to eleven times for
DES operations. For Triple-DES operations, adding thed do the software increases
performance by up to nineteen times.
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O Solaris software alone @O Solaris & Luna VPN

Figure 5. Luna VPN Network Throughput Performance
Source: A Security Assurance White Paper from Chrysas-|
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Chrysalis-ITS has also determined that processor oaerten be decreased when Luna VPN is
added. Results from Chrysalis-ITS shows that adding LVB& to VPN software can
significantly offload the host CPU. Moreover, addingexond processor to either Solaris or
Windows NT systems does not offload processing from pumtessor as effectively as Luna
VPN.

The combination of Luna VPN and VPN security softwareraases the flexibility,
scalability, and centralized management of softwaréh whe performance, security and
offloaded processing of hardware. This combination proviue$otlowing benefits:

« Enables up to 900% more throughput
 Removes processing bottlenecks from the host computer
* Provides scalability for thousands of users

SECURITY BECOMES A PRIORITY

Computer theft and network break-ins are a growing corfoemotebook users and their
companies. Major computer vendors are dealing with tissses by offering security products
to safeguard users’ machines.

These major vendors include:

* IBM - offers Smart Card Security Kit, both smart cand a four digit PIN, on
notebook’s hard drive

* HP - offers smart cards on its OmniBook notebooks, Vedsiatop PCs and Kayak
workstations

e Dell - offers a hard drive password feature on Latitudeboates, OptiPlex desktops and
Precision workstations

« Compaq — uses Fingerprint Identification Technology (bionstnistead of passwords)
to log on to a network on its Deskpro, Armada, and PrafeakWorkstation systems

Smart-card technology offers numerous security advasitagihe corporation, including the
following:

e Users can log-in from any PC on the network, enablingrfiiag” between PCs and easy
import of temporary or flex-time personnel

» A “digital signature” on the card provides instant proo$efnder identity and message
authentication

« Permanent encryption keys ensure that stored informativansmitted easily without
compromising confidentiality

e Chip circuitry containing smart-card “intelligence” is fa@n-proof, becoming void upon
exposure to light

* Sensitive information is stored on the card itself, untiikametrics user-authentication
solutions, which store data within a system database ewvihleas the potential to be
accessed illegally
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e Smart cards can display an employee’s identificgpiootograph and double as a swipe
card, providing the holder with access to company buildamgsother facilities

USING TOKENS FOR DUAL-FACTOR SECURITY

To gain access to a supposedly secure system for a scgtledthacker or a determined insider
does not take much if your confidential resources are peatemhly with a user password.
Single-factor identification such as a password isemmugh. Security Dynamics Technologies
Inc. in Bedford, Mass., has developed the SecurlD to&ern two-factor identification. Factor
one is something secret that only the user knows sualPassonal Identification Number (PIN)
or a password. The second factor is something thepossesses such as the SecurlD token. A
token is a small device the size of a credit carddisgiays a constantly changing ID code.

\J
Figure 6. SecurlD token
Source: Security Dynamics

Carried by authorized system users, SecurlD token, as shdvigure 6, is a
microprocessor-based handheld device that generates unigumenunpredictable access
codes every 60 seconds. To gain access to a protecteccegsouser must enter a user name
and a personal identification number, followed by theenircode displayed on the SecurlD
token. The security server compares the password driigtbe user with the proper password
for that time period. The tokens require no card reamieime-consuming challenge/response
procedures.

Some of the advantages of SecurlD token are:

e Having an easy, one-step process for positive user autdugoni

* Preventing unauthorized access to information resources

* Authenticating users at network, system, applicatiomamsaction level

e Generating unpredictable, one-time only access codeaut@matically change every 60
seconds

* Not requiring a token reader; can be used from any PC, laptepr&station — ideal for
remote access and Virtual Private Networks

* Working seamlessly with WebID for secure Web access
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» Working across access control modules (ACMs) for iplelfplatform enterprise security
« Being tamperproof

Practical Examples: Tokens Used for Clinical Data Accss

Securing sensitive data is especially important whewdlves access to clinical data. Beth
Israel Deaconess Medical Center in Boston usesdber® token from Security Dynamics to
provide a single form of user authentication to a Weledasterface to the hospitals’ medical
databases. When Boston’s Beth Israel Hospital andddeas Medical Center merged in
October 1996, the SecurID token helped them consolidate &atimm access into a single

form. The SecurID token gave them a single way to géiotim systems with an identical look
and feel. Beth Israel stores its patient recordscnstom-built Mumps-based system, while
Deaconess uses a Sybase clinical-data repositol.ndl CareWeb interface saves the merged
hospitals time and money.

The hospitals have looked at other security tools likenbtoics but they dislike the fact
that the hardware would have to be deployed on everyTP€y were concerned with error rates
caused by greasy fingertips, which could lock a medical warlseof access to urgently needed
medical data. The SecurlD token also provides interbpgyawith Cisco Systems Inc. and
Intel Networking Systems Inc. routing products that midgen compatible with virtual private
networks (VPNs). Some users may be sending autheaticadisswords remotely over public
networks.

The hospitals are now looking at smart cards to calael applications in the medical
center. The medical center's environment includes swavds, digital certificates, VPN, and
tokens.

WHAT IS A SMART CARD?

A smart card is a credit card-sized device that hasna@yedded microprocessor, a small amount
of memory, and an interface that allows it to commat@&cwith a workstation or network.
According to the Smart Card Industry Association, sdmgebillion smart cards were issued in
1998. By 2005, that number is expected to triple to 4.8 bildards. The most common
application is the phone card, a smart card that stose value for use in public pay phones
(see Table 1). By 2006, the second most common use of cands will be for identify/access
applications. This projection reflects the growing confadersecurity suppliers and their
customers have in the technology.

Application Cards Issued In Cards Issued Industrial Average
Smart Card Applications 1997 (millions) | 2006 (millions) | Growth Rate (%)
Pay Phone 605 1,754 29
Global System for Mobile 20 50 25
Communications (GSM)

Health Care 70 120 14
Banking 40 250 105
Identity/Access 20 300 280
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Transportation 15 200 247
Pay TV 15 75 80
Gaming 5 200 780
Metering/Vending 10 80 140
Retail/Loyalty 5 75 280

Table 1. Smart Card Applications and Growth Rates by D&fdoyed
Source:Smart Card Industry Association

Smart cards are valued for the security they offer ésibe providing authentication.

With smart cards, passwords and IDs are securely encrgptdte card. When combined with
biometric finger-scanning technologies, users can even Is&iPltN code. The broad appeal in
corporate environments is the flexibility and multi-fuooglity of smart cards. A smart card
can be personalized for each user. For example, patpnusing smart cards to provide access
to network services could store each employee’s netwarkleges and preferred system
settings on his or her card. The employee could #ueess the appropriate servers and files
from any terminal with a card reader, and the desktop wmailclistomized with the employee’s
preferences.

Two characteristics make smart cards especially wékd for applications in which security-
sensitive or personal data is involved:

1. The onboard processor can service requests from themkedwwd return the results
without divulging the sensitive data. For example, arso@d could be used to digitally
sign data without divulging the user’s private key.

2. The user can carry the data with him or her on thetstaad rather than entrusting it to
network storage because smart cards are portable x&wopk, a smart card could be
used to carry personal information about the user suctedgal records or digital
certificates.

Microsoft Windows NT 4.0, Windows 95 and Windows 98 all supportrsoads and
smart card readers based on specifications establishéuke yersonal Computer Smart Card
(PC/SC) Workgroup, an industry group of leading PC and smaadt @mpanies. Smart card
solutions that are Windows-compatible can be used wittriat Explorer to authenticate a
secure connection and Outlook Express or Outlook 98 falirsgeand receiving secure e-mail.

Through the use of public key cryptography and X.509 certificateart cards securely
store private keys, as well as public key certificatés embedded private key is the digital
certification representation of a user’s identity. adntard technology is key to digitally signed
and encrypted messages, provides access to protected Isttesiedind is a possible enabler to a
single network sign on.

Two-Factor Authentication
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Security Dynamics Technologies Inc. offers two-facothentication technology in a smart card
version to ease their use on corporate intraneezur®y Dynamics has already marketed two-
factor authentication with the SecurlD token. Its gesif two-factor authentication is the same,
involving a personal identification number (PIN) and a unigassword. Its smart card version
called the SecurlD 100 Smart Card, however, will gendfaeunique password automatically
and transmit it to the server without any user involveniss® Figure 7). For example, the same
smart card could be used to gain access to the companisbuor store value on the card for
use in the company cafeteria and vending machines.

With the SecurlD 1100 smart card, organizations can custdimzéeatures to provide
access to the physical building by incorporating magrsttipes or holograms. The SecurlD
1100 smart card can serve as a single form factor &mabe combined with corporate employee
badge systems and other security applications. It alsadpsoother features such as electronic-
purse applications that work in the corporate cafetairdines or car rental companies. Other
applications can be integrated with the smart card teldp\custom applications for a particular
environment.

Using Smart Cards in Banks

Figure 7. SecurlD 1100 smart card
Source: Security Dynamics Technologies
Inc.

Guarding the privacy of their customers requires thengast possible security for banks. One
company that believes smart cards can provide this higgh-&é¢ protection is the Union Bank of
Switzerland (UBS), the third largest bank in the word of March 2003, UBS has deployed
12,500 smart cards among its employees, increasing at@ eddeut 1,000 per month.
Employees use the smart cards to gain access to the mpmgtavork and files. Eventually,
UBS plans to deploy smart cards to all 35,000 of its Swigdagyees.

UBS’ network is decentralized; therefore, it did nowféll with server-based
authentication solutions. Smart cards, however, pratelédeal solution because they allow for
authentication and a single sign-on (SSO). Schumanar®y Software Inc.,
(www.schumannsoftware.com offers the Secure Single Sign-On (SAM/SSSO) to delive
strong authentication and confidential data transfémlike other systems, SAM/SSSO is a
decentralized approach that does not require a centraimtigtition server. The application uses
DES encryption and RSA-based public key infrastructure (RKprovide strong, secure
authentication. The General Security Service (GS3)ppdvides the common interface
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between the smart card and the secured applicatiortasés where strong authentication has
not been added to an application, the smart card alsorssigpaventional login via a script
engine that automatically logs on with a user ID andwasd stored on the smart card.

The basic components of SAM/SSSO are a smart card andghrt card reader. User
logins and passwords are stored on a tamper-proof smdrama are only accessible using a
single sign-on PIN. The smart card system is capfableff-site use while retaining on-site
levels of security. With SAM/SSO, hours of wasted praiglitg changing or losing passwords
can be avoided.

As shown in Figure 8, UBS’ smart card single sign-on @sectarts when the user enters
the smart card into the smart card reader and enteos hes ID and password. When
authenticated, the user gains access to a graphical wes#adaet(GUI) of available desktop
applications. The user can then click on the desiredcapph, triggering the scripting engine
to launch the application script. The scripts can eesideither the user workstation or network

WORKSTATION m
Desklap Login

= Smarl Card Gliant Seripling
‘E';'aﬂ-‘ Raadar Engire: |
-1 1) NETWORK
- B ey
) 4 B
Figure 8. UBS’ Smart Card Single Sign-On
Source: Information Security Magazine, 1999

server. The script delivers the appropriate ID and passfrmm the smart card to the
application logon screen.

While UBS’ employees currently use the smart cardesysbank customers could also
use it to access back-office applications. The prapwgiatature of its smart card system,
however, will limit its appeal among clients. Standardsst be in place in order to overcome
the various customer-oriented smart card applications.

Smart Card Vulnerabilities

In computer security, smart cards can be used for acoa®l, e-commerce, authentication,
privacy protection, and a variety of other applicatiovhile the flexibility of smart cards gives
them many uses for businesses, it can also be susceptattacks. IT managers should
consider the following vulnerabilities of smart cardsobefconsidering deployment:

» Attacks by the terminal against the cardholder or dataeown
» Attacks by the cardholder against the terminal

» Attacks by the cardholder against the data owner

» Attacks by the cardholder against the issuer
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» Attacks by the cardholder against the software manufacture
» Attacks by the terminal owner against the issuer

» Attacks by the issuer against the cardholder

» Attacks by the manufacturer against the data owner

IT managers can prevent attacks of smart cards mentadooe if they use both a smart card
and a portable smart card reader from one vendor. Cylinko€ation, a provider of encryption-
based network security solutions, provides an advanced [xelylemart card called PrivateCard
and a smart card reader called PrivateSafe. Cyliak ISO 9001 certified company that
provides security solutions to Fortune 500 companies. By usengntlart card/smart card reader
combination, users will be assured that their sensiifegmation is kept secured and their
private information never leaves the smart card.

PrivateCard is an isolated tamper-proof smart card withraboard microprocessor and
control program (see Figure 9). The user’s digital signeagpublic and private key pair is
produced on the card and never leaves the PrivateCarde &l sensitive, private key
cryptographic functions are performed securely on thetstaad chip, it protects the private key
from attacks and prevents the exposure to a potentiadlydrexternal environment.
PrivateCard can be integrated with other security products.

PrivateCard includes the following features:

* RSA key generation— supports up to 1,024 bit RSA functions

* Random number generation— numbers are randomly generated inside the smart
card chip itself

* RSA private key functions— all private operations such as decrypt and digital
signatures are performed on-chip

Figure 9. PrivateCard Smart Card
Source: Cylink Corporation

e Support for multi-application and multi-data storage — multiple keys and data
objects may be stored on the card

« Access control and PIN management provides a mechanism to ensure that PIN
verification and access to keys or any data stored andrle performed securely by
authorized users

* PIN control — includes the ability to change passwords after a spggiéeod

* Multiple-level file system— allows information to be secured by directory
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PrivateSafe is a smart card reader that fits betweekeyboard and the PC to validate a
user’s PIN (see Figure 10). Since it connects betweekdyboard and the PC, no additional
hardware or external power supply is required. PrivatefSafates the user’s private
information on the smart card so that it never reathe PC by passing keyboard input for other
applications. It generates the public key pairs rightherPrivateCard so that the user’s private
key is never exposed to the PC.

Figure 10. PrivateSafe Smart Card Reader
Source: Cylink Corporation

WHAT IS ETOKEN?

In security systems, a token is a small device thedfiaecredit card that displays a constantly
changing ID code. A user first enters a password amdthi®ecard displays an ID that can be
used to log into a network. As an alternative to @mjegin ID code from a token or deploying a
smart card reader, Aladdin Knowledge Systems, an infa@maecurity company, has
developed the first USB-based device called eToken (geeeFLl). eToken is a car key-sized
authentication token that plugs into a computer's Univ&saal Bus (USB) port, a standard
feature on virtually all PCs and laptops manufactured di88&. USB provides true “plug and
play” for up to 127 peripherals. With USB, Aladdin seit@s opportunity to create a small key
that would fit unobtrusively on an ordinary key chain #8egible enough to hold the

information without an expensive reader. Containinguia processor chip, eToken can
encrypt information, store private keys, passwords, digégificates, and digital cash; and
provide two-factor authentication for secure accessRbl4&/ remote access servers, subscription-
based Web content and back-office applications.

Companies that require the need for convenient, remoés@eand protection from
unauthorized users can no longer rely on conventionaiymad schemes. Only two-factor
authentication provides a high-level of security. AladdTeken patent-pending technology
opens and guards doors in e-commerce, e-banking, virtualeoneawvorks (VPNSs), extranets,
and WANSs. It can protect sensitive data and resourcpsiigrming file encryption and access
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control functions. It can also sign or encrypt glagic messages so that they cannot be forged,
changed or intercepted.

Aladdin's eToken provides the following features:

e Easy to use- No additional software or hardware is needed. Theinserts eToken into
the USB port on a desktop, laptop, monitor or keyboard ygrekthis or her password.

» Cost-effective- Costs between $20 or $50 per token, depending on thefslze setup.

* Compact and convenient- Only the size of a house key, eToken is portable.

« Highly secure- Security credentials are stored in a tamper-proof cwntgoroviding a
higher degree of security than software-only solutions.

* Versatile — eToken can be used with many diverse applications ancocdain a large
number of private keys for different applications.

Figure 11. Aladdin's eToken
Source: Aladdin Knowledge Systems

WHAT IS BIOMETRICS?

User authentication is the cornerstone of informasiecurity. Traditionally, people get access
to secure places by using passwords or smart cards. A tilgdof user authentication is
biometrics, identifying people based on their unique physitatacteristics or behavioral traits.
Biometrics uses a person’s body features such as fimges;pgyes and faces, and ways of doing
things such as speaking and writing signatures to distingjugsiperson from all others. The
catalyst for biometrics is the growing realizationttbasswords do not ensure computer and
network security. Passwords can get lost, misplacedotten, or written on notes and stuck on
computer monitors for anyone to use. Valuable corporateadataften compromised as a
result.

Compared with other security products, biometric technolfi@gynot gained wide
acceptance. From the $100 billion spent on private secMigtis Corp., a market research
firm in Durham, N.C., says that the biometric markét tetal $100 million this year. With only
a tiny fraction, Mentis predicts that the market \gibw from 27% to 35% through 2000 as
pattern-recognition software improves, computers becatiertable to handle biometric
applications, and prices fall. As of today, this tecbgwlis still expensive and it is not as
effective as other security products. Moreover, peopleesistant to the idea of having their
eyeballs scanned and see it as an invasion of privacypuliie’s view of biometrics as
intrusive is due to the fear of a Big Brother-like agekegping tabs on fingerprints and
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voiceprints. Once they understand the limited natutbeotiata, however, they will become
more comfortable with the technology and their peroepiill change.

Biometric products can come in a range of shapes argl stmme of the commercially
available body identification methods include:

« Voiceprint — created by sound waves generated by an individual speafimgrephrase
or password

* Fingerprints — ridges on fingers are converted to a digital templatecdrabe compared
with database records or a person

e Palm prints — measures the ridges of the palm and compares withlzadata

« Hand geometry— measures the size and shape of the hand

* Hand veins— scans the vein pattern on the back of the handjrgemtigital template
that can be matched against stored patterns

e Handwriting acoustic emissions- analyzes sounds generated when a person signs his or
her name

e Iris — video image of the colored portion of the eye is mappembputer, creating a
digital code based upon the individual pattern of the iris

» Facial thermographs— uses an infrared camera to capture heat emissionnsatter
producing a unique signature when heat passes through tHeifscia

» Facial identification — converts a video image of the face to a digital tetapiahich
can then be compared with a recorded image

The term “biometrics product” also has multiple deioris:

A component that captures a human characteristic
Associated hardware

Application software

Image matching software

A standalone product

A complete solution

A platform or environment that supports biometrics auibatibn

Table 2. Common biometric techniques and how they rate

USER CRITERIA SYSTEM CRITERIA

INTRUSIVENESS EFFORT ACCURACY COST
Dynamic signature Excellent Fair Fair Excellent
verification
Face geometry Good Good Fair Good
Finger scan Fair Good Good Good
Hand geometry Fair Good Fair Fair
Passive iris scan Poor Excellent Excellent Poor
Retina scan Poor Poor Very good Fair
Voice print Very good Poor Fair Very good
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Source: International Biometric Group, New York

Generally, biometric authentication is a two-phase ggsc The first phase involves
scanning the user’s personal characteristics such aditigeirprints, irises, faces, signatures, or
voiceprints into the computer. Key features are thraeted and converted to unique
templates, which are stored as encrypted numericairdéta computer’s database. In order to
get authenticated, the user must enter the second. plmedee second phase, the user presents
his or her personal characteristic and the computer cesplais information with the templates
in the database. In the real world, matches willlydve perfect due to extraneous factors and
background interference.

Voiceprint

VoiceGuardian from Keyware Technologies, provider ofdrad Biometric Verification

solutions, is a two-step process of enroliment andiwation (see Figure 12). The enroliment

_ process consists of repeating a passphrase three thnes.

[ erre example would be “My voice is my password.” Depending
: on the application, the voiceprint may be stored on the

security server, smart card, or local PC. The sectage ©f

verification is accomplished by speaking the passphrase on

time. Once the passphrase is spoken, the live vomplea

Is evaluated with the stored voiceprint. At this patihg

user is either allowed or denied access. If acceptedstre

is allowed to access the secure resources.

Figure 12. VoiceGuardian In order to get accurate voice characteristics
Source: Keyware Technologies associated with the individual, the server uses a atifin
engine to provide physical authentication. Authenticason i
performed through analysis of an individual’'s speech
patterns at the phoneme level looking for the pointaftdction and articulation, which form a
unique voice pattern. This analysis provides the basisidocamparison with the individual's
voiceprint stored in the database. The accuracy oépaiat currently is only fair, although
users do not consider voiceprint as intrusive.
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Figure 13. Compaq Fingerprint
Identification Technology
Source: Compag Computer
Corporation

Fingerprint

Fingerprint technology is based upon the fact that an tha@is fingerprints have unique
characteristics such as whorls, arches, loops, riddiags) and ridge bifurcations. Verification
systems capture the flat image of a finger and performi@o@e verification. This verification
is performed in a few seconds. Compaqg Computer Corpoyatipplier of personal computers,
simplifies the login process with the Fingerprint Idigcdtion Technology, which is a biometric
security product that replaces passwords with unigue fing&sgee Figure 13). Compaq
claims that up to 50 percent of calls to corporate helpsdaskrelated to forgotten or expiring
passwords. Furthermore, passwords represent potentiatgeisks because they can be
duplicated, forged or stolen. Fingerprint Identificati@chinology is a fingerprint reader that
captures an image of the fingerprint and uses softwaretalgaechnologies to convert the
image into a unique “map” of minutiae points. The Compagefprint reader makes two
connections to your PC: one attaches between the kelyhod the PC, and the other attaches to

the parallel port.

Compaq Fingerprint Technology uses minutiae-based processiiggftification of an
individual’'s finger. Minutiae points are unique data points tlegcribe the fingerprint. This
map of minutiae points, rather than the actual fingerpsr@ncrypted and stored within the
network (see Figure 14). A fingerprint can always be de=dby these minutiae points, but
you cannot describe the minutiae points by a fingerprimiceéSyou cannot recreate the
fingerprint from the data, your fingerprints image is mestered anywhere on the network.

Finger Image Finger Image + Minutiae Minutiae

Figure 14. Minutiae Points
Source: Compaq Computer Corporation
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An authorized user only has to register his or her minpiés once to the server to
serve as a digital record for this individual. Onceuber’s fingerprint is registered, the user
only has to place the registered finger on the fingerpemtler attached to his or her PC to get
logged on to the network. Since no user password isregfjlingerprint Identification
Technology can improve network security. It is compatité both Windows 95 and Window
NT Workstation 4.0. For Windows 95 users, it gives them reecerity by preventing someone
from bypassing the login by pressing “Esc” and gaining accda$e toperating system. Only
after their fingerprint is authenticated will they beeatd log on to the network.

Since fingerprints are unique, not easily copied, and relgtivexpensive, they are more
likely to have widespread use. Authentication problemsglagiie computing might lead to an
explosion in demand for such a security product as fingergearining. Fingerprints can be
used in a wide range of applications such as the Injezleetronic commerce, credit card, and
ATM authentication. Once the cost of biometrics ey comes down enough and standards
mature, passwords may well become a thing of the pasbfoe people.

Iris Recognition

Iris recognition technology involves the use of a cantergapture an image of the iris, the
colored portion of the eye. Your iris is one of a kindh individual’'s right and left iris patterns
are completely different. Each iris contains mdrant 266 measurable discriminators versus a
fingerprint, which contains about 35 measurable charadtsrigee Figure 15). As an internal
organ, the iris remains stable, protected, and virtually amgdgd from 18 months of age until
death.

Two types of iris recognition systems exist today: acie passive. The active system
requires participation on the part of the user becaessyistem needs to be manually focused
and the user must be close to the camera. The pribe attive iris scan is several thousand
dollars, including the camera hardware and the PC loadédhe software necessary to run the
application. The passive system, however, is sulisligréasier to use because it incorporates a

Figure 15. Iris Identification
Source: Sensar Inc.

Figure 16. Iris 49
Source: Sensar Inc.




set of cameras to automatically locate the usecs &nd eye, removing the need to manually
focus the camera. Passive iris scan is the mosinsie biometric technology costing tens of
thousands of dollars because this technology has only badalde for a few years and it has
not been mass produced.

One of the issues why both active and passive iris smdmadlogies have not been used
widely is the concern of privacy. Although the biometidentifier such as iris offers the
convenience of not having to carry a photo ID and varcauds, keys and codes, some people
worry that we are moving toward a world where our persqgmalacy is the price of
convenience. The public considers iris scan technologysine because the camera is taking a
picture of one’s eye. People are reluctant to divutg# personal information, thinking that the
government in some way might use this information.

Sensar Inc. has developed a passive iris scan calle&ktisar Iris Identification System
that uses three video cameras to get a high quality imatie aris from as far away as three
feet. This system automatically locates the usecs #ad focuses the camera without requiring
the user to manually focus the camera. It maps ihamd converts it into a digital bar code, all
in less than two seconds. The system consists ofrtedules: Identification Optical Platform
and ldentification Processing Platform connected by cabte @p feet in length (see Figure 17).
Sensar claims that the matching probability of thelttentification System is greater than that
of DNA testing.

Figure 17. Iris Identification System
Source: Sensar Inc.

Bank United, the largest bank headquartered in Texas, ifirtheébank in the United
States to introduce Iris Recognition Automated Teller taes (ATMs). Thousands of
consumers in Houston, Dallas and Fort Worth will be ablwithdraw cash from their accounts
at the ATM just by looking at it. The customer only hastand and look at the ATM. The
camera will instantly photograph the customer’s irl§.the customer’s iris data matches the
record stored at the time of enrollment, access tall granted. At the ATM, positive
identification can be read through glasses, contaseferand most sunglasses. As more people
rely on iris recognition and as the prices fall, wel s@e more use of the iris scan technology,
especially in computer security.

Face Recognition

Your face is yours alone. Securing your computer netwwdugh face recognition makes it
easy to unlock access to your company’s applications aad §&tos Inc. in Wellesley, MA,
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(www.micros.com) provides TrueFace Network (see Figure 18), which incorponaiesl
network face recognition technology with TrueFacedtwl| the first automated neural network
face locator.

Selecting a Biometric System

Many applications of biometrics are in use today. Beftl@@ding on using biometrics in your
organization, review the following steps from the BionestConsortium
(www.biometrics.org):

Identify the level of security in the current applicatio

There are five basic parameters to be measured and valued:

Total elapsed time taken for enrolling a person in théicgin.

Total elapsed time taken by an individual to successfuélytiis application for a transaction.
Percentage of false rejections of people using the apiplic

Percentage of false acceptances of people who shoultdhwetbeen allowed into the application.
Uniformity of performance of the application across population who will use the application.

What improvements are required in the future application?
For each of the above five parameters, define the thggees for the new application.

Find and select a biometric and manufacturer
Lists of reputable manufacturers of all types of biorstare available from the Biometrics
Consortium.

Perform a screening test

A “black box” test to see how well the biometric devioeforms relative to the parameters
defined for the application. An independent biometric clbastor one of your employees
should run the test.

Implementation of a biometric in an application
The final step involves detailed integration, implemaoitatplanning, and testing of the
biometric within the overall application.

Questions to consider in a biometric system:

Biometric Type

How suitable is the biometric to the application?

Are there any individuals or groups of people who cannothesbiometric?
Biometric Device

Is the price of the biometric device likely to fit the putal budget?

Is the size of the biometric device significant?

Biometric Manufacturer

How is the reliability, quality of service, and reputat@the manufacturer?
Who are the major clients of the manufacturer?

AN

AN

AN
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» Fraud

v' Can the application be defeated if the criminal leasswuch about the application as the
developer knows and the biometric device as the manuéa@tur

v If the biometric is used for verification, can theeakbe forged easily?

REMOTE ACCESS SECURITY SOLUTION

Banks of modems have typically provided users remotesacdoecorporate networks by dialing
via the public switched telephone network (PSTN). This migdexpensive in terms of
equipment, support costs, and the cost of telecommionsatervice. With the Internet,
companies can dramatically reduce their remote acosss loy implementing VPN technology.
The use of VPNs can foster business-to-business integtaft enables electronic commerce
over the Internet.

Extending your network to the outside world raisesginestion of how to protect your
network security and data integrity. Contivity™ ExtraBetitch 2006 from Nortel Networks
intends to meet the challenge by providing secure extréorelsisiness partners and secure
connectivity for remote users (see Figure 19). Contiviggxttanet Switch 2006 offers
industrial-strength remote access to corporate travater$rading partners. It also provides the
functionality, performance, and security for a securdchaet.

Figure 19. Contivity™ Extranet Switch 2006
Source: Nortel Networks

Contivity™ Extranet Switch 2006 provides the following featuaed benefits:

» Cost effective— allows you to leverage the cost by using the Intesdteinetwork
infrastructure to provide a secure extranet at both theatesite and branch office

* Flexible and ease of use designed as a “plug and play” device, allowing it to work with
existing network infrastructure components such as rguisgwalls, and authentication
servers

* High performance — designed with all the necessary hardware and softeatgport
VPN tunnels, encryption, compression, and filters foraupG0 simultaneous active users

* Flexible security— provides integrated, flexible security architecture to enthat only
authorized users can access the network
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e Standards-based technology supports constantly changing VPN and extranet
technology standards

e High availability — allows up to 2000 simultaneous users

* Flexible management- fully configurable from any browser using HyperText Markup
Language (HTML) and Java configuration and monitoring

* Broad client support —supports industry-standard PPTP clients from Microsaftthimd
parties

Contivity™ Extranet Switch 2006 supports leading Certifi¢gsdéehorities (such as
Entrust), Radius providers (such as Bay Secure Accessdldaink, and Merit), and Token
providers (such as Security Dynamics, AXENT, Secure Conguaind LeeMah Datacom) to
allow customers easy incorporation of their extranet tiheir existing security infrastructure. It
can use either its internal Lightweight Directoryc@&ss Protocol (LDAP) server or an external
LDAP server such as Netscape Directory Server to authentand differentiate between users.

Contivity™ Extranet Switch 2006 supports the following stadstar

e Tunneling — supports Point-to-Point Tunneling Protocol (PPTP), Layeorwarding
(L2F), Layer 2 Tunneling Protocol (L2TP), and IPSd¢ote: Tunneling is a technology
that enables one network to send its data via anotheorietvweonnections.

* Authentication — supports LDAP, RADIUS, Windows NT, Security Dynamics, and
AXENT

e Encryption — Ron’s Code 4 (RC4), Data Encryption Standard (DES), aipteTDES

INTRUSION DETECTION SYSTEM

Many network security products such as firewalls and autagioin systems provide critical
security functionality, but they offer limited visibility the network data stream. Hackers could
be using alternate means of access to your networks suwbhli;g in to a modem, dialing into
someone’s PC, and from inside the organization. Th&&ger system from Cisco Systems
Inc., the worldwide leader in networking for the Internstthe industry’s first enterprise-scale,
real-time, network intrusion detection system (see Figure ROjs designed to detect, report,
and terminate unauthorized activity throughout a networle NétRanger system can operate in
both Internet and intranet environments to protect amagon’s entire network.

The NetRanger system consists of two components:ahso® and the Director.
NetRanger Sensors, which are high-speed network applianta@gze the content and context of
individual packets to determine if traffic is authorizeda Hetwork's data stream exhibits
unauthorized or suspicious activity, such as a SATAN ateping sweep, or the transmission
of a secret research project code word, NetRangeo&ecan detect the policy violation in real

Figure 20. NetRanger system 53
Source: Cisco Systems




time. It would then forward alarms to a NetRanger Doemanagement console and remove
the offender from the network. The NetRanger Direistar high-performance software-based
management system that centrally monitors the actfimultiple NetRanger Sensors located
on local or remote network segments.

The NetRanger system incorporates proactive respanstidnality into the Sensor,
allowing users to automatically eliminate specific cotinas identified with the unauthorized
activity. The Director can remotely control the cgnfiation of the Sensors, thereby allowing an
organization to monitor the security of its connectifsas one centralized location. The
Director can feed alarm information into an adjacedlutse archive to generate custom graphs
and reports. The combination of the Sensor and Direaverdas for reducing costs and
ensuring consistent security policy enforcement enterpride.

The NetRanger system offers the following features:

« Real-time intrusion detection is transparent to legitartraffic and network usage.

* Real-time response to unauthorized activity blocks offenfiilem accessing the network
or terminates the offending sessions.

* A comprehensive attack signature list detects a wide raingtacks and can detect
content and context-based attacks.

LOCKING DOWN COMPUTERS

Steel Security Cables

Software security systems can prevent hackers frotimgetccess to your confidential data on
your computer. In order to stop someone from physicatipgayour computer, you need to

lock down your computer. Steel security cables provide synweay to deter hardware theft. PC
Security Kits from Computer Security Products Inc. protangscomputer with standard
security devices (see Figure 21). It comes with a hegrfasto protect internal components
such as RAM from theft. The disc fasteners attagfour computer. A cable can be secured to
an immovable object such as a table.

Universal Drive Lock

In order to stop unauthorized users froi
physically inserting a floppy disk and
transferring a virus, you have to secure
the floppy drive attached to your
computer. Universal Drive Lock from
Innovative Security Products, provider

1ty Kits
rity Products Inc.

Figure 22. Universal Drive Lock >4
Source: Innovative Security Products



of security devices for computers and office equipmeiat,device that will lock up your
external/internal drives, including nearly all 3 1/2 in. &4 in. floppy drives (see Figure 22).
It can also lock up CD-ROM, Syquest, lomega, tape back apjmtbsh floppy with flat bezels,
and notebook/laptop drives. Universal Drive Lock offéesability to leave a diskette or CD in
the drive while using the lock.

Universal Drive Lock prevents the following:

e Introduction of an external virus to your computer and&twork
* Removal of sensitive files by unauthorized individuals
e Introduction of unauthorized software to PCs and networks

The Ultimate Security Kit

For companies that are looking for a complete secuitityh&t will lock down a computer as well
as notify others by sounding out an alarm, Innovati@B8ty Products has a product called The
Ultimate Security Kit (see Figure 23). This kit will peat your PC or Macintosh computer with
a 100+ decibel alarm if the unit is tampered with or ifdabkle is cut. Two steel lock down
plates and a strong liquid adhesive offers up to 1000 Ibs.ldihbcstrength.

The Ultimate Security Kit prevents the following:

e Theft of the monitor

* Theft of internal components such as the CPU
* Theft of the keyboard or monitor

e Theft of the printer or other peripheral

== Lock Down
Plate

Figure 23. The Ultimate Security Kit
Source: Innovative Security Products

LAPTOP SECURITY

Computer theft is second only to auto theft. In 1995, tvere 208,000 notebook computers
stolen in the U.S. The losses in hardware, softwaare data amounted to approximately $2
billion. Laptop security is critical, especially sine@tops are becoming lighter and smaller.
Thieves have a greater chance to conceal and abscongbwitlaptop within a few seconds.
The data stored on a laptop, however, can be moreblaltiean the laptop itself, especially if
you are a target of industrial espionage.
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Here are some preventative measures that will help ykeer laptop safe and secure:

* Keep good records. Serial numbers and a detailed descrgty@ur laptop will help the
police trace it and will assist you if you need to malkéan with your insurance
company.

* Use an etching tool to mark your name and phone number ornayop.

* When staying in a hotel, never leave a laptop in thenrooattended. If the hotel has a
safe available, keep it there.

* Purchase separate insurance if you do not have business@iirisurance that covers
your laptop.

« Keep your laptop in an ambiguous carrying case. Use casdedk like a traditional
briefcase or a piece of carry-on luggage.

Another preventative measure is using a security cabbestdviLock, the maker of
locking devices, and Kensington, the name in notebook sgcoave jointly developed the
Universal Notebook Security Cable (see Figure 24). Theisgcable is a simple system for
quick and easy installation. The lock fits into your paoier's built-in security slot, a feature
developed by Kensington and is now an industry standard.

To secure your portable computers, insert the lock idtiit-in slot in your computer
and wrap the cable around an immovable object like a talesk. If no slot is available, the
Security Slot Adapter Kit can be installed to securedthace. The simple and easy to install
security cable provides the security for your laptop with@wing to carry bulky security
equipment.

Figure 24. Kensington Universal Notebook Security Cable Kit
Source: Computer Security Products Inc.

How to Deter Laptop Theft

With 69 percent of security risks reported from laptopttH&f managers are always looking for
ways to recover and deter laptop theft. Computer SecdBrigucts, Inc. in Nashua, NH has
developed a product called the CompuTrace Theft Recowdtyw&e to recover stolen laptops.
CompuTrace uses the computer tracing technology and rewdftrery system to silently and
periodically call the CompuTrace Monitoring Centerwill work with any PC equipped with a
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modem. It is loaded onto the hard disk with a leadoigeestealth technology that hides inside
from detection, even from anti-virus software. Oncgvated, CompuTrace will make regular
calls to a toll-free tracking line, logging and archivingrgweall for analysis.

CompuTrace is scheduled to call its toll-free tracking kevery five to seven days. It
will detect when the modem is connected and not in usedeélling. When it initiates a call,
CompuTrace disables the modem speaker before makinggukareall. With each call, the
computer’s serial number and originating telephone nurateefogged. If the laptop has been
reported stolen, CompuTrace will use its theft recovepcguaure to locate and recover the
stolen computer. The Theft Recovery Team will cooréinaé recovery of the stolen computer
with local law enforcement to return your hardware and.dat

CompuTrace is completely transparent from the operatmstem and applications. Since
it does not appear in any directory, it is virtually imgpbke to remove. It cannot be erased off
the hard disk by deleting files, formatting the hard dskgven partitioning the hard disk.

CompuTrace benefits include:

* Reduces losses due to computer theft

e Can be incorporated into a theft deterrent program to ecldses

e Easyto track and manage the company’s computer assets

¢ Undetectable for maximum effectiveness

¢ Fully automated and maintenance free

e Compatible with all phone systems and popular securftware products

SUMMARY

Hardware security involves more than locking up the dotr@d@omputer room. Companies are
using the Internet, Intranet, and Extranet to exchangennation. Their employees use laptops
wherever they go, carrying with them proprietary inforiorat Hardware devices such as
computer locks and smart cards help companies deal with ig®ses. Providing VPN access
can reduce cost and keep data safe from intruders. Sethgingganization’s perimeter with
alarms, surveillance cameras, and security guards makesparent to intruders that security is
enforced. Companies should consider all possible setwmeiaches and implement a security
solution that encompasses all security issues. Miglsacurity issue, the battle is always
ongoing and requires newer tools and technologies to keegtem ahead of all intruders.
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CHAPTER 4
SOFTWARE SECURITY

Learning Objectives:
After studying this chapter you will be able to:

Identify and limit security breaches.

Protect against computer viruses.

Recognize how viruses spread.

Identify the symptoms of virus infections.

Develop knowledge of available antivirus software.
Explain the uses of firewall security systems.

Define the concept of authentication.

Explain the term and uses of encryption.

Clarify the components of a Digital Signature.

10 Define the concept of Public Key Infrastructure (PKI).
11. Detail the uses of kerberos and other encryption tecgmeslo
12.List the benefits of Enterprise Security Management.
13. Define security protocol

14.Detail E-mail security threats

15. 1dentify access control mechanisms and policies.

CoNohwWbE

For many IT organizations, information security, such a&sess control and secure
communications, are their primary objective to leverggtheir businesses against their
competitors.

The world is constantly changing and businesses are movangda corporate network
built on the Internet, Intranet, and Extranet. Mméormation requires the fluidity of passage
from both inside and outside the company's walls. In atleds, appropriate security measures
must be in place to safeguard the company's warehouse ohation.

SECURITY BREACH
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Security breaches are up in every category, accordilmdonation Securit 2004 industry
study. The 1998 Annual Industry Survey is based on a sunk®9s0 readers who work in any
of the following types of organizations: computer/data @gstg, education, finance/insurance,
government, legal, manufacturing, medical, or militafjniree out of four organizations
experienced a virus last year, up from 80 percent in 200Qurbisg trends are being
experienced by organizations in various industry sectdssshown in Figure 1, employee

TYPE OF BREACHES EXPERIENCED

Wiruses

Emplayes Access Abyses

Theft or Destructon of

LAMpuling HesoUrces

Leaks

Oestruction of Cala

Devaea s by Duthosized s
Unauthormed focess by Quisidear

Hacking

40 &0 @ F00 8d

" ATNANT A THRA PR e O e AT |

H% of thowe sudfering & weach saéd they suffesed 3 businesz-operations
satback, while 18% said they suffered atinancial loss.

Figure 1. Industry Breaches
Sourceilnformation Security

access abuses are the second common type of bréachjrases. Disgruntled employees can
create havoc for companies with sensitive informagspecially since every employee can be a
potential candidate of access abuse. Nearly one ircdirganies experiences a dramatic
increase in leak of proprietary information, Informat®ecurity said.

Although three out of four organizations experienced a Varstsyear, nine out of every
ten have a virus protection product in place, as showalate 1. With the increased growth in
the Internet, Internet security is one of the majmblems that companies have to deal with, but
yet Table 1 shows that only six out of ten organizati@we hnternet/Intranet/Web Security
products in place. As more organizations have a Webnpresm the Internet and engage in e-
commerce, we will eventually see an increase in ttegriet security product used. Table 2
presents products and services organizations plan to puichasenear future.

Table 1. Top 10 Information Security products and services nowiuse

Virus Protection 91%
Backup Storage 90%
Access Controls 85%
Physical Security 80%
Firewalls 74%

Client/Server Security 73%
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LAN/WAN Security 67%
Disaster-Recovery Services 61%
E-mail Security 61%
Internet/Intranet/Web Security 60%

Source: Information Security

Table 2. Top 10 products and services organizations plan to buy
in the “near future”

Encryption 32%
Training/Education 28%
Virtual Private Networks (VPN) 27%
Internet/Intranet/Web Security 27%
Firewalls 26%
E-mail Security 25%
Smart Cards 21%
Disaster Recovery Services 21%
Network/Communications Security 18%
Client/Server Security 18%

Source: Information Security

WHAT IS A COMPUTER VIRUS?

A computer virus is a program that replicates and spreadstdshing itself to other programs.
When the infected program is run, the virus executes amt.evEhe event can be any of the
following:

* Benign — displaying a message on a certain date
* Annoying — slowing performance or altering the screenlaysp
e Catastrophic or damaging — damaging files, destroying datasiniog systems

For IT managers, they should address a virus as a sgboatd a malicious code. In
general, a malicious code includes viruses as well asigyadlfrojan horses, droppers, and
bombs.

Worm

A worm is a program that replicates itself but doesimfect other programs. It exists either on
non-networked or networked computers. In a networknggtiti copies itself to and from floppy
disks or across network connections. In a non-né@gbcomputer, it can copy itself to various
locations on your hard disks. In both cases, wortehateal and vandalize computer data.

Trojan horse

A Trojan horse is a program that is hidden inside a segynharmless program. When that
program is run, the Trojan horse launches in ordgretform a desired task, but also includes
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unexpected functions. Trojan horses do not replicatmdblres. They can steal passwords,
delete data, format hard drives, or cause other problems.

Dropper

A dropper is a program designed to avoid anti-virus detectisually by encryption that
prevents anti-virus software from noticing them. Tgpitnctions of droppers include transport
and installation of viruses. They wait on the sysfema specific event, at which point they
launch themselves and infect the system with the owtavirus.

Bomb

A bomb is a malicious script or scheduling program #Huéitvates when a specific event occurs.
Some bombs activate at a specific time, typically usheg system clock. A bomb could be
programmed to erase all DOC files from your hard diskNew Year’s Eve or pop up a message
on a famous person’s birthday. A bomb might wait far twentieth instance of a program
launch and erase the program’s template files.

Various Types of Viruses

Viruses can be thought of as special instances involvingpomeore of these malicious codes.
They can be spread through droppers and use the worm ide@litate themselves. They can
act as Trojan horses by attaching themselves to an gxmtogram, hiding inside the program,
launching when the program launches, and committing ursaadts.

The different types of viruses include:

1. Boot sector viruses or infectors residing in specific aoddhe PC’s hard disk, that are read
and executed by the computer at boot time. Boot sector vicasesither infect the DOS
boot sector or the master boot record. These virusdsaded into memory during the boot
process.

2. File infectors or parasitic viruses are viruses thathtthemselves to executable files. These
viruses wait in memory for the user to run another @mgr They replicate simply through
the use of the computer.

3. Macro viruses make use of programs such as Microsofttétfiat ships with programming
languages built-in. A macro virus is simply a macrodioe of these programs, infecting
such well-known programs as Microsoft Word. When a d&surar template containing the
virus macro is opened in the target application, the viras and does its damage. They are
also programmed to copy themselves into other documeatsitmually spread the virus.

4. Multipartite viruses combine boot sector infection witlh fnfection.
5. Stealth viruses mislead anti-virus software that nothing@®g. They retain information
about the files they have infected, wait in memory, iat&rcept anti-virus programs that are

looking for altered files. They give the anti-virus grams the old information rather than
the new.

61



6. Polymorphic viruses alter themselves when they replsatdat anti-virus software that
looks for specific patterns will not find all instancdgtwe viruses. Those viruses that
survive can continue replicating.

7. New and future viruses to come...

HOW DO VIRUSES SPREAD?

Viruses come from a variety of sources. About sgrémiee percent of industry breaches come
from viruses. Viruses, due to the way that they carlattzemselves to legitimate software, can
pass many security defenses. For example, the most@momay to transmit a virus is through
an infected floppy disk. In a study of major U.S. arch&lian computer users by Dataquest, the
market research firm for the National Computer Secuy#sociation, the spread of viruses was
shown to come from the following sources:

« Eighty-seven percent of users blamed an infected diskette.

* Forty-three percent of the diskettes responsiblénfooducing a virus into a corporate
computing environment were brought from home.

* Seventy-one percent of infections occurred in a netvebekeironment, making rapid
spread of viruses a serious risk.

e Seven percent had acquired their virus while downloadingvaodtfrom an electronic
bulletin board service (BBS).

« Six percent of infected diskettes included demo disks, didigraisks used by service
technicians, and shrink-wrapped software disks.

As shown in the study, viruses also spread from networks asithe Internet. Viruses
can be downloaded from trial programs, a macro from afgppogram, or an attachment on an
e-mail message. A virus that is delivered as an e-ati@ithment, however, does nothing until
you run it. By double-clicking on the attachment, you his kind of virus. One way to protect
yourself from this virus is simply never to open attachim¢hat are executable files or data files
for programs. Acceptably safe computing can be achieved lefuttarcrafted policies and
procedures used in conjunction with antivirus and accessotgoftware.

WHAT ARE THE SYMPTOMS OF VIRUS INFECTION?

Viruses remain free to spread into other programs becauseammmon viruses give off no
symptoms of their infection. Anti-virus tools are essary to identify and eradicate these
infections. Antivirus software designed to identify andno®e known viruses is sometimes
known as a vaccine. A vaccine works only for known virused may not be completely
effective for variants of those viruses. Many viruaes flawed and do provide some tip-offs to
their infection. Symantec, the maker of Norton Amtid software, offers some tips to watch for
against viruses:

* Changes in the length of programs

* Changes in the file date or time stamp
* Longer program load times
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* Slower system operation

* Reduced memory or disk space

* Bad sectors on your floppy

* Unusual error messages

* Unusual screen activity

« Failed program execution

* Failed system bootups when booting or accidentally bootarg the A: drive
e Unexpected writes to a drive

USING ANTI-VIRUS SOFTWARE
Norton AntiVirus
To fully protect your corporate network from viruses, yoli m@ed to install some form of anti-

Figure 2. Norton
AntiVirus for Windows
95/98/NT

virus software. Norton AntiVirus software from Symamtas shown in Figure 2, is a good
choice for Windows workstations and servers. The matufes in version 5.0 let you
guarantine infected files and automatically protect you ageinsses as well as malicious
ActiveX and Java applets. Norton AntiVirus runs in blaekground to keep your computer safe
from viruses that might come from e-mail attachmemitgrnet downloads, floppy diskettes,
software CDs, or a network.

Some key features included with Norton AntiVirus include:

. Quarantine — isolates infected files in a safe corhgoor computer until you are
able to repair them
Scan and deliver — easily sends quarantined or other suspfdes to Symantec for

evaluation and repair

. LiveUpdate — automatically retrieves new virus definitirosn Symantec as often as
once a week

. Protection against malicious codes — detects and removgsrdas forms of
ActiveX code, Java applets, and Trojan horses

. 24 hour protection — runs constantly in the background to ke@pcpmputer safe
from viruses

63



Dr. Solomon’s Anti-Virus Deluxe

Another anti-virus software product that provides a defagminst the spread of viruses is Dr.
Solomon’s Anti-Virus Deluxe from McAfee (see Figure Hr. Solomon’s WinGuard scanner
and NetGuard provide 24-hour virus protection from Internet dassloshared files, e-mail,
floppies, and hard disks. It detects viruses in compdeand archived files. It also includes an

Figure 3. Dr.
Solomon’s Anti-Virus
Deluxe for Windows
95/98/NT

SOS disk, which lets you boot from a clean diskette, éwgur operating system will not load.
With the SOS disk, it allows you to have a virus-frestem before you install Dr. Solomon’s
Anti-Virus software. Dr. Solomon provides free automapdates to the most current version of
the software and protection updates to the hundreds ovingses that appear each month.

Total Virus Defense

With over 22,000 existing viruses and over 300 new ones beingdreath month, protecting
today's diverse networks from computer viruses is no &y The growth of distributed
computing calls for a complete virus defense system #rafudly protect all potential points of
virus entry. Total Virus Defense 4.0 is a complete visesurity solution from Network
Associates, a provider of enterprise anti-virus solgtamd Dr Solomon, a company in detection
and cleaning technology. Total Virus Defense keeps yowonktprotected at the desktop, the
file and groupware servers, and the Internet gatewayalloWs you to manage enterprise-wide
virus security with its management tools and automated updatioggs.

Total Virus Defense ensures complete protection of &itifrom all sources of viruses,
including floppy disks, Internet downloads, e-mail attachs)enetworks, shared files, CD-
ROM, online services, and even most popular compressetypiéss. Total Virus Defense is
comprised of a suite of applications that protects aémal points of virus entry.

The Total Virus Defense suite includes:

* VirusScan - detects and removes viruses from desktoputens

* NetShield - detects virus infected files transmitted to emch the server in order to
prevent the spread of viruses throughout the network

e GroupShield - scan groupware environments (Lotus Notes opsitt Exchange) to
stop viruses before they are distributed to, or passég asers
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« WebShield - scans all inbound and outbound e-mail trpffgsing through an SMTP e-
mail gateway, automatically cleans or quarantines,fé@d sends alerts to system
administrators

Total Virus Defense keeps your virus security solution curlbgnproviding tools to
update all components of the product. Its AutoUpdate featitcematically updates desktop PCs
and servers through scheduled downloads from a designatedl csetver. Moreover,
companies can automatically detect, remove, and createeafor previously unknown viruses
that could infiltrate corporate networks through Autolmmuii@rough Anti-Virus Informant, it
allows network administrators to proactively monitor videfense capabilities. Finally, Total
Virus Defense does not only detect and block viruses thdtansmitted via Internet downloads,
but it also scans e-mail attachments, stopping virusesebéiey have a chance to infect your
system.

WHAT IS A FIREWALL?

A firewall is a system or group of systems that enferae access control policy between two
networks. It is a security enforcement point that separa trusted network from an untrusted
one, such as the Internet (see Figure 4). It screérmhections between two networks,
determining which traffic should be allowed and which shdwdddisallowed. The security
administrator determines in advance the security polidyow the firewall should set the rules
to separate the two networks.

4 Untrusted
L-g Firewall Systems

Private Network

Figure 4. Firewall
Source: Network Associates, 1999

The most common firewall features include:

» Securing network access with a perimeter defense

» Controlling all connections into and out of the network

» Filtering data according to previously defined rules

* "Authenticating" users and applications to ensure thagtdhe permitted to access
internal resources

Logging activities for security auditing purposes
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» Actively notifying the appropriate people when suspiciotenés occur

Firewalls not only protect the internal corporate nekwioom the public Internet, they are
also being deployed internally. They can separate ohaflidepartments from the rest of the
network. With internal firewalls, security adminatiors can apply different access control rules
across a wide variety of working groups and network subnétgernet firewalls enhance
security by providing a layer of protection against intebmaaches. For example, a firewall can
protect the Human Resource department computing facildieetier sensitive data from being
accessed by other departments.

When you connect to the Internet, you are putting ttimegs at risk:

* Your data — the information you keep on the computers
e Your resources — the computers themselves
* Your reputation — others using your identity

A firewall is the most effective way to connect awatk to the Internet and still protect that
network. The Internet presents marvelous opportunioespeople to exchange ideas and
information. At the same time, the risks are dwré. Building a firewall requires significant
expense and effort, and the restrictions it places odersscan be a major annoyance. Once in
place, firewalls offer significant benefits to protagtiyour systems and your data.

Some advantages of using firewalls are:

e Focusing your security decisions
« Enforcing security policy

* Logging Internet activity efficiently
* Limiting your exposure

Firewalls offer excellent protection against network @kse but they are not a complete
security solution. Certain threats are outside thgrobof the firewall and need to be addressed
by other means. For example, a firewall works welpiotecting your network from outsiders
but it has no effect for someone behind the firewAB. shown in Figure 5, fifty-eight percent of
security incidents originate from employees. The mebeasurveys from Information
Week/PriceWaterhouseCoopers indicate that more thdmohall security breaches originate
from employees, contractors, consultants, and otiemal users.

Some of the weaknesses of firewalls are:

* Not protecting you against malicious insiders

Employees I 50
Unknown I 7
External Hackers I 14
Former Employees I 13°
Contractors/Consultants I 9%%

Figure 5. Security Breaches 66
Source: Information Week/PriceWaterhouse Coopers, 1998



* Not protecting you against connections that do not go through it
* Not protecting against completely new threats
* Not protecting against viruses

Packet Filter Firewalls

Firewalls serve as a security perimeter around a cdgasawork. For most organizations that
want a high performance and easy to configure firewh#y twill implement packet filter
firewalls. In packet filtering, the firewall examineschancoming or outgoing IP packet header
and checks its characteristics against a table osaammntrol rules. As each individual packet
enters the firewall, it looks at the header portion eodhpares the IP address and port of the
source and destination against its rule base. If the ssldrel port information are permitted, the
packet proceeds through the firewall directly to its dasion. If a packet fails this test, it is
dropped at the firewall. Elaborate rules can be developedlow or disallow certain packets
into a company’s private network.

| APPLICATION

| PRESENTATION |
| SESSION

| TRANSPORT

DATA LINK
[ PHYSICAL

Figure 6. Packet Filter Firewall
Source: Network Associates White Paper, 1999

Packet filtering works well in quickly filtering unwelcomadsaders. Packet filtering firewalls

are fast because they operate at the network lagemake only cursory checks into the validity
of a given connection (see Figure 6). Unfortunatelyy tave low security and no knowledge of
application vulnerabilities. Once a connection has lzggoved by the firewall, the outside
source is allowed to connect directly through to taegdt destination behind the firewall,
potentially exposing the internal network to attack. Banaple, they allow a direct connection
with untrusted external sources.

Application Proxy Firewall

After the advent of the packet filter firewall, governmagencies such as DARPA (Defense
Advanced Research Projects Agency) and the U.S. DepdrohBefense started looking for a
better approach to firewall security. Their researtimately resulted in the application proxy
firewall that offers very strong security. The apation proxy firewall provides full application-
level awareness of attempted connections by examiningytbiey at the highest layer of the
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protocol stack (Figure 7). Because it has full visibifitythe application layer, an application
proxy firewall can easily see the granular details aheattempted connection up front and
implement security policies accordingly .

APPLICATION

PRESENTATION

SESSION

DATA LINK

|
|
TRANSPORT |
|
|
PHYSICAL ‘

|
|
|
| NETWORK
|
|

Figure 7. Application Proxy Firewall
Source: Network Associates White Paper, 2004

Application proxy firewalls also feature a built-in profinction — terminating the client
connection at the firewall and initiating a new cortizgcto the internal protected network.
Therefore, the firewall “proxies” connection never atodirect contact between trusted and
untrusted systems. A proxy firewall makes it more diffitar hackers on the outside to exploit
vulnerabilities on systems inside the firewall.

Proxy Server

Packet filtering alone is not enough to stop a break-iengit because it does not prevent
“spoofing” from outside the firewall. Spoofing is a wayusing a valid internal IP address to
pretend that the foreign system is inside your securks.wdéls a result, many companies have
migrated to proxy server firewalls. A proxy server resithetween a client application such as a
Web browser and a real server. A proxy server aliotesnal clients to access the Internet from
behind a firewall. It intercepts all requests from mgewithin the firewall and forwards these
requests to the real server. However, there is a dots proxy servers. The overhead that is
required to run an application proxy is considerably higiemn that for a packet filter.
Consequently, these companies experience significanhe&san network traffic.

Hybrid Firewalls

In 1998, a few vendors such as Check Point and Network iasss@ddressed this problem by
designing what is called “hybrid firewalls.” As the nasuggests, hybrid firewalls combine the
best of both worlds: the speed of a packet filter and sthiegent security features of an

application proxy. The way that hybrid firewalls workbig using packet filtering during peak

hours when there is a lot of network traffic, but if fmewall perceives a threat, the application
proxies take control. Furthermore, once a connectignbban established through a proxy, all
subsequent traffic is filtered, thereby balancing speedsethrity.
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A COMPLETE FIREWALL SECURITY SYSTEM

In recent years, companies are finding out that therdet can serve as an indispensable
technology. The Internet can link their company witlstomers, remote employees, suppliers,
and business partners at a fraction of the cost. eff@in competitive means that their private
networks must be capable of extending out to the outsidiel. At the same time, this virtual
corporation would require a security system such agwadil to safeguard the vital information
internal to the company.

With the increasingly sophisticated security threats froew technologies, having
standalone firewalls to protect your network is not enoufjh integrated network security that
actively communicates with other security tools andoads to new attacks and modifies
security measures accordingly is needed (see Figurd!®.role of the firewall has to evolve
from a standalone system enforcing access rulesaidtistributed firewall system involving the
integration of components throughout the network. Apmete security system that is designed
to keep out intruders must become seamlessly integratiedheifirewall.

Intrusion Detection %’: Virus and
Monitor \ Content Scanner

(real-time burglar alarm
on critical systems

XX

:‘ Corporate Virtual Private Network  Remote Office or
Firewall (encrypted and Business Partner
authenticated "pipe”

Vulne rablllty scanner
through Internet)

(proactively scanning
Internal network)

Figure 8. Distributed Firewall System
Source: Network Associates

A complete security system must encompass the follpaomponents:

» Firewalls that guard against unauthorized entry from outswmieindividual departments

* Vulnerability scanners that proactively scan the maénetwork for potential weaknesses
or security holes

e Intrusion detection monitors that watch internal nettoaffic and servers for signs of
attack

e Virus and content scanners that check for the presdmoaliwious code such as viruses,
Trojan horses, or hostile Java and ActiveX applets

* A central event manager that provides meaningful integrdetween distributed security
components (all monitors, sensors, and scanners)

Active Firewall System

To truly address the rapidly growing security threatanmanies must not rely on passive
firewalls that guard only the front entrance. Firewdlave to work in concert with other
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security components on the network to actively respondchanging threats. Network
Associates, the supplier of enterprise network secantymanagement software, has developed
an active firewall system called the Gauntlet ActiveeWwall (see Figure 9). Gauntlet Active
Firewall combines proactive vulnerability scanning, re@ktiintrusion detection monitoring,
anti-virus scanning, and virtual private networking intorgle active firewall system.

Security Policy
(¥ou decide what is important &
and how to respond) /
Vulnerability T
Scanner Al

Intrusicn T!_.\
Detaction [l
Maonitor >

Event Orchestrator
[hecepts all alerts, compares
Virus ““ with EE{LII'II‘.)II' palicy. then
initiates responses)
Scanner [l

Figure 9. The Active Firewall
Source: Network Associates

Help Desk
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Fireswall

/1IN

Administrator
— Alert

@

Gauntlet Active Firewall from Network Associates addessshe passive firewall
problem by integrating multiple security products intorgka system. The following scenario
can demonstrate an example of how this system workseryEmorning at 2:00am the
vulnerability scanner is scheduled to run through a sefiesutine vulnerability scans. During
one of these scans, it discovers that an employgsdidner PC up as an insecure FTP server that
exposes data on the private network to attack. Thenscdorwards this information to the
Event Orchestrator so that it can compare the custemsecurity policy to determine the
appropriate course of action. After consulting theusgc policy, the Event Orchestrator
instructs the firewall to shut down the FTP server|uthie IT staff arrives the following
morning. The Event Orchestrator can also send a troighklet describing the problem to the
help desk. When in the morning the user calls the helb besause her FTP service is not
working, the IT staff, already aware of that, camthevise her of the security risks her actions
have created.

WHAT IS AUTHENTICATION?

Many people think of authentication in terms of passwordsthere are actually a variety of
authentication mechanisms. These mechanisms can dgreeatategorized as one of the
following:

* Something you are — field of biometrics, including techniqueb asdingerprint scans,

retina scans, voiceprint analysis, and so on
* Something you know — traditional password system
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« Something you have — mechanisms such as challenge-resptsisene-time pads, smart
cards, and so on

WHAT IS ENCRYPTION?

Encryption is the translation of data into a secodec It uses algorithms to mathematically
combine keys with the plain text to form encrypted or @iptext. It is the most effective

security device because it requires you to have a spé&eifi to unlock the data. It is a method
of scrambling information so that only the intended irerecan use it. Any digital data can be
encrypted, including e-mail messages, telephone callsjemopictures, and computer files.
Today there are both hardware devices and software packegjizdble for encrypting data.

There are two main types of encryptiosymmetric (secret key) encryption and
asymmetriqpublic key) encryption. Secret key encryption useskaye Public key encryption
uses a pair of keys called public/private keys.

Secret Key Cryptography

Before the creation of the public/private key methodgchrtelogy called symmetric (secret- key)
cryptography was used. In this method, the secret kdgrge binary number) is used to
mathematically encrypt the communication, and theorent uses the same key to decrypt it. It
uses the same algorithm by having the encryptor and decrypttiteusame key. In other words,
two or more parties share a single key to encryptdewmlypt data. Secret key encryption is
relatively fast and small. It is generated quite oftetWeb browsers each time they open a
secure transaction. Using secret key cryptographyséfesto send encrypted messages without
fear of interception because the interceptor is unlikelbe able to decipher the message (see
Figure 10). The problem with this method, however, is figudut how to deliver the secret key
to the recipient, either in another secure transomsshannel or in person via a trusted courier.

Secret key cryptography provides confidentiality of inforowtibut it falls short in two

Encryption Key

~ -~
)} E neryption Algnn'thml )} > Decryption Algcritml >>

Original Data Encryp Data Criginal Diata

Figure 10. Symmetric Keys
Source: Symantec Corporation

areas: key exchange and authenticity. In order to conwame securely using symmetric
cryptography, all parties must have prior knowledge ofsdwet key. One way to transport the
secret key is to hand-deliver the keys to potential comcators. If the secret key is
intercepted, however, all communications are compromisklbreover, this infrastructure is
impractical when a large number of people need to commtenicdf you have a large
organization with people who need to exchange secretagessyou will need to have
thousands (if not millions) of secret keys. In additisecret key cryptography assumes that the
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parties who share a key rely upon each other not to disthes&ey and protect it against
modification. As such, it does not ensure authentizitg sending party. For example, if Bob
receives an encrypted message, he has no way of prboeimbentity of the sender.

The best known secret key system is the Data Encryftiandard (DES), published by
the National Institute of Standards and Technology (NESTthe Federal Information Processing
Standards (FIPS) 46-2. NIST is an agency of the U.Babment of Commerce’s Technology
Administration. The Federal Information Processitgn8ards Series of the NIST is the official
series of publications relating to standards and guidelinesdated by the Secretary of
Commerce. Since 1977, NIST’'s DES has been the Fedeka@r@nent’s standard method for
encrypting sensitive information. It is the most widedccepted, publicly available
cryptographic system today. The algorithm standard hdsesl/éfom solely a U.S. Government
algorithm into one that is used globally and adopted bgdinemercial sector.

Rivest, Shamir, and Adelman (RSA)

Rivest, Shamir, and Adelman (RSA) is the encrypti@hnejue that requires two keys, a public
key that is available to anyone for encrypting messagea ansate key that is known only to
the recipient for decrypting messages. RSA is a potem@lyption standard licensed to
hardware and software vendors. Public-key encryption regjaianagement of fewer keys for a
given client-server environment than does private-keyyption. However, compared with
DES, RSA entails more complex computations and thexdfas a higher processing overhead.
RSA requires two keys: the public key for encrypting messageilely known, but the private
key for decrypting messages is kept secret by the recipient

Public Key Cryptography

A major advance in cryptography occurred with the inventiobpublic key cryptography. As
opposed to secret key cryptography, public key (asymmetyptagraphy uses a pair of keys
that are mathematically tied together. The two kayssist of a “public” key and a “private”
key. Using this “dual-key” method, a message can be emctypth a public key, and the other
(private) key used to decrypt the same message (see FigureTiE) public key may be
distributed to the world because it is used only forygtang a message. The private key must
be kept confidential and be known only to its owner. €herypted message can only be
decrypted with its matching private key. This protocol is usid 8ecure Sockets Layers (SSL)
technology, which is the standard protocol for secureh)-Wésed communications. Public key
technology is a breakthrough because it solves the rkapagement scalability problem
associated with symmetric key encryption. It alsduoes the possibility of key compromise
during delivery.
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Figure 11. Public/Private Keys
Source: Symantec Corporation

Prior to the invention of public key cryptography, it wadually impossible to provide
key management to large-scale networks. The numbekegé required to secure
communications among those users increased substamatsathe number of users grew. For
example, a network of 100 users would require almost 5000 keyomly uses secret key
cryptography. Doubling such a network to 200 users increasasuthber of keys to almost
20,000. The invention of public key cryptography resolved many prableih key
management of large-scale networks.

Public key encryption, however, is bulky and slow. Itsloet easily encrypt a file once
for a number of different people. If users lose theyskehey will not be able to decrypt those
files encrypted with those keys. It also does not gueeatihat John’s public key is not someone
else pretending to be John. As a result, most enorypystems use both types of encryption.

Both Types of Encryption

Public/private key pairs are very long and time consumifmmake the process fast and secure,
both keys — symmetric key encryption and public key encnypticare used. In the scenario
shown on Figure 12, Bill has a message that he wargsn to Maria. Bill uses a symmetric
key to encrypt the document and then encrypt the symnketyiasing Maria’s public key.
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Bill's Computer

Bill uges a symmetnc key to enciypt a document,

+ @ > Syrmmetric: Algarithm | )>

Original Document — Symmetrical ey Enciypted Document

Then he encrypts the symmetric key uzing Maria's public key.

@ + 0 > someicamim| 2

Sermmetrical Key  Mana's Public Fey Encrypted Symmetric Key

Figure 12. Encrypt with symmetric and public keys
Source: Symantec Corporation

When Maria receives the encrypted message from Bi#, sses her private key to
decrypt the symmetrical key (see Figure 13). Then Mariathsesymmetric key to decrypt the

message.

PUBLIC/PRIVATE KEY TECHNOLOGY IN ON-LINE TRADING

Mana's Computer

Maria uzes her private key to decrypt the symmetric key.

+ E::) )> Asymmemcmgmithml } @

Enciypted taria's Private Key Spmmetric Key
Summetric Key

Then Maria uges the sprmmetric key to decypt the document.

+ @ >> Symmetric.&lgorithm| )>

Encrypted Symnmetric Key
Document Document

Figure 13. Decrypt using private and symmetric keys
Source: Symantec Corporation
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One of the major uses of public/private key technology the area of on-line trading. Security
IS a major concern for on-line investors as well asdiotline brokers. As rated by Gomez
Advisors, an independent online financial service, the figg on-line brokers are E*Trade,

DLJdirect, Discover Brokerage, Waterhouse, and Datekorder to take precautions to ensure
the security of customer’s account information, theséneanbrokers use encryption to safeguard
against hackers intercepting a customer’s user id and passaol posing as the actual

customer.
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TRADING SECRETS TRADING SECRETS

The firm keeps one key—the private key. A brokerage firm has two complemaentary,
It makes the other key—the public key— parmanent "keys,” akin to passwords,
available to customers. What one key encrypts, only the other key
can decrypt,
gﬁ“‘ sl g
o st e

&) A

Decrypt!
—
En crypt|

PUBLIC PRIVATE

Source: VeriSign Inc. Source: VeriSign Inc.

Figure 14. Public and Private Keys Figure 15. Encrypt and Decrypt

To ensure security, on-line brokers use public/private ksgryption technology to
secure Web-based accounts of customers. As shown ireFigurthe on-line brokerage firm
keeps one key — the private key. It makes the other ke -public key — available to
customers. As shown in Figure 15, anyone who finds the pkesjican use it only to send the
firm a private message. It cannot be used to decrypt gessant to the firm or to imitate the
firm. Therefore, the firm can send the public key to austs using e-mail or it can even post
the key on its Web site.

In public/private key encryption technology, the customerbmputer verifies the
broker’s server by checking the broker’s digital signaamné comparing it against the signature
on record in a digital certificate. Digital ceitétes are sent by a third-party registrar such as
VeriSign Inc. Then the customer’s and broker's computises a session key. As shown in
Figure 16, the session key is used to encrypt all thetdatsferred during the session. The key
ranges in length from 40 to 128 bits, depending on the levad@ifrity supported by the user’s
and broker’'s Web browser. This complicated conversiakes an intercepted message virtually
impossible to decode. Even if a hacker happens to acaesgamner’s account, funds can only
be transferred to a customer’s previously specified batduant.

TRADING SECRETS TRADING SECRETS
Whaen a customer wanits to place an order, In the customer's PC, the session key
tha public and privats key talk back and automatically encrypts the customer’s order.
EALI IS e & semmon oy 4 WENW, When the firm receives the arder,

random code that will ba used only far that

P the session key automatically decrypts it

| TRANS ACTION:

Buy XY2 :
QSO

(=]
PUBLIC

Decrypt
LR

Huay X¥2
Source: VeriSign Inc. Source: VeriSign Inc.
Figure 16. Session key used to Figure 17. Each transaction uses
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place an order session key

As shown in Figure 17, each transaction uses a session key.example, when a
customer places an order, the transaction gets endrygiag the session key. When the firm
receives the order, the firm uses its session kegerypt the order. This process is not
contiguous upon the next transaction. Therefore, whemstomer buys another order, a new
session key gets created. As such, this process ensures tiecker can intercept and decode
the transaction. Even if the hacker decodes this métensaction, the next one he/she gets
will be entirely different.

WHAT IS DIGITAL SIGNATURE?

Authentication generally has two components: one to ptbaethe information came from a

specific user, and the second to prove that the infawméias not been altered. Authentication
is possible through the use of a digital signaturechnigue that uses public key encryption to
“sign” electronic documents. A digital signature igligital code that can be attached to an
electronically transmitted message that uniquely identifiessender. Like a written signature,
the purpose of a digital signature is to guaranteettieaindividual sending the message really is
who he or she claims to be. Digital signaturesamdy allow for strong authentication and data
integrity, but also non-repudiation. Non-repudiation ngedéhat when participants transact
business electronically, they cannot deny the transaction

Digital signature schemes involve a two-step process:

1. Generating a message digest or hash of the message
2. Generating the signature by combining the message digbstheiuser’s secret key

By adding the signature to the message, the integiithggomessage is preserved. The
digital signature confirms that the message has not &lered since you sign it because any
changes to the message after you sign it will resudin invalid signature. All the trust in the
signature, however, is tied to whether or not you can thessigner’s public key. If you cannot
verify the public key belongs to the specific person, cafmam, or authorized agent, then digital
signatures can be forged.

What is a Public Key Infrastructure?

Since key management and digital signatures are basepuldit key technologies, good
information security requires a Public Key Infrastruct(ipKl). PKI is a system of digital
certificates, Certificate Authorities, and other régiBon authorities that verify and authenticate
the validity of each party involved in an Internetnsaction. PKIs are currently evolving and
there is no single PKI or even a single agreed-uponlatdrfor setting up a PKI. Implementing
public key encryption, digital signature, and other secsatyices on a broad scale will require
the establishment of many certificate authorities.

Entrust Technologies Inc., the global leader for sohgithat bring trust to e-business,

provides the Entrust/PKI to allow people to encrypt, dllyitsign, and authenticate electronic
transactions across all applications. Entrust/PKlk&an a managed PKI. In a managed PKI,
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the users in one Certificate Authority (CA) can commate securely with users from another,
trusted, CA domain. A managed PKI provides a method fobledteng and maintaining
trustworthy electronic relationships between CAs. EPES policy management provides
security, flexibility, and ease of use through a wide rasfdgeKl network policy options.

WHAT IS KERBEROS?

Kerberos is an authentication system developed at thesdthusetts Institute of Technology
(MIT). Kerberos was created as a solution to netvgedurity problems carried by insiders. Itis
designed to enable two parties to exchange private iafiom across an insecure network
connection. It works by assigning a unique key, calledletii to each user that logs on to the
network. The ticket is then embedded in messages toifidéme sender of the message. It
provides the tools of authentication and strong cryptograpey the network to help secure
information systems across your enterprise.

WHAT IS PRETTY GOOD PRIVACY?

Pretty Good Privacy (PGP) is a technique for encryptingsages developed by Philip
Zimmerman. PGP is one of the most common ways tegratessages on the Internet because
it is effective, easy to use, and free. PGP is basethe public-key method, which uses two
keys. To encrypt a message using PGP, you need the PGptimcimpackage, which is
available from a number of sources including the Massattsusistitute of Technology.

PGP Enterprise Security Suite

PGP Enterprise Security Suite is a complete e-méd, flisk, and network security from

Network Associates. PGP users can send strongly @edryiles to non-PGP users with self-
decrypting files. PGP Desktop Security, PGP Certifi&dever, and PGP Policy Management
Agent are applications for Win32, Macintosh, and UNIX envinents. It integrates security
and authentication for e-mail, files, and disks by iragigg its various components:

* PGP VPN Client— utilizes either PGP or X.509 based certificates fourgeVPN and
remote Internet access to your network

* PGP Desktop Security— secure e-mail and files by encrypting and digitallyisig for
data protection and authentication

» Certificate Server— organizations can create and manage a unified public-key
infrastructure that enables confidential communicatammess a corporate Intranet,
Extranet, or the public Internet

* Policy Management Agent- enforces corporate security policies for e-mail
communications across internal and external networks

PGP Software Developers Toolkit- can incorporate trusted and peer-reviewed PGP
cryptographic capabilities into new and existing applicetio

PGP Enterprise Security suite takes a pro-active relaris data security through quick

and seamless integration of its tools. E-mails, file®l disks can be secured and authenticated
as quickly as doing a “save file.” It also supports atrstandards such as IPSec and X.509.
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X.509 is the most widely used standard for defining digigatificates. Although not officially
approved, it is being implemented by various companies sudlicassoft and Netscape.

What is the Orange Book?

The real title, Trusted Computer System Evaluation @Gaités a US government publication. It
standardizes security system requirements and definebrioad categories of security for host-
based environments:

e Minimal security (least)

» Discretionary protection

* Mandatory protection

* Verified protection (most)

The objective of the Orange Book is to:

=

Provide a way of assessing the level to which you aest & given computer system.

2. Provide guidelines to manufacturers as to what to buildth@n system to satisfy
various security needs.

3. Serve as a basis for specifying security requiremengsis@an purchase a coordinated

security system.

In today’s complex business environments, the Orange Bas#curity classifications are
somewhat limited.

HOW TO ENFORCE SECURITY POLICY ACROSS A DISTRIBUTED ENTERPRISE
NETWORK?

In the past, if IT managers planned to secure their coi@paapplications and systems, they had
to use a variety of tools to gather all the reportxerA Technologies Inc. has alleviated this
process by creating a product called Enterprise Security gdara0 (ESM). ESM allows
administrators to check, manage, and enforce seqaiigies from a central console. It lightens
IT managers’ workload by offloading the repetitive and reldum tasks associated with
managing such a policy to computers rather than relying orahwstaff members.

ESM console and advanced reporting features provide a snapsecurity levels across
the enterprise in a single graph. ESM is based on agear agent architecture. Software
agents residing in servers and workstations gather pdrtida#a and send them to the ESM
console. A single console can collect data from aadage up to 10,000 software agents.

Enterprise Security Manager offers the following featarss benefits:
« Consistency across platforms- evaluates all systems based on a standard secuiay pol

e Broad platform support — supports over 35 operating systems, including Windows NT,
UNIX, NetWare, and OpenVMS

78



* Dynamic configuration — allows you to create customized policies to meet ¢legels of
diverse environments

* Integrated reporting capabilities — allows you to go from enterprise-wide reporting to
individual security settings with just a few clicks bétmouse

« Intuitive Graphical User Interface (GUI) — easy-to-use interface for configuring,
managing and reporting on security policies across yoerpaige

« Corrects security problems fast- corrects faulty security settings and updates groups of
systems to security settings mandated in the securityypol

* Framework that works within your security environment — integrates easily with
existing security applications and processes, using Ergeracurity Manager Open
Application Programming Interface

* Manager/Agent architecture— ESM’s manager and agents can be different systems,
allowing you to leverage your existing systems for managidgcantrolling security

e Hierarchical approach — scaleable to your enterprise network

Enterprise Security Manager provides an efficient meansawsiaging, controlling and
setting up your corporate policy. The manager/agent aotbhie relies on client/server
technology. Only data that is absolutely necessary ggts between managers and agents,
resulting in less networking bandwidth used during security kshedAll agents can be run
manually or on a schedule, giving you flexibility to proessy manage your corporate
computing environment.

TOTAL NETWORK SECURITY

For all IT managers looking at a one-stop, network sgcsolution, IBM is offering the
industry's first e-business security solution. It enabtespanies to turn to a single vendor for
all security software, hardware, and services needed wlemgntheir businesses to the
Internet. IBM's Integrated Security Solutions congfghree parts:

. IBM SecureWay FirstSecure - integrates security for \eted systems with legacy-
based systems

e Tivoli Availability - provides uninterrupted network services

. Tivoli Administration - provides centralized, consisteratys to manage a secure
network

IBM plans to fulfill customers' needs by providing comprediee solutions, ranging from
encryption to virus protection, to simplify and allow theibusinesses to grow securely.

INTERNET SECURITY MARKET

According to a study released in 2005 by the market reseanspany International Data Corp.
(IDC), in Framingham, Mass., the worldwide marketlfdernet security software grew from $2
billion in 1997 to an estimated $5.1 billion in 2004. Secuhtgats continue to increase as more
companies provide external access to their internal sgstgamthe Internet for things such as
Internet commerce, prompting many companies to increpseding on Internet security
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software. Based on the IDC study on a survey of 300 coiepavith more than $100 million in
annual revenues, the market for Internet security sodtvig expected to reach $5.1 billion
worldwide in 2004 and grow to over $10 billion in 2006.

In general, the Internet software security market peeted to have a compound annual
growth rate in terms of revenues of about 30 percent betwaw and 2006. IDC reports that
the top three segments of this market between now arkl&e0

» Firewall is the fastest growing segment with annegted 40 percent compound annual
growth

* Anti-virus software will be the largest segment of tiigrket in 2006 and account for
almost half ($6 billion) of the worldwide revenues frortelmet security software

* Encryption software and software authorization, autbatitin, and administration

SECURITY PROTOCOLS
SSL

With the growth of the Internet, many applicationsdcée securely transmit data to remote
applications and computers. SSL was designed to solseptbblem in an open standard.
Secure Sockets Layer (SSL) is the Internet securityopod for point-to-point connections.
Many popular Web browsers such as Netscape Communicatdntaénnet Explorer use SSL to
protect against eavesdropping, tampering, and forgery. In Sli&nts and servers make
connections and authenticate each other. Once auttedtica “secure pipe” is established
across the Internet or Intranets and data can begdgexchanged (see Figure 18). SSL secures
two applications by using strong encryption technologies fR8A Data Security, an encryption
technology company.

APPLICATION APPLICATION
HTTP, FTP HTTR FTP
Telnat, etc. Telnet, etc.

8sL S8L

_— SECURE PIPE (8

Figure 18. Secure Socket Layer
Source: RSA Data Security

Some practical applications of SSL are:

» client/server systems — securing database access
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« financial — develop remote banking programs
e information systems — create remote access and a&iration applications
» travel industry — create online reservation systemsaadre information transfer

IPSec

Internet Protocol Security (IPSec) is a set of pradeveloped by the Internet Engineering
Task Force (IETF) that provides encryption and authemdicadf TCP/IP traffic. It is the
leading standard for cryptographically-based authenticatistiegrity, and privacy services.
Authentication validates the communicating partiesedrity makes sure the data has not been
altered. Privacy ensures the data cannot be intercaptediewed. At the IP layer, computers
on a network communicate by routing datagram “packets.” s& lgatagrams contain data,
destination addresses, source addresses, and other indoxmiatia corporate local area network
(LAN) or the Internet, these datagrams are transthités is” and unencrypted. A malicious
attacker can hijack, forge, or modify these packets.e¢dP®cures the network packets in order
to create a secure network of computers over insecamels such as the Internet. It enables
users to communicate securely with a remote host beeinternet via Virtual Private Networks
(VPNs). Where SSL authenticates and encrypts commigneabetween clients and servers at
the application layer, IPSec secures the underlyingor&tiayer to add security regardless of
the application.

Some practical applications of IPSec are:

* Virtual Private Network (VPN) software and hardwareeate secure networks over
insecure means of transmissions such as the Internet

« Remote Access Software and Hardware - secure accessmork resources

* Firewall Products - create secure VPN network tunnetilmk business partners and
members of the enterprise

S/MIME

Secure Multipurpose Internet Mail Extensions (S/MIME)the electronic messaging standard
that protects messages from unauthorized interceptiorfoagdry. S/MIME uses public-key
encryption technology to secure transmission, storagéeatication, and forwarding of secret
data. Where SSL secures a connection between a a@hidra server over an insecure network,
S/MIME is used to secure users, applications, and computers.

Some practical applications of S/IMIME are:

» Electronic Data Exchange (EDI) - digital signatures omtiacts
* Financial Messaging - store and transfer bank statements

» Content Delivery - electronic bill payment

« Healthcare - create secure patient records and heailbhscl

All three security protocols are based on the RSA dlyaorfor digital signatures and
digital envelopes.
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Protocol Summary
SSL Allows a "secure pipe" between any two applications|for
(Secure Socket Layer) | secure transfer of data and mutual authentication
IPSec Standard for cryptographically-based authentication,
(IP Security Protocol) | integrity, and confidentiality services at the IP datagram
layer
S/MIME Guarantees the secure transmission, storage,
(Secure MIME) authentication, and forwarding of secret data at the
application level

Table 3. Security Protocols Overview
Source: RSA Data Security

WHAT IS VPN?

Virtual Private Network (VPN) allows communications Wweén sites using a public network
such as the Internet to go over an encrypted channete &etwork communication over the
Internet is vulnerable to “snooping” or electronic eavepding, setting up a VPN between two
sites guarantees private communication between thase sYPNs also represent cost savings
over private networks such as leased line and frame beleguse Internet access charges are
based on local ISP. They reduce connectivity costs aliedgreater flexibility to network
users.

A successful VPN deployment is much more than sirdata encryption. A complete
VPN solution includes:

» Security— granular access control, user authentication, staswesed data encryption to
guarantee the security of network connections, autlignbicusers, and privacy and
integrity of data communications

« Traffic Control- bandwidth management, quality of service, and accelaratidata
encryption/decryption to guarantee VPN reliability and pentorce

« Enterprise Managementcomprehensive security policy that integrates enterpiride
VPNSs and centralized policy-based management

REMOTE ACCESS SECURITY SOLUTION

The Internet has brought many corporations more flatxibih allowing their workers to
telecommute or work in remote locations. At the samme, corporations need to ensure that
remote users have access to the computer resourcese@yo do their job without sacrificing
corporate network security. They have to prevent unaatebrisers from gaining access to the
corporate network by impersonating legitimate users. AXHMNchnologies Inc., provider of
information security, has a complete remote acasas gy solution called Security Briefcase for
Windows 95 and Windows NT. Security Briefcase integrate£lKs Defender Security
Server, PowerVPN and PCShield into a single solutionaged from a central location (see
Figure 19). Security Briefcase provides a complete enserppolicy-based solution by
protecting the local disk, preventing unauthorized users &ooessing corporate information,
and securing the session over the Internet.
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Figure 19. Security Briefcase
Source: AXENT Technologies Inc.

Defender
Passwords may be compromised with hacker tools such asqudssniffers, network sniffers

and dictionary attacks. Once passwords are stolen, hor@aged users can easily impersonate
and access your files. Security Briefcase provides astef user authentication to secure
remote and local access to sensitive resources and Tagatwo-factor authentication consists
of something unique that the user has (a token) and somethimgeuthat the user knows (a
PIN).

PowerVPN

Sending data packets across public networks such as theetntetimout encryption can cause
your information to be compromised. Virtual Private Watks (VPNs) encapsulate data
packets, securing your Internet communications. Therefomauthorized users cannot view,
modify or intercept your data traveling over the unpr@@metwork. PowerVPN does not
require modification to the application software dre tnetwork. It can reduce your
telecommunication costs by providing access directly to poivate networks through any ISP,
eliminating the need for costly toll-free numbers. Heatthan dialing directly to the private
network, users dial in to their local ISP and tunnel ssguo the corporate network.

PowerVPN consists of a client that runs on a PQytop, and a gateway that is behind

A\NXENT Firewall Only AXENT PowerVEN
/% | g —ﬁ /? = 5 _—
Internet firt\.‘ll.l E Lirberset - w};im ;:T %
Remair user HetrachkRose e Q H E
Figure 20. Comparison between Firewall only and PowerVPN 83
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the firewall (see Figure 20). The secure and autherdicaanection is between the PC that
uses the PowerVPN encryption session and the Powel™&Bway at the corporate network.
Unlike virtual private network from other firewall vendoPpwerVPN operates independent of
the firewall, making firewalls instantly compatible wiHowerVPN. PowerVPN works with all
Winsock applications and does not require any modificationsppdications. It increases
throughput by compressing before encrypting the data.

PowerVPN'’s platforms and specifications are:

* Encryption: DES 40 (40 bits); DES (56 bits); Triple DES (2 Keys; 112)pitsple DES
(3 Keys; 168 bits)

e Clients: Windows 3.x, 95, NT

« Servers PowerVPN Gateway is available for Windows NT and G®la

PCShield

Laptop computers are easily stolen or lost, but more rirapthy valuable corporate information
resides on laptops. PCShield protects data on your PCurauthorized users by providing
automatic file encryption, decryption and centralizedy keanagement all in one product.
PCShield provides centralized administration of PC anapapécurity, protecting data on PCs,
laptops, file servers, and the network. A centrahbiase contains all user accounts, groups, file
access control rules and audit standards, making itlp@dsi know which computers each user
can access. This entire secure authentication is ategfyjinto the product, making the process
transparent to the Windows operating systems and appheati

PCShield automatically protects newly created files fumauthorized access. It secures
files that are stored locally, on file servers, twppy drives, or even files transmitted across the
network. PCShield adds an access control label topratécted file so that the protection stays
with the file wherever it resides. PCShield automdyieancrypts data without having the user
even “push a button” to make sure the information is ptetecWhen a PC is left unattended or
connected to the network, it requires users to re-e¢hedr password to regain access to the
system. Information cannot be accessed on a protecied &ptop. Even if someone in your
office tries to get to your “personal” information whyleu are away from the office, they will be
denied access.

Like the PowerVPN product, PCShield has various encryptiethods:
1. Data Encryption Standard (DES)
2. Triple DES
3. The exportable AXENT encryption method

DOING BUSINESS OVER THE INTERNET

Certificate Authorities
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Business is built on trust. On the Internet, thatttnuisy be compromised without having some
form of security. In order to secure your data ovenhernet, certificate of authorities (CA) are

the only way to go. They involve complex software thgaherates and manages digital
certificates. CA can be built either in-house or outsed to a third party. Companies who plan
to go either route must weigh the cost versus benatfitin their budget and then decide on
which one makes more sense.

Some issues of concern for building an in-house CAesenclude:

Having a good working knowledge of public key cryptography

Deciding on either top-down CA or cross-certification

Looking into performance and scalability

Making sure their CA software uses a standard certificagémsure that different packages
can communicate

Having CAs comply with LDAP (lightweight directory a&ss protocol) to make it easier
to store certificates

Deciding on price and protection

Deciding on whether having control of your own securitgrisssue

Some issues of concern for outsourcing to a third-ga#tynclude:

Deciding on what it takes to support certificates withgieand budget
Speed of deployment

Leveraging the third-party’s expertise and high securtyities
Determining if burden of handling CA should be placed dmrd-party
Deciding on whether having control of your own securitgrisssue
Trust in the third party as well as in its policies andctices

Whether it is developed in-house or supplied by a third par@A has a straightforward

task: it verifies the identity of end-users. It acctsi@s this task by issuing certificates —
unique, encrypted digital IDs — that are attached to e-tnarisaction records, or files sent over
the Internet or corporate intranet. A certificatdike a digital passport that lets the recipient
know that the sender is who he or she claims to be.

All CAs are based on public key cryptography and typicadlyehthree components:

A database that stores public keys

A cryptographic engine that generates the actual cetéfica

A PKI (public key infrastructure) engine that tracks ¢tpiration date of issued
certificates

E-MAIL SECURITY
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E-mail has become such an integral part of the workimddathat it also poses a number
of significant security threats. For example, e-mpadvides a direct link to users or groups of
users. The accessibility given by the Internet provigekers with a direct line to personal and
corporate in-boxes. Viruses and malicious active em@ntsuch as rogue Java applets, can be
attached to incoming messages. A simple mouse click byatheted user is all it takes to
activate them. They can damage or steal data or erashchine. Spam, or junk e-mail, can
flood in-boxes with time-wasting, unnecessary or inappat@rtontent. Spam attacks can clog
LANSs with illegitimate traffic or strain the Inteeh gateway.

Yet many companies and individuals do not give much thought nailesecurity.
Unlike other security initiatives, e-mail requires a enmngoing challenge than installing a
firewall. One tool that can be used in desktop and in camp@ettings is virus-scanning
software to scan for e-mail viruses. But there is rehgle methodology that can protect a user
or company from all e-mail based threats. Hackersegaioit a variety of district weaknesses
surrounding e-mail.

E-mail poses a number of security holes. Among the prosninent are:

TABLE 4
SECURITY HOLES
Vulnerability Problem it poses Possible solutions
Unencrypted e-mail Can be read by unknown and E-mail encryption,
unauthorized third parties while it virtual private
traverses the Internet, or even by networking solutions
unauthorized employees within the
intranet
Malicious Unsuspecting users may open e-mail | Virus scanning
attachments and | attachments from unfamiliar senders amatoducts for both the
viruses unleash viruses or malicious active client and the firewall
content onto their desktops
Spam More of a nuisance than a security E-mail filters
problem, spam (junk e-mail) can cluttet
the LAN and in-boxes with unwanted
and often inappropriate messages

Regardless of policies and products, e-mail securityrestiain a moving target as hackers
continue to find their way around existing barriers ané@adrds. Some suggestions that users
can use to secure their e-mail include:

* Not opening attachments from unfamiliar sources

* Reporting instances of spam
* Using encryption when sending highly sensitive informasioross the Internet
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SPAM

Spam is an unwanted e-mail. In a Monty Python telewmiskit, a group of Vikings in a
restaurant sing about the meat product, “Spam, spam, spam, spam, spam, spam, spam,
lovely spam! Wonderful spam!” until told to shut up. Asault, something that keeps being
repeated to great annoyance was called spam, and commgeampmers picked up on it.

Note: Tips to avoid getting spam

1. Protect your e-mail addresSpammers either buy lists of e-mail addresses or use
software programs that mine the addresses from thenétitéf your address is posted in
discussion groups, on Web sites, chat rooms, etc., charedswill end up on one or
more of these lists. Only post your address publicly whsolately necessary.

2. Set up multiple e-mail accountgyou do participate regularly in online activities where
you post your address, set up another e-mail account. Rewabl to close friends and
family.

3. Use spam filtersMany e-mail programs, such as Outlook Express, haveibudols
that block messages sent from certain addresses dittdrainessages based on key
words you define. Check the online help files for your e-s@tware.

4. Use anti-spam softwar&.ou can install software designed to eliminate spam.eSeark
by matching incoming messages against a list of known spammoileess block
messages that don't match an approved list of accepiddhiesses. Check out the latest
anti-spam programs at Download.com.

5. Report violatorsA number of government agencies and private groups accept
complaints. Whether they can do anything to stop the de&dugye unanswered question.
Forward spam to the Federal Trade Commission at uce@itc.go

Source:about.com

ACCESS CONTROL
Access Control refers to mechanisms and policies reitict access to computer resources.
Security software should address the following securiggdse

* Public/private key on-the-fly encryption/decryption

* Centralized management

* Mobile and remote users

* Access control for multiple users at a single machine

ACL, short foraccess control lista set of data that informs a computer's operatingrayste
with which permissions, or access rights, that eacharsgroup has to a specific system object,
such as a directory or file. Each object has a uniqorisg attribute that identifies which users
have access to it, and the ACL is a list of each olajed user access privileges such as read,
write or execute.
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ANYWHERE ACCESS VIA THE INTERNET

Corporations have discovered the tremendous benefitseedhternet to provide remote access
for employees, partners, suppliers, and customersrdir to connect these users to their private
networks, most companies still use costly, private-giato connect remote users. In addition,
companies must install and configure necessary encryptwrivammeling software for a large
number of mobile users. Sun Microsystems i-Planet ptaduwtesigned to leverage the cost of
computing and offer access to your corporate intraoet the Internet. Sun intends to lower the
total cost of ownership for remote access and increstsgprise productivity.

As a remote access solution, i-Planet software @sestd eliminate the need for remote
users to dial into a corporate modem pool or use seamityauthentication software tied to a
laptop. By using the Internet standard for remote ace€danet software enables remote users
to access the private network from various technologids asicable modems, DSL or ISDN
(see Figure 21). With i-Planet, users can use any bramsdted with Java technology to read
e-mail, download data, check their appointment calenddraecess other enterprise

information.
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Figure 21. i-Planet Topology
Source: Sun Microsystems

The i-Planet architecture is a server software-baskdien that does not require any
client installation, management, or configuration. WiPlanet software, users only need a Web
browser and an Internet connection. The client egpdin is either pushed to the client as
HTML Web pages or a Java applet that is downloaded on dkm&mnce users clear the
authentication, i-Planet creates a virtual private oeétwon the fly. User authentication is
handled over an encrypted Secure Sockets Layer (SShhehbetween the client Web browser
and i-Planet authentication subsystem.

I-Planet software provides secure remote access fooraét users for the following
clients:
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« Internal HTML front ends and Web sites — provides secure access to intranet
applications and Web pages

* E-mail access- provides access to IMAP-compatible mail servers

» Calendar access- supports the Common Desktop Environment (CDE) calendafan
Calendar Server applications

* X11 and PC applications— enables you to run existing mission-critical PC or X11
applications without any change to the applications

» File access- optimizes mailing large files and attachments by delegasmmany tasks to
be performed on the server as possible to improve pafurenfor remote clients

* Terminal emulation - enables the use of a local telnet client and VT100 eoniia
allow encrypted telnet sessions from the Internet

The minimum requirements to run i-Planet are:

Client Systems:

Supported Web browser (Client):

* Netscape Communicator v4.04 or Internet Explorer v4.0: with
» SSLv3.0
» JavaScript software
» JDK 1.1 software

Server Systems:
» Solaris 7 or Solaris 2.6 operating environment on the SPARI@®rm
* Two servers are recommended:
» Gateway
» Platform and Application
e 300 Mbytes of disk space
* 64 Mbytes of memory

SUMMARY

In this day and age, computer security has to do witleptio your sensitive information from
outsiders, as well as insiders. Companies looking to girtiteir organization need to consider a
security policy that covers all aspects of computeurdigc In terms of software security,
financial losses occur not just from hackers going thrairghinternet and into your private
network, they can also occur from within the organizatiSecurity tools such as firewalls, anti-
virus software, and encryption will help companies deteess to unauthorized users. Believing
that your environment is secured is not enough; you havek® aaproactive approach to
maintaining security and making sure that newer technaa@gie being implemented to stop the
sophisticated hacker tools available to everyone. Provaisgfe and secure environment will
protect your investments for the coming years.

89



CHAPTER 5
PERSONNEL SECURITY

Learning Objectives:
After studying this chapter you will be able to:

Prepare a pre-employment screening process.

Develop employment agreements with non-disclosure pomgsi
Train new employees.

Develop an employee performance evaluation system.
Implement exit procedures for employees.

ogrwnhpE

Every staff position that interacts with the compsgstem should be evaluated from a security
perspective. Establish criteria for filling each positispell out the process to be used to
evaluate candidates, screen applicants, and conduct banligrbecks. Specify the training
program for new employees.

Define each position clearly, describing its functioAssess the sensitivity level.
Sensitivity level is determined by the degree of harm sgpecould cause in that position: For
instance, a person might be in a position to steal ologis confidential data, interrupt critical
processing functions, commit fraud, or steal resourtéisat type of computer access will be
needed for the position? Employees should be giventbalaccess needed to perform their
duties.

Segregation of duties is an important control to enswateemployees do not perform
incompatible duties. This means you must allocate redpbinss so that a single employee
cannot perpetrate an error and cover it up in the naxowake of his or her duties. You’'ll need
checks and balances to prevent or catch irregularitighasthe duties of one person
automatically check the work of another.

Functions such as systems analysis, programming, congpégations, and data control
should be segregated. The electronic data processing pRjtment should be
organizationally independent of the operating departmenshould not have the authority to
correct data entered by users in other departments.

SCREENING

Before you hire anyone for a sensitive position, perfopreaemployment background check.
(For less sensitive positions, post-employment screenaygbm sufficient.) For highly sensitive
positions, the background check should provide positive evidbatéhe candidate can honestly
perform the duties required.

The applicant’s prospective supervisor should not contedvackground check; the
personnel department or an independent agency should do it.
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A significant percentage of applicants lie either @umes or in interviews. These
individuals should be rejected not only because theymoabe qualified but also because they
lack the integrity required for sensitive positions.

Many individuals will not divulge a criminal past to prospezemployers. If the
employee thereafter commits a criminal act thatcéfethers, the employer may be held liable.
Employers have a legal obligation to thoroughly investigheir employees’ backgrounds—
without violating an employee’s privacy. Check an ajgpiits previous address, professional
and bank references, credit history, criminal record,@evious employers.

When applicants lie about their work history, they tend

* Increase the amount of time they have spent at a job

* Create fictitious employers

* Boost their salary levels

e Tell you that their employer has gone out of business

e Exaggerate job duties and inflate job titles

* Falsely claim to be self-employed or independent doarsis

Candidates may also fabricate educational credeamalprofessional experience.
Having only a year or two of college, they may claint thay have a degree. A person may
have even assumed the identity or bought their degr@@suinaccredited mail-order
universities. Some fabricate honors and awards. Onheydist fake publications on their
resumes. Applicants should be asked to provide copigeiofpublications and proofs of honors
and awards.

Many employers do a poor job of checking referencesy €lier don’t bother with the
references or ask superficial questions. To avoid lexsslés, all applicants should be required
to sign a release form. The applicants should proribkelt their references harmless for what
they say. Before any formal offer is made, if thiemence check is not acceptable, it's not
necessary to give the candidate a specific reasorofdyaing chosen. Keep records of reference
checks to refute allegations of discriminatory or illeg@ions. A conscientious reference check
may also defend your company in any later litigation eheremployee’s actions.

You can access hundreds of public sources to check anagfdibackground.
Checking from public sources does not require the applica@tisission. Public records often
contain conviction records and in some jurisdictionsstirecords.

Federal agencies collect a vast amount of data onigudils. The FBI's Identification
Division contains the largest repository of criminatards in the United States. The Freedom of
Information Act (FIA) allows you to access many governtiges, including criminal
conviction records. A conviction in itself is geneyaibt a sufficient reason to deny the
applicant the job; the conviction should relate to dieyou're trying to fill.
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The financial and credit records of prospective appliceanisbe accessed through credit
bureaus and private investigative agencies. The Faiit@egorting Act governs investigative
consumer reports, which are frequently used by prospectip®gens to screen candidates.

Corporate records and limited partnerships records are puliiese records are one way
to tell if the applicant actually owned a business, andéw long.

From court records, you can learn if the applicantavparticipant in any civil or
criminal litigation. City and county filings may givey information about such financial
factors as whether there are any liens against theapp! Additional sources of financial
information are real property records and tax rollmafkcial situations may have an effect on a
person’s ability to perform the job; a financially troubandidate may have a greater incentive
to commit fraud.

The following companies perform pre-employment backgroundicatitn:

e Accurate Data Servicehttp://www.acudata.com/

* American Backgroundttp://www.americanbackground.com/
* American Labor Resourcdsttp://www.amlabor.com/

e Background Check International, LL&ttp://www.bcint.com/

e Barrientos & Associatesittp://www.emcsat.com
 EMPFacts Factual Dathttp://www.employmentscreen.com/
* Indepth Profileshttp://www.idprofiles.com/

* Informus Corp.http://www.informus.com/

« Justifactshttp://www.justifacts.com/

* On-Line Screening Services, Inbttp://www.onlinescreening.com/
¢ Pennell & Associatesittp://www.pennellinvestigations.com/
e PEV: http://pev.frickco.com/

LEGAL AGREEMENTS
Insist that new hires in sensitive jobs sign employnagmnéements with non-disclosure
provisions. The agreement should specify:

e Scope of the employee’s duties

* That the employee will work solely for your organizatend may not work anywhere
else without advance written permission

e That the organization is entitled to reap the benetihefemployee’s work product

* That the employee will not reveal secrets to unaigédrindividuals, within as well as
outside the organization

« The conditions for terminating the employee

* That the employee will return all materials, incluglimotes, handbooks, computer
programs, commercial documents, and software at youest, and always at the end of
the employment term

* That the employee may not keep any copies of tem&dwyg the organization

* The limitations on the types of work the employee mayafter leaving the organization
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* That the employee will not engage in any unfair busipesstices, including corporate
spying or engaging in a business that competes with thogen's business

* That the employee will abstain from any activity they hurt the employer or its
interests

TRAINING NEW EMPLOYEES

Training new employees in computer security responsilsiléig duties is a highly effective
way of enhancing security. You may want to limit a rewployee’s access to the computer
system until security training is completed, but it's aseential that computer security training
be ongoing.

These are some of the issues to be addressed during training:

* The organization’s data back-up policies

* The type of data that should be encrypted

* How the data encryption keys are managed

* What types of data may be shared with colleagues
* What types of data are available to the public

PERFORMANCE APPRAISAL
Performance and skill level of employees should b&nmely documented, using formal
performance evaluation systems. Give employeedbéstdabout their performance regularly.

An effective review procedure can help prevent job fatistn and stress. It can also help
maintain employee morale. It's important to be conedrabout the threat of psychological
dissatisfaction. Disgruntled employees may do inbeali damage. Moreover, job turnover
associated with dissatisfied employees disrupts theatpes and maintenance of computer
systems. Discontent can act as a catalyst for canptitme or sabotage. Watch for possible
indicators of discontent, such as:

* Low quality or low production output
* Complaints

* Late arrivals

* EXxcessive absenteeism

* Putting off vacations

* Excessive unwarranted overtime

Quick action, like communicating with the employee oa-tmone basis, can
significantly minimize job discontent.

EXIT PROCEDURES

Special security issues arise when an employee leadresmployee may leave on mutually
agreeable terms, including retirement, promotion, aaegatibetter position at another
company, or transferring willingly to another departmefi. employee may also leave on
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unfriendly terms, as when the employee is fired, unvgly transferred to another department,
forced into retirement, or demoted.

For a mutually agreeable termination, follow a standaitdbeocedure. Upon leaving the
organization, employees should be required to return baklges and company materials.
Change their access codes and passwords, and even loekssEary.

Data files, especially encrypted files and the keys toypethem, other documents, and
all backed-up files should be returned. Don't let the eyg® keep copies of anything; you
should both sign an agreement attesting that all sdy@ge been returned.

Employees can cause considerable damage if termirfiatexkample, they may:

* Intentionally input erroneous data

« Erase data files and destroy back-ups

« Make copies of data files for personal use or for congstit

» Create “random” errors that are difficult to trace aostly to correct

While most employees can do some harm to the compugEmsysystems personnel can
do the most. From a security perspective, terminati@ystems personnel requires great
caution. For example, systems personnel may deletestyoglelata or program files. They may
also place logic bombs to harm the system (erase dizntig access, etc.), activating the code
after their departure. They can set these in plaagbefore they're even notified of
termination. Protect your organization with controlsrawedification of system files.

When an employee is leaving on unfriendly terms, hiseomhcess to the computer

system should be restricted as quickly as possible. eTdeounts should be closed before or at
the same time the employee is notified of the teatiom.
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CHAPTER 6
NETWORK SECURITY

Learning Objectives:
After studying this chapter you will be able to:

Classify the network concepts of WANs and LANS.

Devise a password policy.

Minimize the risks associated with dial-in modems.

Identify the tools and techniques used by saboteurs.

Detail the considerations in designing networks.

Explain the different topologies associated with LlsA&hd WANS.
Establish computer security.

Discuss the use of token-ring and Ethernet networks.

. Define sniffers.

10. List the events that take place in an SSL connection.
11.Provide a system for authentication.

12.Detail the Kerberos protocol.

13. Facilitate the use of firewalls.

14.ldentify the uses of pretty good privacy encryptions.

15. Facilitate the use of SATAN to identify network setyiproblems.
16.Recognize the vulnerability testing using automated tools.

CoNoOoO~WNE

Networks may be broadly classified as either wide astevorks (WANS) or local area networks
(LANS). Network security is needed for both LANs ahANs. The computers in a WAN may
be anywhere from several miles to thousands of mgasaln contrast, the computers in a LAN
are usually closer together, such as in a building orrd.pBata switching equipment might be
used in LANs, but not as frequently as it is in WANS.

On the Internet, security is needed to prevent unaadebohanges to one’s web site.
For businesses selling information-related products oeeintiernet, such as software vendors
that may allow their paying customers to download upgrades tfas to be a way to
discriminate between paying customers and non-paying indigidDaline access controls, such
as passwords, ID numbers, access logs, and device auibarizbles, prevent improper use or
manipulation of data files and programs. They insureadhgtthose persons with a bona fide
purpose and authorization have access to data processingsa@ms use tests that are
maintained through an internal access control mataikdbnsists of authorized user code
numbers, passwords, lists of all files and programs, aadaad of the type of access each user
is entitled to have to each file and program.

Security administrators face the risk that an attaskiébe able to break into the
organization’s network. The attacker may be anyone witlivai@mn to obtain access. The
attacks may range from direct attacks by both hackersnsiders to automated attacks such as
those using network worms. Such an attacker mighfrobta
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Read accesslhe attacker is able to read or copy confidential inédrom.

Write accessThe attacker is able to write to your network. Thidudes the ability to infect the
system with a virus or plant Trojan horses or back-doof$e attacker may also destroy
confidential information by deleting it or writing over it

Denial of service The purpose of some attacks is simply to deny authotizeds of normal
network services. An attack may be launched which coesu@®U time, network bandwidth,
or fills up memory.

Security risks in using a server on the Internet incladppropriate configuration of FTP (file
transfer protocol) settings. If FTP access is allbteeyour server, it is essential to properly
configure it to prevent unauthorized modifications tcsfile

There must be a secure communication link of data triasgm between interconnected
host computer systems of the network. A major formoofimunication security on the network
Is cryptography to safeguard transmitted data confidentia@ityptographic algorithms may be
either symmetric (private key) or asymmetric (public)keyhe two popular encryption methods
are link-level security and end-to-end security. Then&r safeguards traffic independently on
every communication link, while the latter safeguardssangss from the source to the ultimate
destination. Link-level enciphers the communicatiane kt the bit level; data is deciphered
upon entering the nodes. End-to-end enciphers informatitime entry point to the network and
deciphers information at the exit point. Unlike link-levaecurity exists over information inside
the nodes.

There should be a general or a specific list of authbrtsers. Questions to be answered are:

Who is allowed into the facilities?
When may they enter?
What is the purpose of the visit?

A variety of tools are available to help the securignager implement the security plan. These
include:

Encryption tools
Route and packet filtering
Firewalls

Each company should have a network security policy. Eacipany should also have an
internal corporate security policy. An organization ndestide how critical it is to protect the
integrity of its computing system and how critical is Becurity of its web site.

The internal security plan should be distributed taywee who uses the facilities. Employees
should be given written guidance upon the proper use of padswThey should be informed
about the types of words that should not be used as passwbhere should be a policy
concerning how frequently the password is to be changed.
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There must be positive authentication before a user eae hAccess to the on-line
application, network environment, nature of applicatidesminal identification, and so on.
Information should be provided on "a need to know" basis. only

Access controls should exist to use a specific terminapplication. Date and time
constraints along with file usage may be enumeratethuthorized use may deactivate or lock a
terminal. Diskless workstations may result in a sa&work environment.

PASSWORDS

Most local area network or communication software packagatain encryption and security
features. Passwords are included in virtually every packdgeiever, passwords often do not
provide adequate protection. People generally don’t select gesd@als or change them
frequently enough. From a security perspective, ittesnofiot too difficult for hackers to breach
security by guessing passwords.

Each company should have a password policy. Many haakeeble to guess
passwords because people tend to make certain mistakesvdPds should never be shared
with other individuals. Passwords should not be writtewn. Passwords should be easy to
remember. If one needs to write down the password temdyer it, the purpose of the password
is defeated. Users should be given certain guidelines:

* Users should not select a password that is a worchghidh or any language. Hackers
often use dictionaries to guess passwords. Passwordkl statuconsist of words or
names found in encyclopedias.

» Users should avoid patterns lik83456 12468 asdfor gwerty, from the keyboard.

e Geographical names, such as Vegas or Florida, should:netelal.

« Many computer systems require the password contain @ailsmiaraddition to alphabetic
characters. Many people then use a word, appended by a singber, usually one
(e.g., CAT1 or 1CAT). Hackers are easily able to ouaecohis. They know that most
people will select a word and append it with the nunwmel

e Users should be encouraged to use a combination of upper aeddase characters.
Non-alphabetic characters can also make it morgulifffor hackers to guess passwords.

* An excellent technique to create a password is to us@shéetter of a phrase to create a
password. For example, the phraseMasBornIn New York” would yield the password
“IWBINY.” This is not a word that is easily guessed. It ®atasy for the user to
remember.

e Users should be required to change their passwords iatlipeintervals. This can be
accomplished by programming the computer system to reqeirasérs to provide new
passwords. The system should check to ensure that useod dse the same password
again, or select a password that they have used ovdashéew months. A history
should be kept of older passwords to prevent the usersusimg the same passwords
again.

e Allusers should be provided with security guideliness Yery beneficial to give new
users a small course in taking security precautions anctisgl@ good password.
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Users must be motivated and they must understand whyisglagyood password is
essential. The following web site provides users witbrmation about selecting a good
password. It also helps users evaluate the strengfieioexisting password(s).
http://www.symantec.com/

Passwords provide good protection from casual or amatekersacProfessional or
experienced hackers are typically able to bypass the passysiem. The UNIX environment
is quite common and is frequently used. Software progemavailable that can assist new
hackers, even those with limited knowledge, to find or gpasswords. The aim of most
hackers is to obtain unlimited access to the compustesy This is typically accomplished by:

» finding bugs or errors in the system software
» taking advantage of an incorrect installation
* looking for human errors

Many hackers are authorized users, with limited accesgteystem, trying to get unlimited
access. These hackers will have a valid user id and passand will look for weaknesses in
the system that may be exploited.

In most UNIX systems, passwords are stored in an ersatfiife. Some systems use a
shadow password file where the original data is storedsvrds are generally encrypted using
the Data Encryption Standard (DES) algorithm. A key &lus encrypt and decrypt passwords.
The type of encryption method used is essentially irsgivie. While it is easy to encrypt a
password, it is extremely difficult, almost impossilitedecrypt it. It is nonetheless possible for
hackers to discover the passwords through brute fof@pdssword consists of only six
lowercase characters, a hacker can find the passwabet catickly. It is, therefore, critical that
passwords for accounts that are likely to attract haaket consist of simply lowercase
characters.

A serious design flaw can sometimes result in thatae of a “universal password.”
Such a password satisfies the requirements of the fogigram without the hacker actually
knowing the true and correct password. In one casextample, a hacker could enter an overly
long password. The overly long password would end upwsiterg the actual password, thus
allowing the hacker unauthorized access.

MODEM CONNECTIONS

Any time a user is able to connect to the network usimpa@em, additional risks are introduced
into the system. Certain precautions can be takennionme risks associated with dial-in
modems.

It is important to realize that simply keeping the tetgghnumber secret is not sufficient.
Many hackers dial the entire prefix of telephone nusibed they could randomly discover your
telephone number.

In the past, many companies used dial-back techniques to tbaéudl-in modem risk.
Nowadays, with caller-id, the same objective may lm@@plished. Essentially, the network
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will allow users access only from certain pre-identifielephone numbers. The obvious
disadvantage of this technique is that the telephondersof authorized users must be
arranged in advance. This makes it especially diffioulusers who travel.

Another way to minimize risk of dial-in modems is to hsedware encryption devices
on both ends of the connection. These devices, howevel to be expensive.

A good telecommunications software program will have enoms protocol options,
enabling communications with different types of equipmeBbme communications programs
do error checking of information or software programseived. Desirable features in
telecommunications programs include menus providing help, teleptdmectory storage, and
automatic log-on and redial.

SABOTEUR'S TOOLS

While in recent years ingenious procedures have been devdimpeeserve computer security,
many computer systems are still astonishingly insecumot8urs may use a wide variety of
tools and techniques to overcome security. Some of tHeooetre as follows:

Trojan Horse: The saboteur places a hidden program within the normal pnsgo&the
business. The computer continues to function normadhile the hidden program is free to
collect data, make secret modifications to progrants fa@s, erase or destroy data, and even
cause a complete shutdown of operations. Trojan hoasebe programmed to destroy all traces
of their existence after execution.

Salami TechniquesThe perpetrator can make secret changes to the congatgam
that cause very small changes that are unlikely tadm®dered, but whose cumulative effect can
be very substantial. For example, the perpetrator stesl ten cents from the paycheck of each
individual and transfer it to his own account.

Back Door or Trap Door:During the development of a computer program, programmers
sometimes insert a code to allow them to bypass théathrsecurity procedures. Once the
programming is complete, such code may remain in the progréimer accidentally or
intentionally. Attackers rely on their knowledge oftbixtra code to bypass security.

Time Bomb/Logic BombA code may be inserted into a computer program that causes
damage when a predefined condition occurs.

Masquerade: A computer program is written that masquerades or sinsuldte real
program. For example, a program may be written to lat@uhe log-in screen and related
dialogue. When a user attempts to log-in, the progranuiegthe user's ID and password and
displays some error message prompting the user to lagaim. The second time, the program
allows the user to log-in and the user may never knowthkdirst log-in was fake.

Scavenging: A computer normally does not erase data that is no tomgeded. When
the user "deletes" some data, that information is nttafly destroyed; instead, that space is
made available for the computer to write on later. cAvenger may thus be able to steal
sensitive data, which the user thought had been deletesyasuactually still available on the
computer.

Viruses: Viruses are similar to Trojan horses, except the allegpde is capable of
replicating itself. A virus can rapidly spread throughthg system and eradicating it can be
expensive and cumbersome. To guard against viruses, tloerld bl care in using programs on
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diskettes or in copying software from bulletin boand®utside the company. Disks should only
be used from verified sources. The best precaution isséoa commercial virus scanner on all
downloaded files before using them. An example is McAf@e's scan. Virus protection and
detection is crucial.

Data Manipulation: The most common and easiest way of committing fratd &id or
alter the data before or during input. The best way tecti¢his type of computer crime is the
use of audit software to scrutinize transactions ancewewaudit trails that indicate additions,
changes, and deletions were made to data files. Thefus®ch totals, hash totals, and check
digits can also help prevent this type of crime. Acbdbtal is a reconciliation between the total
daily transactions processed by the computer and manuadyndeed totals by an individual
other than the computer operator. Material deviationst inesinvestigated. A hash total is
adding values that would not typically be added togethéhesdotal has no meaning other than
for control purposes. Examples are employee and produdbars. A check digit is used to
ascertain whether an identification number (e.g., @ecoumber, employee number) has been
correctly entered by adding a calculation to the ideatifim number and comparing the
outcome to the check digit.

Piggybacking: Piggybacking is frequently used to gain access to controlledsa
Physical piggybacking occurs when an authorized employee tho@sgh a door using his
magnetic ID card, and an unauthorized employee behind konemters the premises. The
unauthorized employee is then in a position to comnattirae. Electronic piggybacking may
also occur. For example, an authorized employee lehigegerminal or desktop and an
unauthorized individual uses that to gain access.

CONSIDERATIONS IN DESIGNING NETWORKS

The architecture of a network includes hardware, softwaf@;mation link controls, standards,
topologies, and protocols. A protocol relates to hownmaters communicate and transfer
information. Security controls must exist over eagmponent within the architecture to assure
reliable and correct data exchanges. Otherwise, tbgrityt of the system may be compromised.

In designing the network, one must consider three factbrst, the user should get the
best response time and throughput. Minimizing responseetita@gls shortening delays between
transmission and receipt of data; this is especially rapofor interactive sessions between user
applications. Throughput involves transmitting the maximurowarhof data per unit of time.

Second, the data should be transmitted along the lesispath within the network, as
long as other factors, such as reliability are notmomised. The least-cost path is generally
the shortest channel between devices and involves thef tise fewest number of intermediate
components. Furthermore, low priority data can bestrétited over relatively inexpensive
telephone lines, while high priority data can be transechitiver expensive high-speed satellite
channels.

Third, maximum reliability should be provided to assure propeeipt of all data traffic.
Network reliability includes not only the ability to deliverror-free data, but also the ability to
recover from errors or lost data in the network. Teéwork's diagnostic system should be
capable of locating problems with components and perhapsigsating the component from
the network.Note: Public-switched networks are wide area networks that use geldighone
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lines. This arrangement may be the most economicalgdtat transmission may be of lower
guality, no connection may be available, and securitysmes may be ineffective.

Network Media
The considerations in selecting a network medium are:

* Technical reliability

e Type of business

e Number of individuals who will need to access or updateowuting data
simultaneously

» Physical layout of existing equipment

* Frequency of updating

* Number of micros

* Compatibility

* Cost

e Geographic dispersion

« Type of network operating software available and support

* Availability of application software

* Expandability in adding additional workstations

* Restriction to PCs (or can cheaper terminals be used?)

« Ease of access in sharing equipment and data

* Need to access disparate equipment like other networksandrames

e Processing needs

e Speed

» Data storage ability

* Maintenance

* Noise

* Connectivity mechanism

» Capability of network to conduct tasks without corruptingadabving through it

Network Topologies

The network configuration or topology is the physicalp&haf the network in terms of the layout
of linking stations. A node refers to a workstationbrilge is a connection between two similar
networks. Network protocols are software implementatiproviding support for network data
transmission. A server is a micro or a peripheeatggming tasks such as data storage functions
within a local area network (LAN). Network servers afeseveral types. A dedicated server is
a central computer used only to manage network trafficomputer that is used simultaneously
as a local workstation is called a nondedicated servergeneral, dedicated servers provide
faster network performance since they do not take reqfrestsboth local users and network
stations. In addition, these machines are not suscefiloi@ashes caused by local users' errors.
Dedicated servers are expensive and cannot be discoshfieatethe network and used as stand-
alone computers. Nondedicated servers have a higherpanfal@mance ratio for companies
that need occasional use of the server as a locébkvadion.

The most common types of network topologies are &sisi
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The hierarchical topology (also called vertical or tsg@icture) is one of the most common
networks. The hierarchical topology is attractivedeveral reasons. The software to control
the network is simple and the topology provides a aanggon point for control and error
resolution. However, it also presents potential botit and reliability problems. It is
possible that network capabilities may be completely loghe event of a failure at a higher
level.

The horizontal topology (or bus topology) is poputaildcal area networks. Its advantages
include simple traffic flow between devices. This topolggymits all devices to receive
every transmission; in other words, a single statiooadicasts to multiple stations. The
biggest disadvantage is that since all computers shamegke £hannel, a failure in the
communication channel results in the loss of the agkw One way to get around this
problem is through the use of redundant channels. Andit&dvantage with this topology
Is that the absence of concentration points makes pnafglsolution difficult. Therefore, it
iIs more difficult to isolate faults to any particumsmponent. A bus network usually needs a
minimum distance between taps to reduce noise. lgagia problem requires the checking
of each system element. A bus topology is suggesteshésed databases but is not good for
single-message switching. It employs minimum topolagfill a geographic area, while at
the same time having complete connectivity.

The star topology is a very popular configuration andisitwidely used for data
communication systems. The software for star tapols not complex and controlling
traffic is simple. All traffic emanates from thalhor the center of the star. In a way, the star
configuration is similar to the hierarchical network; heerm the star topology has more
limited distributed processing capabilities. The hub ipaasible for routing data traffic to
other components. It is also responsible for isajataults, which is a relatively simple
matter in the star configuration. The star netwbkl, the hierarchical network, is subject to
a potential bottleneck at the hub and may cause seriaabiligl problems. One way to
minimize this problem and enhance reliability is by esshbig a redundant back-up of the
hub node. A star network is best when there is @ bteeenter and process data at many
locations with day-end distribution to different remaisers. Here, information for general
use is sent to the host computer for subsequent procedsiageasy to identify errors in the
system, since each communication must go through theateontroller. Maintenance is
easily performed if the central computer fails the nekwoThere is a high initial cost in
setting up the system because each node requires hookephmsthcomputer in addition to
the mainframe's cost. Expansion is easy, as allishaeeded is to run a wire from the
terminal to the host computer.

The ring topology is another popular approach to structuringt@ork. The data in a ring
network flows in a circular direction, usually in oneedtion only. The data flows from one
station to the next station; each station receihesdata and then transmits it to the next
station. One main advantage of the ring network it ltb&tlenecks, such as those found in
the hierarchical or star networks, are relatively unmom There is an organized structure.
The primary disadvantage of the ring network is that nglsi channel ties all of the
components in a network. The entire network can befltise channel between two nodes
fails. Establishing a backup channel can usually alleviage gtoblem. Other ways to
overcome this problem is by using switches to automaticallite the traffic around the
failed node, or install redundant cables. A ring netwonkase reliable and less expensive
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when there is a minimum level of communication betwexdros. This type of network is
best when there are several users at different toatwho have to access updated data on a
continual basis. Here, more than one data transmissan occur simultaneously. The
system is kept current on an ongoing basis. The ringonktpermits accountants within the
firm to create and update shared databases. With athegng, is greater likelihood of error
incidence compared to a star because numerous intervenirgs emdle data. In light of
this, the accountant should recommend that data in &ystgm make an entire circle before
being removed from the network.

* The mesh topology provides a very reliable, though completwork. Its structure makes it
relatively immune to bottlenecks and other failureBhe multiplicity of paths makes it
relatively easy to route traffic around failed compdeean busy nodes.

LANs and WANs

The major differences in WANs and LANs means that ttegiologies usually take on different
shapes. A WAN structure tends to be more irregular. eSancorganization generally leases the
lines at a considerable cost, an attempt is usually nadedp the lines fully utilized. To
accomplish this, data is often routed for a geographied #irough one channel; hence, the
irregular shape of the WAN network.

The LAN topology tends to be more structured. Siteechannels in a LAN network
are relatively inexpensive, the owners of a LAN are galyenot concerned with the maximum
utilization of channels. Furthermore, since LANs usuadiside in a building or a plant, such
networks tend to be inherently more structured and ordede@iNs are flexible, fast, and
compatible. They maximize equipment utilization, redpoecessing cost, reduce errors, and
provide ease of information flow. LANs use ordinaryepdlone lines, coaxial cables, fiber
optics, and other devices like interfaces. Fiber opasslt in good performance and reliability
but are of high cost. LAN performance depends on phyd&sign, protocols supported, and
transmission bandwidth. Bandwidth is the frequency ranfea channel and reflects
transmission speed along the network. As more devicesraepart of the LAN, transmission
speed decreases.

Two or more LANs may be interconnected. Each node besancluster of stations
(subnetworks). The LANs communicate with each other.

Advantages of interfacing networks include:

* Total network costs are lower.
* There is flexibility in having individual subnetworks meetrticular needs.
* More reliable and higher cost subnetworks can be usedritizal activities and vice

versa.
* If one LAN fails, the other LAN still functions.
Disadvantages of interfacing networks include:

« Complexity is greater.
e Some network functions may not be able to go across netwaridaries.
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Communications Security

Communication systems are used to link data between twmwpg sites. The communication
system should be reliable, private and secure. Commiamcsystems are frequently affected
by environmental factors, hardware malfunction and soéwaoblems.

Attacks on computers that do not require physical accdssurfder the domain of
communications security. The increased use of computdgma®gy has also increased
dependence on telecommunications. All types of datdydimg sound, video, and traditional
data, are transferred between computers over netwoBemmunications security means
ensuring that the physical links between the computer nkeswonction at all times. This also
means that during data transmission, breakdowns, delaygjisturbances are prevented. Care
must be taken to prevent unauthorized individuals from mgppmodifying, or otherwise
intercepting data transmission. Six considerations mnoonications security are:

Line Security: Line security is concerned with restricting unauthorizedeas to the
communication lines connecting the various parts of tmeptiter systems.

Transmission SecurityTransmission security is concerned with preventing uiaiziu
interception of communication.

Digital Signature: This is used to authenticate the sender or messaggiint® the
receiver. A secure digital signature process is caegrof (1) a method of signing a document
making forgery infeasible and (2) validating that thenatgre is the one of whom it purports to
be.

Cryptographic Security:Cryptography is the science of secret writing. The puwmds
cryptographic security is to render the information uniigiblle if transmission is intercepted by
unauthorized individuals. When the information is to bedug can be decoded. Encryption of
sensitive data is necessary. A common method is #ta Bncryption Standard (DES). For
even greater security, double encryption may be used in vemciyption is processed twice
using two different keys. (One may also encrypt filesachard disk to prevent an intruder from
reading the data).

Emission Security: Electronic devices emit electromagnetic radiation whiaim be
intercepted, without wires, by unauthorized individuals. $Smn security is concerned with
preventing the emission of such radiation.

Technical Security: Technical security is concerned with preventing the usgewices
such as a microphone, transmitters, or wiretaps éoaept data transmission. Security modems
may be used allowing only authorized users to access cordiddata. A modem may have
graduated levels of security. Different users may bigres different security codes. There can
be password and call back features. There may beitailtelit trail capabilities allowing you to
monitor who is accessing private files.

Many companies are using Value Added Networks (VANs). YAbffer both
communication services as well as specialized data miogeslt is important to consider the
security provided by VANs. Generally, a company has recticontrol over a VANS’ security.
However, VANS’ security has a direct effect on thent organization’s overall security.

Communication security may be in the form of:

104



Access control Guards against improper use of the network. For exaME@RBEROS
iIs commercial authentication software that is addeah texating security system to verify
a user's existence to assure he or she is not an impoKERBEROS does this by
encrypting passwords transmitted around networks. Passwonttol and user
authentication devices may be used such as Security Dysig@eicurlD (800-SECURID)
and Vasco Data Security's Access Key Il (800-238-2726). Daauatpt a prepaid call if
it is not from a network user. Hackers do not typicaflgrsl their own funds. Review
data communications billings and verify each host-to-hastection. Review all dial-up
terminal users. Are the telephone numbers unlisted badged periodically? Control
specialists should try to make unauthorized accesdgmeétwork to test whether the
security is properly working.

Identification Identifies the origin of a communication within thetwerk such as
identifying the entity involved through digital signals or matztion.

Data confidentiality = Maintains confidentiality over unauthorized disclesuof
information within the communication process.

Data integrity Guards against unauthorized changes (e.g., adding, delefiagta at
both the receiving and sending points such as through cryptogmaptihods. Anti-virus
software should be installed at both the network serwer v@orkstations. Detection
programs are available to alert users when viruses thetslystem.

Authentication Substantiates the identity of an originating or usdityewithin the
network. There is verification that the entityatually the one being claimed and that the
information being transmitted is appropriate. Examples sefurity controls are
passwords, time stamping, synchronized checks, nonrepudiaimh, multiple-way
handshakes. Biometric authentication methods measahediharacteristics with the use
of equipment attached to the workstation. Retinaérldseams may also be used.
Keystroke dynamics is another possibility for idenétion.

Digital signature Messages are signed with a private key.

Routing contral Inhibits data flow to insecure network elements sashidentified
unsecure relays, links, or subnetworks.

Traffic padding A traffic analysis of data for reasonableness.

Interference minimizatian Radar/radio transmission interference must be edited or
curtailed. There are various ways to backup data in netwdfks a small network, one
workstation may be used as the backup and restore formbes. In a large network,
several servers may perform backups since the failureeotould have disastrous effects
on the entire system. Access to backup files mudtriotiyscontrolled.

Token-Ring and Ethernet Networks

Traditional Token-Ring and Ethernet networks work on tieadbcast principle. These networks
send information in units called frames. Each frameaios information about a variety of
items, including the sender’s and the receiver’s addrBlss.sender broadcasts a frame that
every receiver can see. At any given moment only ongater in the network is broadcasting
and all other computers act as receivers. Anothepuatenmay broadcast after the first
computer’s broadcast is completed. While all machines metwork can see the broadcasting
computer’s frame, under ideal conditions, only the compuberse address matches the
receiver’s address in the frame should be able to sitcedrame’s contents.
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Sniffers

Sniffers are programs designed to capture certain infawmatietwork managers frequently use
sniffers to analyze network traffic and network statsst Hackers, however, may use sniffers to
steal information, such as passwords.

Taking certain actions can minimize sniffing risk. Thest obvious solution is to limit
access. If the hacker is unable to access the LANesfannot be used. However, it is often
possible to restrict access to networks too tightlycheother alternatives need to be considered.

Switched versions of token-ring and Ethernet networkg lmeaused to minimize sniffing.
With a switched LAN, each user has his own port orsthiech. A virtual connection is
established with the destination port for each frame dédestination address in the frame does
not match, the risk associated with sniffing is signiftbareduced. Switched networks tend to
be more expensive. Moreover, it is rare to find completeiyched networks.

Probably the best way to minimize sniffing risk is to usa @acryption. In such a
system, it is important that the key is never sent thenetwork. Traditional information, such
as the time, is used to enhance the encryption scheme.

Data Flow
Data switching equipment is used to route data throughetiivgork to its final destinations. For
instance, data switching equipment is used to route datacafailad or busy devices or
channels.

Routers at each site are used to communicate witkerat other sites. Routers provide
information about the individuals and the resources @vailin the LAN. Routers are
responsible for directing the flow of information.idtpossible to configure the routers so that
certain types of routers, such as FTP or telenetodl@llow either incoming or outgoing access.
It is also possible to enable or disable certain rotiersceive information from only certain
network addresses. Route and packet filtering requiradisant technical knowledge as well
as time. Most routers do not provide a security ortarail. You need to know:

Who tried to break in to the computer system?
How frequently they tried?
What means and methods were used to attempt the break-in?

Data Transmission
Data transmission between computers in a networkarsesf three methods:

e Simplex transmission is in one direction only. Aramwple of simplex transmission is
radio or television transmission. Simplex transmisss rare in computer networks due
to the one-way nature of data transmission.

* Half-duplex transmission is found in many systems. Inlfadugplex system, information
can flow in both directions. However, it is not possifar the information to flow in both
directions simultaneously. In other words, once a qigetransmitted from one device, it
must walit for a response to come back.
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e A full-duplex system can transmit information in bothedtions simultaneously; it does
not have the intervening stop-and-wait aspect of halfeduystems. For high
throughput and fast response time, full-duplex transmissiérequently used in computer
applications.

Security Layers

Security should be provided in different layers. Securnityst exist over networking facilities
and telecommunication elements. Controls must beeglaover both host computers and
subnetworks.

Network traffic may be over many subnetworks, each hatheg own security levels
depending on confidentiality and importance. Therefoffeerdint security services and controls
may be required. Security aspects of each subnetweekthae distributed to the gateways so
as to incorporate security and controls in routing deeass

Network Backup

Backup capability is an especially important feature ¢fvaeks. For instance, if one computer
fails, another computer in the network can take overldhd. This might be critical in certain
industries such as financial institutions.

SECURE SOCKETS LAYER

WhenSecure Sockets Lay€3SL) is enabled, a web browser will display a loclawother

symbol to indicate that the data transfer is secArether way to tell that the web site is secure
is by looking at its address: the web site address shautdasth "htts://" rather than simply
"http://." Most web-based monetary transactionssapeired using SSL. Many web server/client
products support SSL connections. To transact on theomelmeeds access to such a server as
well as a digital certificate. While using SSL for gtion greatly enhances security and
confidentiality, it does slow the communication intemae. All the data has to be encrypted
and then decrypted.

Secure Sockets Layer protocol was developed by Netscapeop8ates by layering a
security protocol on top of an underlying connection trangpotocol such as HTTP, Telnet,
NNTP, FTP and TCP/IP. SSL is built in to Netscapdisnt and server products. When
building a web site, one can enable SSL by configurirecargy-enabled http (https) process on
the server. Web pages that require SSL access cpediéed. Common Gateway Interface
(CGl) routines can be written on the server side &giratte SSL into existing applications.

SSL provides data encryption and checks for data intedtifyrovides server
authentication, and if required, client authenticationa TCP/IP connection. SSL is an open
and nonproprietary protocol. Encryption, decryption andeatitation are performed
transparently for applications utilizing the SSL protocol.

SSL is used extensively to encrypt and authenticate comatioms on the World Wide

Web (WWW) between clients and servers. Thansport Layer SecuritfTLS) standard by the
Internet Engineering Task Force (IETF) is based on SSL.
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A user can confirm and authenticate a SSL server’siigieruch confirmation is
necessary when the user is sending sensitive informatich,as a credit card number, to the
server and wants to check the server’s identity. didgpal certificate serves as the key to SSL.
It is used to prove authenticity. Certificate Authost{€A) such as VeriSign Inc. issue digital
certificates. Anyone with the correct software banome a certificate authority, but there are
only certain trusted CAs that a web browser will @tcdt is possible to tell the web browser
which CA it should accept.

Public-key cryptography techniques may be used to check if arsecertificate and
public ID are valid and were issued by a trusted CA. Siipjlarserver can confirm a user’s
identity by checking that the client’s certificate and publ are valid and were issued by a
trusted CA.

Public key cryptography greatly facilitates key managem#fithout public key
cryptography, encrypted communication could take placsdmat two or more users only if they
shared the keys. The users need to maintain a securectionrto share the secret key. This
means that each user would have to maintain several kegsrfonunicating with various users.
Public key cryptography allows parties to communicate secwighout sharing secret keys.
Each party establishes a key pair: one private key and onie kel The public key is
published and is available to all nodes on a network. Thécpgkgy is used to encrypt messages
to the node. The private key is used to decrypt the messhgesier leaves its node on the
network.

Public key cryptography is used to create digital signaturesign documents. The
document is signed using the private key, but other usersciynthe signature using the
public key. The digital certificate consists of theneaand other information about the user
along with the user’s public key. A trusted certificatéhatity signs the information on the
digital certificate and verifies the identity of a us@he following steps are typically taken:

A user creates a public/private key pair.

The private key is stored with the user.

The public key is given to a trusted authority.

The trusted authority creates a digital signaturelferuser and provides a digital certificate.

The digital certificate may be published or attachedngssages being digitally signed by the
user.

Other users may verify the signature and authenticaeusier’s identity using the digital
certificate.

TheTransmission Control Protocol/Internet Protod@ICP/IP) provides the rules for
transporting and routing data over the Internet. Prégsrech as the HyperText Transport
Protocol (HTTP) use the TCP/IP to carry out tasks sadhisplaying web pages. The SSL
protocol runs in the middle between TCP/IP and other highvel protocols, such as HTTP. It
runs above TCP/IP, but below the higher level protoc8KL utilizes TCP/IP on behalf of the
higher level protocols. This allows SSL-enabled cli@mid servers to authenticate themselves
and makes an encrypted connection possible.
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Confidentiality in a SSL connection is ensured throughygrion. All information
transported between the client and server is enatypta SSL connection. The sending
software encrypts and the receiving software decryptddtee SSL connection also provides
assurance that the data has not been tampered witler@dah transit.

The “strength” of an SSL connection depends on the \®l.leFor example, 40-bit SSL
connections tend to be rather weak, whereas a 128-bit @Blection is extremely strong. 128-
bits is approximately three hundred and forty septilliores
(340,000,000,000,000,000,000,000,000) larger than 40-bits.

One hundred twenty eight (128)-bit encryption is only add for American and Canadian
residents. It is presently illegal for US companiesxumoé internationally anything above a 56-
bit encryption. Software security companies are tryingviercome these export restrictions by
developing encryption technology outside of the UnitedeStat

The SSL protocol includes two sub-protocols. Bt Record Protocalefines the
format that will be used for data transmission. $&¢. Handshake Protocdetermines how the
record protocol will exchange data between a SSL sandiia SSL client when the SSL
connection is first established. It is used to eitlwhenticate the server to the client, or the
client to the server. It also allows the clientl @erver to select from the various cryptographic
algorithms or ciphers supported by both the client andeheer.

Both public-key and symmetric key encryption is used by the@&ocol. While
symmetric key encryption tends to be faster, public-keyygtion provides better
authentication. Commonly used ciphers include:

Data Encryption Standard (DES) is a commonly used ptioryalgorithm. Triple DES applies
DES three times and supports 168-bit encryption. Its key reakes it one of the strongest
ciphers supported by SSL.

Digital Signature Algorithm (DSA) is used for authentica of digital signatures.

Key Exchange Algorithm (KEA) is used for key exchange.

Message Digest (MD5) algorithm.

RSA is a public-key algorithm used for authentication andyption. RSA key exchange
algorithm is used for SSL connections. It is one oftiest frequently used ciphers.

Secure Hash Algorithm (SHA-1).

SKIPJACK. A classified symmetric-key algorithm used inREE&EZZA compliant hardware.
The FORTEZZA encryption system is used by the U.S. gonent agencies for sensitive but
unclassified data. FORTEZZA ciphers use the Key Exchatgarithm (KEA) for SSL instead
of the RSA key-exchange algorithm. FORTEZZA cards andA e used for client
authentication.

The RSA public-key cryptography system is most prevaleobimmercial applications. It
provides encryption, decryption, digital signatures andeaatitation capabilities. Performance
can suffer when using public key cryptography. Therefore, plablf encryption is typically
limited to digital signatures or encrypting a small amioaf data. Symmetric key encryption,
such as DES and RC2 and RC4, is typically used for enogyptilk data.
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The supported ciphers for both the client and the seareeasily be enabled or disabled.
During the handshake, the client and server determinértdreggest common enabled cipher suite
and it is used for the SSL connection.

Security administrators should decide which cipher statemable or disable.
Administrators should consider the nature of the dahtaneed for confidentiality and security,
and the speed of the cipher. The national origin@fpties is another consideration since
certain ciphers may only be used within the USA amik@a. Thus, if an organization disables
the weaker ciphers, it automatically restricts actessients within the United States and
Canada; an international client may access the senkgiif it has a special Global Server ID.

SSL Handshake
The following sequence of events typically takes plaa@nisSL connection:

The client provides the server with the client's S8tsion number, cipher settings, and a variety
of other communications related data.

The server provides the client with the server's SSkime number, cipher settings, and a
variety of other communications related data.

The server certificate is sent. If necessarygctiemt’s certificate is requested.

The client authenticates the server. If there israor and the server cannot be authenticated, the
client is warned that an encrypted and authenticated commeannot be established.

The client creates a “pre-master” secret for the &3inection and encrypts it with the server’'s
public key. The encrypted pre-master is then sent toailwers The client may also sign and
send data as well as its certificate to authentitsedf,iif requested by the server.

The session will be terminated if the server cannotesutitate the client.

The server uses its private key to decrypt the pre-masteetsand to generate the “master”
secret. The client generates the master secret iig@rgaime pre-master secret.

Using the master secret, session keys are generatednhbalient and the server. The session
keys are symmetric and are used to encrypt and decrypt @htakeys are used to ensure that
the data is not tampered with between the time thatsnt and the time that it is received, and
that data integrity has not been compromised.

The SSL session begins once the SSL handshake idetethpBoth the client and the server use
the session keys to encrypt and decrypt data and to Vegifyata integrity.

Authentication

Both client and server authentication requires encrgptata with one key of a public-private
key pair and decrypting it with the other key. For seawghentication, the client encrypts the
pre-master secret with the server’s public key. Thecis®d private key alone can decrypt the
pre-master secret. This provides the client with restderassurance about the server’s identity.
For client authentication, the client encrypts soamom pieces of data using the client’s
private key. In other words, it creates a digital sigreathat can be validated using the public
key in the client’s certificate, only if the correspmy private key had been used. If the server
cannot validate the digital signature, authenticat@ls find the session will be terminated.
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SSLRef

SSLRef is an advanced software developer’s tool-kit puirpose is to help developers provide
security features in TCP/IP applications using the SSL pobtd®NSI C source code is
provided for incorporation into TCP/IP applications. SSLRef/ be downloaded for free for
noncommercial use. While there are no licenseicéstis, there are export restrictions on
SSLRef.

Kerberos

Kerberos is a network authentication protocol that aseget-key cryptography. The Kerberos
protocol is used in a client/server environment to autheatite client to the server and the
server to the client. After the authenticating clisertver identity, Kerberos may be used to
encrypt data. Kerberos does not send across any dataayallow an attacker to learn secret
information and impersonate the user.

Kerberos is available for free in the form of sourode from the Massachusetts Institute
of Technology. It is also available in commerc@itware products from several vendors.
When a client accesses a network service, the clisattago the server that it is running on
behalf of an authorized user. Without authenticatiogere is virtually no security. With
Kerberos authentication, the client proves its idgmti the server.
In the traditional environment, a user's identity is vedlibr authenticated by checking the user’s
password during the login process. Password-based austiiemticas several drawbacks in the
networked environment. The most critical problem is Haakers can intercept passwords sent
across the network.

Without Kerberos authentication, the user would need &r @npassword to accesach
network service. This is, at a minimum, inconvenidvitreover, it still does not provide
security when accessing services on a remote machin@oWencryption, it would be easy for
anyone to intercept the password during transit. Kerbeiogates the need to use passwords.
Instead, a key is used to encrypt and decrypt short messagjpsovide the basis for
authentication.

Kerberos uses a series of encrypted messages to pat\aedlient is running on behalf of
a particular user. The client, to prove its identitgsents a ticket issued by the Kerberos
Authentication Server. Secret information, such password, that only an authorized user
would know, is contained in the ticket.

Kerberos is not effective against password guessing attéakstherefore, essential for
the user to select a good password. Otherwise, ittmgpssible for a hacker who intercepts a
few encrypted messages to launch an attack by randonmy pgsswords to see if the messages
decrypt correctly. If a hacker is able to guess the pasksve will be able to impersonate the
user.

Kerberos assumes that the workstations or machieagasonably secure and only the
network connections are vulnerable to attack. A tduptgh for passwords is required. For
example, if the password is entered into a programagung a Trojan horse (i.e., the program
has been modified to capture certain information), Eeyg will not provide any protection.
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Moreover, if transmissions across the path betweems$er and the authentication program can
be intercepted, Kerberos will be ineffective.

Both the user and the network service must have keysaesgisivith the Kerberos
Authentication Server. The user’s key is derived framser-selected password. The network
service key is selected randomly.

A version of Kerberos called Bones is available feennational users. The Bones
version was created since the United States restupist of cryptography. All the DES
routines have been stripped from Bones. Many types tiad used by the international
community require Kerberos. Bones is used as a subdfitttrick” other software into
believing that Kerberos is installed. International si&an get Encrypted Bones or E-Bones,
which does provide encryption.

To use Kerberos, a Kerberos principal must be establishd¢erberos principal is like a
regular account on a machine. Certain information, ssitheauser name and password, are
associated with each principal. The information iggrted and stored in the Kerberos
database. Kerberos is essentially transparent therager’s perspective. To be effective,
Kerberos has to be integrated into the computer syskarberos protects only data from
software that is configured to use Kerberos.

The Kerberos Authentication Server maintains a databbgasswords or encryption
keys. lItis, therefore, critical to protect the sgrsystem. The server, if possible, should be
physically secure. Ideally, the machine should be dedi¢ateunning the authentication server.
Access to the machine should be strictly restricted.

While Kerberos is freely available from MIT, it is nofficially supported. Several
companies have taken reference implementations from kdTpeovide commercially supported
products.

Each user’s initial password has to be registered Wwélauthentication server. The
registration procedure depends upon the number of usepgrdon registration provides the
best control if the number of users is small. Ofivecedures, such as using a login program on
a trusted system, may be used when the number of adarge.

Several tools can enhance the security provided by Kerbénes-time passwords
generated by a device are particularly useful. Kerbexosat protect against a hacker guessing
or stealing user passwords. One-time passwords elimhettproblem. Commercial products
are available that combine one-time passwords with Kesber

Vendors for Kerberos

The web sites for some vendors that sell or suppotidfes are as follows:
http://www.cybersafe.com

http://www.latticesoft.com

http://www.stonecast.net
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http://www.wrg.com

FIREWALLS

Firewalls are frequently used to overcome some of thiklg@ms associated with route and packet
filtering. The firewall is a buffer between an orgaation’s internal network and the external
world. Itis possible to configure the network such thagoing data may travel freely across

the firewall but incoming data is restricted. It isogt®ssible to configure it so that only email
may go in and out the computer and no other type of conuauion is allowed to take place.

The purpose of a firewall is to allow authorized tra#iiad restrict unauthorized traffic.
A firewall is used to control access between two oeka. Some firewalls are more concerned
about restricting unauthorized traffic while others plgosater emphasis on permitting traffic.
Senior management in an organization should play an ihtegrain determining the kind of
access to permit or deny.

A firewall can be very restrictive and allow only ehmagssages to go through. Other
firewalls may block certain types of services thatkan@wn to cause problems. Most firewalls
are configured to protect against unauthenticated inteealotims from external networks.
Firewalls can also be configured to allow internal usergstricted access to outside services,
while preventing traffic from the outside to the inside.

Unlike dial-in modem connections, firewalls provide logging aaditing functions for
security purposes. For example, security data may benetitabout the number of login
attempts and password failures.

Firewalls can’t protect against all types of attacks.narganizations are overly
concerned about threats from sources external to theipagian. However, firewalls can’t
protect against internal threats. It is just as éasiternal users to steal proprietary data since
they don't have to go through the firewall. Other retitethe corporate network, as well as
threats from internal users should be considered, eswldils should be one part of the
organization’s security plan.

While several firewall vendors are offering virus protetiools, firewalls are not very
effective against protection from viruses. It is reld$iveasy to transfer virus files over the
network and relatively difficult to protect and searahduch viruses. A file could be mailed to
an internal host, copied and executed, and in genesldils cannot protect against such
attacks.

A virus can come from many sources, not only via trassfem the Internet. Virus
protection should be a part of an organization’s overallrdy plan. Steps should be taken to
protect against viruses from all sources, and especiédisnal sources where floppy disks are
exchanged. Virus scanning software should be installed dnneachine and should run
automatically when the machine is booted.

Firewall policies should consider the nature of the tiatze protected. If the data
require a very high level of security, the organizatiarst assess whether the data should even
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be accessible via the Internet. With top secret data@y be wise to isolate it from the main
corporate network.

Setting up a Firewall

The cost of setting up a firewall can range from virjutite to several thousands, even
hundreds of thousands of dollars. When selectingaditesystem, one should consider not
only the initial setup cost, but also the cost of ongoiaghtenance and support.

The organization must decide the level of access thiavevgranted through the firewall.
At one end, the firewall may be set up to block all sesvexept those that are absolutely
essential to establish connection. At the other eedfjiréwall may simply be used for
monitoring and audit purposes. Most organizations would aot t@ be at either extreme. The
sensitivity of the data will determine an organizatistance. The organization should
explicitly decide what services should be permitted, deoiesimply monitored.

There are two basic types of firewalldetworklevel firewalls rely on the
source/destination addresses and ports in individual IP gackietwork level firewalls
generally route traffic directly and require an assigiftaddress. Network level firewalls are
typically fast and transparent to users.

Applicationlevel firewalls typically act as hosts running proxy sesv A proxy server
or an application gateway mediates traffic betweerotepted network and the Internet. Proxy
servers are frequently used to prevent traffic from paskregtly through networks. Greater
logging or support for user authentication is provided.

Application level firewalls do not allow any traffic detly between the networks. They
control access as well as log and audit traffic pagbmaygh them. While improvements have
been made, the performance of application level filevmaay not be as good and they may not
be as transparent to the user as network level filewal

Future firewalls will contain the characteristicsboth network level firewalls and
application level firewalls. Network level firewallvill keep better track of information that
goes through them, and application level firewalls waltdme more transparent. The overall
effect will be better performance with elaborate lnggand auditing functions. Encryption of
data passing through the firewall is becoming increasicgigmon. With encryption, an
organization can have multiple points of connectivitshvihe Internet and not be as concerned
about password or data sniffing programs.

Resources for Firewalls

Resources required to protect a site using a firewalilaly ko vary considerably due to
variations in traffic type and system load. Systealadulity is important and a faster CPU will
not necessarily enhance performance. Sufficient RAMitisal for busy systems to provide
adequate performance. A denial-of-service attack can bg keasched against a system with
insufficient RAM. At the very least, the systemhve a backlog.
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SECURITY OF DMZ

DMZ or demilitarized zonef a firewall refers to the part of the network taes not belong to
either the internal network or to the Internet. Tikigenerally the area between the Internet
access router and the bastion host. The bastidnsh@system that has been fortified against
attacks. It is the system on the network wherett@tlais expected. Bastion hosts may be part
of the firewall.

Putting access control lists on the access routates@ DMZ. An access control list
contains the rules that define which packets are permittddroed passage. The access router
connects an organization’s internal network with tkiemnal Internet. An access router is a
company’s first line of defense against attacks from theriet. Creating a DMZ allows only
authorized services to be accessible by hosts on threénteAttackers often try to exploit the
relationship between a vulnerable host and other mosette items.

If a system has several services that mandate diffeeeurity levels, one option is to
divide the DMZ into several separate zones. The tsffeica security breach can be minimized
by putting together hosts with similar levels of riskéence, even if an attacker is able to exploit
some bug and gains access, the attacker will be unable thlanrattack against the private
network if the bastion hosts are on a separate LANs may occur, for example, when the
attacker is able to gain access to the web server.

Most organizations do not secure their web servers atysand allow services for
Internet users that entail certain risks. Unautheteat users might be able to run CGI or other
executable programs on the web server. While this nigieasonable for the web server, it is
unacceptable to run such programs on a bastion hoste Wieeentire security mechanism might
be compromised.

Services should be split up not only by host but also hworés. The level of trust
between hosts on the networks should also be limited.

An organization should use redundant components to achiaxenomm security. A
single failure, such as a software bug, should not campeothe entire security mechanism.
Risk related to software bugs can easily be reduced by keapitaqydate on software fix
patches using products that have been around a while anglak&own running only necessary
services.

Organizational Policy

The organization must decide which services to permit dnichvservices to deny. This
depends, to a great extent, upon the focus of the funatithe firewall. An organization may
be primarily concerned with allowing access or the orgdioiz may be primarily concerned
with maintaining security.

If the emphasis is on maintaining security, the orgawizahay decide to block

everything and allow access on a limited or case-by{zasis. This way the organization can
focus specifically upon the security concerns of the predurcservices it wishes to permit.
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When deciding the services to permit, one should consider:

What effect will allowing this service have on firewsdicurity?
How does permitting the service affect firewall arattisee?
Will an attacker be able to exploit an inherent weakhess
How well known is the service?

Is the protocol for this service well known and published?

Restricting Web Access Using Firewalls

An organization may want to restrict web access togmteusers from viewing sites not related
to their work. An organization may also want to blockeasdo sites it deems inappropriate.
While firewalls may be used to block access, it is aadiftf task.

It is relatively easy for individuals to find an altermabute to a blocked site. Site-
blocking products are typically not effective and are éasyrcumvent. For example,
inappropriate web pages may be fetched through emailvittuslly impossible to block
everything.

Denial of Service Attacks

Attackers sometime decide to launch denial of servicelattac crashing, flooding or disrupting
the network or firewall. Due to the distributed natureetivorks, it is virtually impossible to
prevent such attacks. For time-critical jobs on therhst, it is essential to have a contingency
plan in case the network is attacked or its capalityraded.

Using FTP, Telnet, Archie, Gophers through Firewalls

FTP (File Transfer Protocol) is usually supported inifalbs by using either a proxy server or
allowing connections to networks at a restricted port ra@panetime, FTP can be achieved by
allowing the users to download files via the Web. Temeenerally supported using an
application proxy. Configuring a router to permit outbouodnections using screening rules
can also support Telnet. Both Gopher and Archie can be gedgbrough Web proxies.

Internet Sources for Firewall Information

The following are additional Internet sources for firbsva
http://sunsite.unc.edu/LDP/HOWTO/Firewall-HOWTO.html
http://www.net.tamu.edu/ftp/security/ TAMU/
http://www.cs.purdue.edu/coast/firewalls/

PRETTY GOOD PRIVACY (PGP)

Pretty Good Privacy (PGP) can be used to encrypt emagages or digitally signed messages.
Encrypting messages provides the user with privacy.eléticrypted email is intercepted, it will
appear to be garbage to the unauthorized recipient. DEgjtaatures can be used when the
content of the message is not secret, but the serades w0 authenticate his identity and confirm
that he wrote the message. PGP has proven itselfuerpeffective at protecting electronic
messages.
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PGP relies upon a public key encryption scheme. Unlike coiowahencryption
schemes, with public key encryption, there is no neédve a secure channel over which to
share the key. The encryption and decryption keys aexeliff when using such a public key
encryption scheme. The public key is used to encrypt tlae diais readily available to the
public and is typically available in a public database. ddwyption key is private. No one has
access to it except the intended recipient.

PGP is available for free for non-commercial useaGrypt PGP is available for
commercial use and costs under $100. ViaCrypt PGP is laleaitae commercial use primarily
in the United States and Canada. For the internatcmmaimunity, commercial versions of PGP
are available from Ascom Systec ADEA@ascom.ch

To use PGP, one must have two key rings: a public one pndase one. The public
key ring holds your public key as well as the public keys opleelknown to you. The private
key ring holds the secret or private key or keys.

Public key encryption is much slower compared to conveatioPGP combines two
algorithms, namely RSA and IDEA, to encrypt plain telktis essentially impossible to break
the encryption algorithm using brute force. For PGP’s IdBAryption scheme, currently a
128-bit key is required. Using the fastest current techyatogould still take several trillion
years to break the encryption scheme.

To launch a successful attack against such a scherataaker must understand the
mathematical transformation that takes place betywken text and cipher text. By
understanding the mathematical transformation, an attagiét be able to successfully launch
an attack. The complexity of the transformation makestremely difficult to solve the
mathematical problem.

At present, PGP gives you three choices for key size:A&,or 1024 bits. It is also
possible to specify the number of bits for your key. feskey size increases, the encryption
becomes more secure. The key size affects the progranmisg time during generation. A
1024-bit key takes approximately 8 times longer to generateatB84-bit key. This is a one-
time process and doesn't need to be repeated unless dmtipair is generated. Only the RSA
portion is affected by the key size during encryption. & body of the message is not
affected by the key size. Therefore, it is best tothieel 024-bit key size. Some versions of PGP
allow key sizes up to 2048-bits. Generating such a keyeugilire a considerable amount of
time; it is, however, a one-time process. Individuaiing certain versions of PGP may be
unable to handle very large keys.

Each time PGP is run, a different session key is géeer This session key is used for
IDEA. This enhances the security of PGP.

Using PGP, it is possible to apply a digital signatureneeasage. If a trusted copy of

the sender’s public encryption key is available, theait be used to check the signature on the
message. It is impossible for anyone else to creat@ghature without the secret key. This
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will also detect if someone has tampered with the aggss A digital signature protects the
entire message.

If the contents of a message are not secret, muegsential to allow others to verify the
authenticity of the sender, clear signing digital sigres may be used. Clear signing works only
on text files, it does not work on binary files.

Key signatures are used to authenticate that the aignagally belongs to the sender and
not an impostor. If the sender’s key is not availablg a trusted source has added his signature
to the sender’s key, then you may infer that you haveic e@py of the sender’s key. A chain
of trust may be established for several levels: A trBstgo trusts C, therefore A may trust C.
PGP can be configured to specify the number of levelskig of trust is allowed. One should
be cautious when dealing with keys that are several leelsved from your immediate trusted
source.

You may sign someone’s key if you wish to inform othlibeg you believe the key
belongs to that person. Other people may rely on ygoasire to decide whether or not that
person’s key is valid.

A key signing party is used to get together various uséP&6f. A key signing party’s
purpose is to sign keys to extend the degree of trust omeihe

If the secret key ring is stolen or lost, the key $thdne revoked. If a strong pass phrase
had been used to encrypt the secret key ring, therdaschiance of damage. Both the pass
phase and the secret key ring are needed to decrypt a messsigg a backup copy of the
secret key ring, a key revocation certificate may beegeed and uploaded to one of the public
key servers. Before uploading the revocation certdicis useful to add a new ID to the old
key to inform others what your new key ID will be. With a backup copy of the secret key
ring, it is impossible to create a revocation ceidifec

Public key servers are used to make available one’s publiclkesryone can use the
public database to encrypt messages for you. Although treseeeral public key servers, it is
only necessary to send your key to only one of them. k&lieserver will then send your key to
other public key servers. Keys may be submitted or drttacsing the following site:
http://pgp5.ai.mit.edu/

Further information about PGP may be obtained froniritegnet from the following sites:

http://dir.yahoo.com/Computers_and_Internet/Security and_BtocryPGP Pretty Good_ Pr
ivacy/

http://www.pgpi.com/links/

http://web.mit.edu/network/pgp.html

SECURITY ANALYSIS TOOL FOR AUDITING NETW ORKS
Security Analysis Tool for Auditing Networks (SATAN) ig@ol to help security administrators
identify network security problems. SATAN was writteypnDan Farmer and Wietse Venema.
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They explain that they wrote SATAN because computeeBysiare becoming more dependent
on networks, and becoming more vulnerable to attacks visatie networks.

SATAN examines a remote host or set of hosts. Iltegatinformation by remotely
probing various services suchfasyer, or FTP provided by the host. Potential security flaws
and bugs, such as incorrectly setup or configured networkcesror known system bugs are
identified. SATAN'’s expert system may be used to furtinegstigate potential security
problems.

SATAN consists of several programs. Each prograrms festa specific potential
weakness.

Additional test programs may be added to SATAN by putting theacutable file into
SATAN'’s main directory; these programs must have sheextension. The entire SATAN
package, including source code and documentation, is freelgldeasia FTP from various
sites.

COURTNEY

Courtney software is available for free on the InternCourtney may be thought of as the anti-
SATAN. Courtney monitors attacks from SATAN. Usingu@ioey, if SATAN probes your
system, it notifies you and gives you a chance to tleeiobe. Courtney can be downloaded
from:

http://ciac.linl.gov/ciac/ToolsUnixNetMon.htmi#Courtney

VULNERABILITY TESTING USING AUTOMATED TOOLS

Security frequently gets compromised because controlsareperly used. Generally, it is not
that controls are lacking or that the existing contanésweak, but that the controls are not
appropriately configured. Most computer software, for gtancomes with a default setting. If
these settings are left unchanged, security may ending d@mpromised.

The existence of such controls gives management andthededse impression that their
data is secure. They assume that the controls apenya@onfigured and rely upon them. Many
hackers exploit well-known security weaknesses.yTaf on common errors made by system
administrators, such as not configuring the system propeprotecting the system with the
latest security patches.

While incompetence or lack of time or other resourcesicdy contribute to this
problem, many administrators may make mistakes becduise nature of the computer
systems. Most systems support a wide variety of serand the security mechanism must be
flexible enough to meet the needs of a variety of uséing. system administrator and users are
given the power to enhance or degrade security based upemeads. This flexibility can
often lead to security weaknesses.

Many automated tools are available to audit the computemsystd report potential

security weaknesses. Such automated tools can examusatios of files on a multi-user
computer system and identify vulnerabilities that caaltéiom improper use of controls or

119



mismanagement. Such vulnerabilities include poor passwoifddure to update software with
security patches. Automated tools may test for adequai® piotection or for the ability to
plant Trojan horses or worms.

Such automated tools are available commercially or majebeloped in-house to suit an
organization’s specific needs. These tools typicallyyeneafile content and file attributes to
identify vulnerabilities. The automated tools are capabtpiickly analyzing and testing
thousands of files.

Automated tools for testing security vulnerability areeadiéint from automated tools that
monitor activity or detect intrusion. Monitors and intarsdetection systems analyze activity as
it occurs. Vulnerability testing tools, on the otherdyasearch for potential weaknesses that may
allow an attacker to gain unauthorized access.

Standalone Systems

To identify vulnerabilities in a standalone system, auti@ah testing tools analyze shared
executable files. These tools examine a variety afratsnsuch as access controls or controls
that are used to configure the system. For examplee iiccess controls are compromised, a
hacker may be able to masquerade as an authorized usecofiflguration files and shared
executable files may be used to plant a Trojan horsenevYalbility testing tools are used to
analyze files whose modification or disclosure wouldvakthe hacker to circumvent system
controls and gain unauthorized access.

Automated vulnerability testing tools may be used to exathm@assword and access
system. The testing tools can check if the passwoedeag enough. Short passwords can be
guessed easily using brute force (trying all possibilitidd)ese tools can also check to see if
passwords are changed periodically. Passwords should havesd life and the user should
not be allowed to select any password in their passwetdriifile. Passwords should be
protected and stored in an encrypted file.

To prevent the planting of a Trojan horse program, icepi@cautions should be taken.
User start-up files should be protected from modificatiStart-up files are often used to plant
Trojan horses because the start-up files are alwaauged. Write access in a user’s personal
file space should be limited.

The audit trail should always be maintained. Systemfigaration files and shared
binaries must be protected against unauthorized modificafiatomated vulnerability testing
tools can check to see if modification privileges foteysbinaries are restricted to systems
staff. System binary files should be reviewed for unetgeechanges. Only system staff should
be able to modify system start-up scripts. Securautiefahould be specified.

In a networked environment, computer systems generalig slada and other resources.
Security controls for access paths in networks caewiewed using automated vulnerability
testing tools. A network host will not only have the ptitd vulnerabilities of a stand-alone
system, but also the vulnerabilities contained in titeosked system. In a networked
environment, a hacker could masquerade as an authorized as@tlogr system. Many systems
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use remote authentication, where the local hostsraf@n the remote system to authenticate
users.

Vulnerability Testing Techniques
Vulnerability tests may audit the system or launchozk attack. The nature of testing may be
passive or active and their scope may be defined as broadrow.

Active tests are intrusive and identify vulnerabilitiesaxploiting them. In contrast,
passive tests examine the system to infer the existéncenerabilities. An authentication
system may be tested using either active testing owvpassting. An active test may launch a
dictionary attack or randomly try common or short passls. If successful, it would log the
results for review by security personnel. A passiveditite authentication system might check
the protection of a password file. It may copy the wasd file, encrypt it, and compare
encrypted strings. Both types of tests provide usefuinmition. However, active tests are
riskier than passive tests. Individual circumstancespaofessional judgment is required in
selecting appropriate tests.

Vulnerability testing programs may be classified acc@grdinscope. Their focus may be
narrow and they may examine only a single vulnerabilittheir focus may be broad and they
may examine the entire system.

It is possible to use a series of single vulnerabigstd to identify risks and
vulnerabilities. While single vulnerability tests teondoe simple, they do not generally consider
the complete security ramifications. The joint efffetclack of controls may not be revealed
through such testing. Weaknesses in multiple contnalg compound the effect of the
vulnerabilities.

System vulnerability testing provides better informaticemta series of single
vulnerability tests. It is easier to determine theltaslt using a system’s vulnerability test.

CONCLUSION

Computer networks play a dominant role in transmitting mégion within and between firms.

A network is simply a set of computers (or terminalggncbnnected by transmission paths.
These paths usually take the form of telephone lir@asgtier, other media, such as wireless and
infrared transmission, radio waves, and satellitepassible. The network serves one purpose:
exchange of data between the computers and/or terminals.

Encryption must be used any time sensitive or confidenfiaimation is transmitted.
The open nature of the Internet network is such timgthang can be read or snatched at many
locations between the originating site and the destinatite. Encryption should be used not
only when transmitting data, but also when putting anges@e sensitive information on the
Internet server.

Hackers frequently take advantage of common security tole®ak in. For example,

they may take advantage of a bug in a software packageessential to have the most current
version of the software package. The most curreniovers likely to have the fewest bugs.
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Most software developers provide patches, which may ialdaded from the developer’'s web
site. These patches frequently fix known security bugs.

Businesses need security for a variety of reasons.mblsé basic reason is that you don’t
want accidental or intentional modification of data.a networked environment, many security
problems exist for a business. The more connectiohexist, the more complex the system,
and the greater the likelihood of security being compraiise
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CHAPTER 7
SECURITY POLICY

Learning Objectives:
After studying this chapter you will be able to:

1. Recognize the threats to computer security.

2. Design a security system to assign accountability.

3. ldentify questions that policy should answer.

4. Set guidelines and standards to achieve security goals.

5. Conduct risk analysis and management.

6. Define the responsibility of the security administrato

7. ldentify psychological factors.

8. Utilize seminars to communicate security policy and proasiur
9. Use rewards to modify behavior.

10. Define the purpose of the account administrator.

Security concerns have heightened in recent years.s St@nes about viruses and computer
fraud dominate. Information technology (IT) managers hawkecide how to protect
information and computer technology.

In developing a security policy, you must consider not antyal security threats but
also the security perceptions of the public. For examaitleough it is in fact much safer to
provide a credit card number over the Internet to aitegie company than to give it to an
unscrupulous employee in a face-to-face transaction, peogyle express concern about
providing credit card numbers over the Internet. Ngioading to the public’s concerns may
result in significant financial loss.

A manager you face several trade-offs concerning secuatiagement. While some
may be quantified, others—such as determining the organizastmategic direction—cannot.
That’s why both the IT and the human resources depattshenld be considered in formulating
a security plan.

Without an adequate security policy, your organizatiomliserable to many threats,
including:

« Theft of both electronic and physical resources, includatg

« Unauthorized modification of data

* Fraud and other illegal activities

« Disclosure of confidential and proprietary information

* Unintentional errors caused by carelessness

« Intentional sabotage caused by current or former disgruatigdoyees
e Spying or sabotage by competitors

< Inability to continue business after an emergency or teisas
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MANAGING COMPUTER SECURITY
In formulating a policy you must first ask yourself soguestions:

What resources need to be protected?

Against whom must we protect our system?

How much can we spend to protect the system?

What benefits will we derive from the expenditures?the benefit worth the cost?
What happens if security is compromised? How will vepoad?

What are our contingency plans?

ouhwnNE

Private, confidential, proprietary data is typicallyeamportant resource you want to
protect. Otherwise, your financial assets might bepromised. Other valuable resources
include CPU processing cycles or computer time. Whilelkgta are typically interested in
obtaining access to confidential data, some may simphy teadeny legitimate users access to
computer facilities.

Even information not likely to be valuable to anyone elsould be protected. Hackers
often steal or destroy data simply because it's th&hey may also delete or destroy files in an
attempt to cover up illegal activity.

When you're calculating the cost of security precasti@onsider not only the direct but
also the indirect costs. Direct costs may be fpigament, installation, and training. Indirect
costs include the effects on morale and productivity.

It's prudent to recognize that increasing security deeseesnvenience. Employees and
others, such as customers and suppliers, may resenttimyemience. Too much security may
be just as detrimental as too little; the goal is amagdtequilibrium.

In spite of precautions, security will eventually be commpised. The steps you take to
recover from such a breach may mean the differerneeekba success and failure in your
business. Think about such questions as the following:

« What will be the financial impact of a security brieac

« Do you have enough insurance?

« What may be the legal consequences of a breach?

* How will lost data, information, or assets be receder

* How will the breach affect employees, suppliers, otamsrs?
* How can similar events be prevented in the future?

CREATING THE POLICY AND THE PLAN

The purpose of a securipyan is to assign accountability. The secuptficy should define
what is and is not acceptable.
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The plan should clearly specify the penalties for aeptable behavior. How will you
reprimand violators inside the organization? How will you daén violators outside? What
type of civil or criminal action might you take?

The security policy should be integrated with your comjzaother policies and plans.
For example, think about the internal control structd?&n for contingencies. Make sure all
your plans comply with the laws.

The role of the information systems department shoukpbeified in the policy
document. The department should be responsible for aathagthings, ensuring that security
personnel are adequately trained and properly qualifiedeck®isy personnel should be able to
assist other departments with their security needeer@ésponsibilities of security personnel
might include:

* Assisting in acquiring hardware or operating systems
* Managing security of the communications networks

» Establishing standards for remote access

* Installing and maintaining virus detection software

» Selecting cryptographic techniques and keys

* Backing up critical data

* Evaluating and approving IS-related contracts

The Security Policy

The security policy should be a broad statement that gpielesonnel and departments in
achieving certain goals. It should be concise and ea®atb It should not specify actions. The
purpose of the security policy is not to educate or tralivituals. That should be provided for
in manuals and seminars.

The security policy, then, is written at a broad orgstional level. The standards,
guidelines, and procedures go into supporting documents. @oastons the policy should
answer are:

* Why is it important to have a security policy?

* What is the meaning of data integrity?

* Why must data integrity be maintained?

* Why should data be kept confidential?

* What are the consequences to the organization if slat@aivailable or compromised?

Standards, Guidelines, and Procedures

Standards, guidelines, and procedures provide the guidance theereaerhyour organization
need to realize the goals defined in the policy docum@ittey give people clear instruction on
how to meet organizational goalStandardsandguidelinesspecify the technologies and
methodologies that may be usedpceduresoffer more detailed guidance to achieve particular
security objectives.
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All three should be published in handbooks, regulationsjamuals, both physical and
electronic, as on the corporate Intranet or on COMR®roviding the information in an
electronic format has several advantages, among tasyreecess. It also makes it easier for
you to keep the information current.

The purpose adtandardss to specify a uniform set of technologies or proceslure
Standards are typically mandatory; users may not exdr@geown discretion in the areas they
cover.

Guidelines on the other hand, are provided because it's not alp@ssble, appropriate,
or cost-effective to impose standards. Guidelines gives sgane latitude in meeting goals.
Guidelines are used to ensure, for example, that spsediarity measures are not overlooked.
Guidelines inherently recognize that security measuresbeaprrectly implemented in more
than one way.

Procedureffer step-by-step guidance in adhering to standards and igeglel

Buy-in

If you want your security policy to be effective, salgarticipation from across the organization,
both individuals and departments. Senior management’s gupgssential. You must provide
the resources, financial and otherwise, to implemenpaoliey adequately.

At the same time, users are far more likely to acseptirity policy, guidelines, and
procedures if they had input in creating them. Their ppation will help you create a better
policy plan. The specialized knowledge each brings edllt in a superior document.

Set up a senior management committee (the Inform&egcarity Management
Committee) with authority to issue and amend the secqooiligy. Make sure that people get
from that committee approval for any exceptions to gweisty policy.

SCOPE

Your computer security policy should apply to all fa@ktiand locations of the company. The
same set of standards should be enforced throughout the mpmyhile it's essential that
security standards be applied consistently, they shmuftexible enough to be used in a variety
of situations.

Your security policies should encompass all types ofoeten systems, including stand-
alone PCs, LANs, WANSs, the Internet, and the Intraffdhey should cover all types of data
transmission, including email, FTP, and fax.

RISK ANALYSIS AND MANAGEMENT

Computer security planning is an integral part of your orgtiaiza overall risk management
strategy. Each individual's and each department’s regplitysshould be clearly identified in
the security plan, which should be updated regularly to ofeetges in technology or
circumstances.
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You must therefore do a thorough risk analysis. Compaateurity risks fall into five
major categories:

Destruction of data or equipment

Theft of data or equipment

Malfunction of equipment or bugs in software
Modification of data

Disclosure of data

ogkrwbE

The cause of risk may be:

* |ntentional attack
+ Unintentional or accidental loss
« Environmental threat

Intentionalthreat comes from computer criminals and disgruntled @epk setting out to

defraud, sabotage, alter data, or steal equipment or datatentionalloss may result from
computer users who are careles&cidentalloss may be due to equipment malfunction.

Environmentathreats include fires, floods, earthquakes, lightning,mowider outages. An

effective security plan must cover all these threats.

Take out insurance policies to cover such risks as tinadigl, intentional destruction, and
forgery. Don't forget business interruption insurance cWitiovers lost profits and additional
expenses during downtime.

Your risk analysis should take into account not only tlearsy but also the reliability of
your system; this can be compromised by errors, failares faults. Arerror is a deviation
from expectations. Some errors are acceptable becayseah be overcome; others are simply
unacceptable. An unacceptable errorfigilare. If the failure can have serious consequences,
it's considered aritical failure. A faultis a condition that results in a failure.

It's important to note, however, that system religgpib conceptually distinct from
system security. The purpose of computer system se@it@yprotect against intentional
misuse. System security doesn’t really consider matfans or bugs unless they will allow a
perpetrator to breach security. Still, improving one faatfitypically enhance the effects of
the other. That's why both security and reliability dddee considered in managing risk.

THE SECURITY ADMINISTRATOR

The security administrator is responsible for customizeayisty policies and standards to the
organization and for the planning, execution, and maintenafrite® computer security system.
The administrator should regularly interact with ettlepartments to learn of their changing
needs. Both technical computer knowledge and managehkikshaee therefore necessary
attributes for the security administrator, as well #soaough understanding of the organization’s
internal control structure.
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Specific aspects of an organization, such as its sizenhierent risks, have to be taken
into account in setting up the security administratiqgmadenent. The department must ensure
the information systems data is reliable and accutdiambers of the department should keep
abreast of organization requirements in dynamic envirotsiierkeep the security system
efficient while monitoring staff to ensure compliancéhapolicies. It is particularly important
for you to have in place specific procedures for hiringj @cruiting staff for this department
(see Chapter 5).

The Human Factor

Typically, security systems depend more on people anddttgiides toward security than on
the latest technology. Typically, too, the greasesturity threat in an organization comes not
from outsiders but from insiders. Personnel incompetendeéference, and negligence are
likely to cause more harm than sabotage or intentectalby unauthorized hackers.

Security policies and procedures often conflict with pe'lsptieas of good manners.
Trusting others and sharing things with them is viewed pesiti Security policies, on the other
hand, require that you distrust others and not share iateom For example, it's normally
considered polite to hold a door open for someone behindiowever, in a restricted area,
such politeness will result in a security breach. i&anty, sharing user | Ds or passwords may
allow an unauthorized individual to access sensitive infaomat

Psychological Factors 1
To make sure the people in your company accept the sepality, M.E. Kabay, director of
education for the National Computer Security Associatiecommends:

« Before attempting to implement policies and procedurek] bpia consistent view of
information security among your colleagues.

e Introduce security policies over time; don’t rush theto place.

* Present case studies to help get people ready to accaptyseequirements.

» Give your people many realistic examples of securityireqents and breaches.

* Inspire a commitment to security rather than medelscribing it.

* Emphasize improvement effects rather than failure remtuct

« Explore the current beliefs of employees and managers.

* Don't portray computer crime with any positive imagesvords.

* Praise comments that are critical of computer crimbatrsupport the security policies.

* Challenge rather than ignore employees who dismissrgy concerns or flout the
regulations.

» Identify the senior executives most likely to set atpastone for security training.

* Immediately couple frightening consequences with effecivd achievable security
measures.

* Present objections to a proposal and offer counter-aggtsmather than giving a one-
sided diatribe.

« Make sure repeated novel reminders of security issues riref yaur security awareness
program.

* Include small gifts in your security awareness program.
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* Find a charismatic leader to help generate enthusiasbeftar security.

* Encourage specific employees to take on public responhgitoili information security
within their work groups.

* Rotate the security role periodically.

* Incorporate into your security training information on howell when someone may be
engaging in computer crime.

* Build a corporate culture that rewards responsible\behauch as reporting security
violations.

« Develop clearly written security policies and procedures.

« Be sure your security procedures make it easy to act ardarace with security policy.

* Emphasize the seriousness of failing to act in accordaithesecurity policies and
procedures.

« Enforce standards of security so that employees wali Ballow the standards more
rigorously.

» Create a working environment in which employees are resghetiis is more conducive
to good security than one that devalues and abuses them.

e Have security supervisors get to know the staff.

* Encourage social activities in the office.

» Pay special attention to social “outliers” during traingiggrams. Some people devoid
of personal ethics can be very charming, sociable alh@asically fundamentally
dishonest.

e Monitor compliance closely to security requirements.

« Work with the outliers to resist the herd’s anti-setyunias.

« Before discussing security at a meeting, have one-on-saesgions with participants.

* Remain impartial; encourage open debate in security mgseti

* Bring in experts from the outside when faced with aatiurity groupthink.

« Meet again after a consensus has been reached arttigoldgvil's advocate.

Seminars

The importance of computer security must be instilledliaraployees. Direct communication

is typically more effective at persuading individualarthimass media like videos or books.
Personalized messages stimulate thought and are likb& twore persuasive. An excellent way
to both indoctrinate new employees and update the skitisroent employees is to periodically
schedule security seminars. Security professionals@mamunicate your company'’s rules and
procedures at these seminars, as well as answer questibaddress the security needs of
employees.

Assign senior executives who are liked and respectedddle seminars. A speaker’s
attractiveness and social status have an immediaet eh the audience. For a few days, the
speaker’s personal characteristics will continue ta@rite the audience, though the effect
typically declines with the passage of time until oy message remains with the audience.
The speaker should understand security issues and horeiyebn the policies he or she is
advocating.
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In trying to persuade employees, it's useful to preséatianced view, especially when
trying to convince those who initially disagree with ypoticy. By presenting both sides of the
argument you show your audience that you understand thepgmive and have sound reasons
for your own.

Other Communication Channels

Lecturing employees for a few hours per year, howesemlikely to lead to improved security
by itself. People need time to accept and acclimateaioge) that’s why new security policies
should typically be phased in over time.

Repetition of the security message is helpful indag support for security policies.
Security awareness may be enhanced with mugs, postergwasigtters. Ongoing activities
will yield better results than occasional training sensreone, necessary though these are.

Videos and case studies containing examples of secueiiglbes can have a beneficial
effect. Exposing individuals to different security sc@mhelps increase their awareness of
security issues. Humans are not good intuitive si@éss. Intuitive human judgment is often
prone to bias. Judgment is easily distorted when indilsdead to rely on small samples, easily
available data, and personal anecdotal experience.

The use of questionnaires, focus groups, and interviewssange several purposes.
They can help you obtain useful information about eygds. They may also help to modify
employees beliefs, leading to a greater commitmergdorgy. If you publicly support
enhanced security, employees will change their percepiahde more committed to security.
When they take responsibility openly, their commitnterthe task increases.

Behavior Modification

You can modify employee behavior by rewarding employd®s support security policies and
punishing those who do not. The reward may be as simpleribal praise. The punishment may
be a simple verbal warning, disciplinary action, cgrevemoval from the job. Employees who
flagrantly violate security policies should certainly habout it.

The use of fear to change the attitudes of employeelssvonly in certain situations.
Too much fear about catastrophic consequences is likelguti ne employees rejecting the
message. When you tell employees about catastrophiequosrsces, also show them how to
counter threats.

ACCOUNT ADMINISTRATION
New users are continually being added to your system widilesers must be deleted. Establish
a written procedure for requesting, creating, maintaining),céosing user accounts. The

purpose of account administration is to ensure that:

e The user is authorized.
e The user has access privileges appropriate to the job.
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* The user is not engaged in unauthorized activities.
* Information about the user is current.

The user’s supervisor should initiate theantcreation process by requesting an
account from the systems manager. The request shoultyspmess level and the applications
to which the user should have access. The approvalag@ications manager may be required
before the systems manager grants access to a parappl&ation.

The user access level should be partecditbount profile. Specific applications may
have built-in access controls or may rely on thirdypaoftware for access control. The systems
manager must ensure that a user’s access is consdtetihe request from the supervisor.

On being issued the user account and password, employesds shdergo security training. At
the very least, users should be provided with the wnitilas and guidelines and be required to
sign an “ account assignment” document indicating thedetstanding of those rules and
guidelines. The document may be used to discipline or@esecute users who violate them.
There are two techniques for creating user account IBe. D could be for a specific job title
(SALESREP4) or for a specific employee (JACK_BLACHKjrom an auditing perspective, job
title IDs simplify the process. However, if the aaat ID is for a specific job title, you'll need
controls to ensure that the password is changed asasdbe employee changes job or leaves.

The user’s supervisor should notify the systems and apipiis managers when a user is
reassigned or the account is no longer required. Tisempeel department should also be
required to notify those managers when there’s a changgrsonnel or duties.

Access level privileges change. The change mightropdery or permanent. An
employee may be temporarily performing the duties of amamployee who is sick or on
vacation. An employee may also be permanently asgigrdifferent function or transferred to
another department.

When an employee takes on additional duties during thexedsd¢ another employee,
take care to ensure that he or she is not performimmgnpatible duties. From a control
perspective, no one should be in a position to perpetraireegularity and cover it up in the
normal course of the day. Temporary access privilegagdhlso be removed as soon as they
are no longer needed.

User accounts should be reviewed regularly to help detectthorized or illegal
activities. The review may be of a sample of useoawts or the entire system. The level of
access of each user should also be reviewed. Make atiialthew accounts have supervisory
approval, and that the level of access granted is mtaddy the job responsibilities.

Check that the accounts of all personnel who left tgarozation or were reassigned

were properly closed, comparing data from the personnel degratraind the system manager’s
records.
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Examine account records to assure that all users sigstateanent acknowledging their
understanding of rules and guidelines and that they have sekerity awareness training.

For certain functions, periodic screening checks csquerel may be warranted. For
example, an individual living a lifestyle considerablyekcess of income is a red flag; it may be
the fruit of fraudulent activity. The individual may esaling corporate assets or giving
competitors proprietary information.

Review the controls over account management during ahandlcheck compliance
with controls. Just because a control exists doesgethnusers are actually following it.
One important control we have already mentionedgseggation of duties so that the employee
cannot commit and conceal an illegal activity in thenmadrcourse of duties. Mandating that
employees take vacations is also important from a sgq@arspective. Some fraudulent
activities require the perpetrators to take certain astim a regular basis to prevent the fraud
from being discovered.

In addition to mandatory vacations, you may want taegtéd assignments periodically.
This serves the same purpose: It prevents a perpetm@torcbvering up illegal activities.
Rotating job assignments has other benefits: Whenaamdividuals are trained to perform a
single function, the organization is not excessively ddpst on any single employee.

CONCLUSION

The primary benefit of the computer security policyoiptevent or minimize the loss of assets
or resources due to a security breach. The documentralgides a decision-making framework
for purchasing software and hardware. It gives guidelinestéps to take after a security breach
to prevent further breaches or losses.

A formal risk assessment should be part of the docunstets to be protected, threats
to those assets, and safeguards for those assets shanlyzed.

The rights and obligations of the users should be specdlong with rules for account
use. Conditions that apply to personal users as wellldE piecess accounts should be detailed.
The document should also include criteria of acceptaloifiuser software along with data
access and use policies.

Users should be specifically warned against disclosieig passwords or other
information that could potentially threaten the compastem. Privacy policies, including
those applying to disclosure of confidential informatiothiod parties, should be prominent,
with special attention to user privacy, including condievhen the company may access a
user’s files.

The security policy should state what will happeidre is a security breach. It should
answer questions like:

« If a security breach is in progress, who should be ndtiaed how?
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* What audit trail must be maintained? What log fileswdd be kept?

« How will the affected computer system or network betidied and isolated?

* What are the legal ramifications of entrapment? Nnest security officers identify
themselves®Note: Entrapment is the act of luring into performing a previposl
otherwise uncontemplated illegal act.

* How will violators be punished?

*  When will law enforcement authorities be notified?

* How will the organization recover from a security loiga

Note: 10 keys to protecting personal information on computeroet:w

Install and maintain a firewall to protect data.

Require all systems connected to your network to bagumed safely.

Monitor security patches and keep them up-to-date.

Protect stored and transmitted data using encryption.

Use and regularly update antivirus software at gatewayemonal computers.
Assign a unique ID to each person with computer accessanidail access to data by
that ID.

Ensure all system administrators have proven secsKilig.

Restrict physical access to data.

Implement and enforce an information security policy.

ouhwNE

© o~

Source:The SANS Institute and VISA USA Inc.
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CHAPTER 8
CONTINGENCY PLANNING

Learning Objectives:
After studying this chapter you will be able to:

Implement a contingency plan.

Define the role of senior management.

Clarify the scope of the contingency planning committee.
Develop health and safety systems.

Conduct an impact analysis.

Develop a flexible recovery plan.

Outline a notification procedure.

Establish a recovery and backup system.

Establish a relocation facility with backup hardware soitware.
10 Implement a fire safety and detector alarm system.
11.Implement preventive procedures.

12.Purchase adequate insurance protection.

CoNoOoO~WNE

The purpose of computer security is to protect the informaigovices of the organization as a
whole. Information should not be lost, damaged, or fremtli It should be readily available to
authorized users. It should not be possible to accidemtaiitentionally disable the computer
system.

Contingency planning is a strategy to minimize the etiédisturbances and to allow for
timely resumption of activities. The aim of continggptanning is to minimize the effects of a
disruption on your organizations. A disruption is any sgcuiolation, man-made or natural,
intentional or accidental, that affects normal operast Disruptions in computer processing can
be classified into three categories:

* Malfunction: Minor disruptions that affect hardware, software, or data fileShey’'re
usually quite narrow in scope, and it's usually possible toaeer from them quickly.

« Disasters:Disruptions to the entire facility. They typically reqirthe use of alternate
off-site processing facilities to recover operations. Enfiagilities may be disrupted for
a significant period of time.

e Catastrophes:The most serious type of disruption. In a catastrophe, thelitaes may
have been destroyed. Alternate facilities are always needguldcess data. It may be
necessary to rebuild or establish new or permanent facilities

Rarely will a company face either a disaster or astedphe. Malfunctions or

other minor failures are likely to be the norm. Faman malfunctions, it's generally
more convenient to use onsite backup facilities.
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Your contingency plan should focus on the continuityafr business. Its primary
purpose is to reduce the risk of financial loss and enhangeoyganization’s ability to recover
from a disruption promptly, at least cost. It shouldlgppall facets of your organization: staff,
computer programs, data, workspace, production, and vitadec@ontingency planning for
your information systems should look at all criticaas including LANs and WANS, client
server systems, distributed databases, and PCs.

A common mistake in contingency planning is an excegstugs oncomputemrecovery.
You really need dusinessecovery plan. Undue emphasis on the technolotyerghan the
business, is counter-productive. Quick recovery of competdnology is useless if your
organization cannot recover its business. Excessouesfon computer technology results in
committing too many resources to redundant processing eiliti

A contingency is an event that may or may not ocdure focus of computer security
contingency planning is to provide options in case disruptiikes. Recovery from loss of key
personnel is usually accomplished through succession plaanthbackup training. Computer
facilities are typically covered by insurance policiad &usinesses can generally recover their
investment in computers and equipment.

But losses in a disaster or catastrophe typicaltgea what's recoverable through
insurance policies. Some types of losses are uninsurable.

The primary focus of computer security should alwaygrbgentive rather than
corrective action, though it’'s impossible to anticgavery problem; even if a problem can be
anticipated, the cost/benefit ratio may not justifyitgpreventive measures. Sometimes
precautionary measures may prove ineffective becausentdrnor other error. Productivity and
efficiency may also be sacrificed if precautionary measare taken too far.

You'll need emergency procedures for each type of potehsiaster. Think about how
the disaster might affect data processing and businesstiops. How long would the service
be interrupted? At what level would the company be abipévate?

Organizations are sometimes hesitant about using resotarcevelop a disaster or
catastrophe recovery plan. The probability of a tksas catastrophe is generally low, and the
high costs associated with developing a detailed continggdaoymay be a deterrent. Many
organizations may feel that the costs exceed the paitbetefits.

Yet while the probability of a disaster or catastroptas/ be low, the cost of being
unprepared is high. Most businesses are heavily depemadenimputer technology; even a
minor interruption could have serious financial consegegn

Contingency planning should provide an organized way to maksiaies if there’s a
disruption. Its purpose is to reduce confusion and enhéircability of the staff to deal with the
crisis. When a disruption occurs, a company doesn't theevéme to deliberate, plan, and
organize its recovery. The organization needs to reapuekly. A well-tested, comprehensive
recovery plan can save critical time (and therefovaey).
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THE ROLE OF SENIOR MANAGEMENT

Senior management has ultimate responsibility for astabg), regulating, and monitoring
contingency plans. Senior management support is edsaviimagement must be willing to
commit adequate resources, both tangible and intangiitie.people at the top should appoint a
team to manage the contingency planning process.

Top management has a fiduciary responsibility to prabecbrganization’s assets. If
after a disruption there are losses that could havegregented or minimized by planning,
shareholders and creditors may hold senior managerslias the board of directors personally
liable.

Government regulations, such as the Foreign Corrupt €gachict of 1977 (FCPA), may
impose additional civil and criminal penalties. The BGBquires all publicly held
organizations to maintain adequate controls over theirm@tion systems. Organizations may
take reasonable steps to ensure the integrity of theards and the internal control structure.
An organization that fails to protect its information retsocan be held in violation of the FCPA,;
penalties range from fines to imprisonment.

THE CONTINGENCY PLANNING COMMITTEE

A committee should formulate, test, and implement youmtingency plans; the information
systems manager should be a key member, along with mefntwer functional areas throughout
the organization. The committee defines the scope gfléime which should deal with how to:

e Prevent disruptions
* Minimize loss if a disruption cannot be prevented
* Recover from a disruption in an organized and expedianher

The planning committee should consult with all major depamtenand specialists

within and outside the organization before drafting a plEmen each department should
review the draft to suggest improvements and modificatidimgre’s plenty of expertise to call
on:

Internal auditorswill play a key role in evaluating the internal cattstructure and
conducting operational audits. They are also familiéln the needs of external
auditors.

. The lawyershould be consulted with respect to the legal consequehees
disruption, including compliance with government regulatisnsh as the FCPA.

. The accounting and finance departmemiBich are heavily dependent on
information technology, are likely to suffer considgdyarom a disruption.

*  The security departmerg responsible for coordinating the recovery efforthefe is
a security breach, fire, earthquake, flood, or bomb threa

. Medical specialistshould be consulted for ways to protect human life irsastier.

They should know the effects of fire extinguishershsag Halon or carbon dioxide,
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and other chemicals. They can advise on the typiesbfid equipment that should be
kept available and how employees should be trained.

e  The public relations departmeshould be responsible for all communications to the
press and others outside the organization.

AREAS TO COVER

Human Safety
The primary concern in any type of planning should béndadth and safety of the people who
work for and with you. You need a plan for:

* Emergency evaluation

e Alerting the fire department and other emergency respauts®rities

« Health and safety concerns unigue to the business ( suth akemical
manufacturing plant)

Business Impact Analysis

In formulating your disaster recovery plan, conductisiriess impact analysis, determining the
likely cost of each risk taken to a worst-case scenakibusiness impact analysis considers how
various threats and vulnerabilities might affect thetiowity of your business. Incorporate into
your plan recovery strategies for specific disasemghasizing your backup strategy, including
the role of any off-site facilities that will be needeAppendix 8.A contains an Impact Analysis
Worksheet to help you with this.

Legal Liability

The planning committee may not realize the existencemain liabilities during its risk
analysis. The plan itself may violate certain lagguirements, exposing the organization to
unnecessary liabilities.

To avoid that, the committee will need to review corgdacuments, including the
Articles of Incorporation and the by-laws, and thensoder the impact of federal, state, and
local laws on your contingency planning. Violatiorlass may prevent recovery from
insurance policies.

For example, the Worker Adjustment and Retraining Natiifos Act limits the right of
an employer to lay off personnel or close a plant. [Bygrs must provide at least 60 days
notification to state and local officials as welltasemployees. While natural disasters such as
earthquakes are excluded from the notification requirgnogimer disasters-such as fires-are not.
Without adequate insurance coverage, your organization maydixe to lay off personnel and
must continue paying salaries and benefits to the remgaeirsgpnnel.
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Flexibility

The recovery plan has to be flexible enough to coweida variety of disasters and catastrophes.
When planning for resources, consider the effects onlyasiness of a single disaster, such as a
fire, versus the effects of a community-wide disastiech as an earthquake or flood. In a
community-wide disaster, outside resources to help yganmration may be severely strained.
In your contingency planning, identify the resources younei#d in both types of disasters.

Notification Procedure
The notification procedure in a disaster should be lglspecified. Ask yourself:

* Who should be notified?

* How are they to be notified? What if phone lines aimdadl aren’t working?

* What mobile communications equipment might be neededtodar notification?

*  Who will be responsible for notification?

* Where will the primary notification list be kept? Waewvill the backup list be kept?
* How often should the notification list be updated?

Access to Facilities

The recovery plan has to consider the effect of @elaccess to facilities after a disaster. For
example, even if a fire has been put out, the autesnitiay not allow anyone inside the building
until they’ve assessed the amount of structural damage. ebhforcement authorities may be
conducting a criminal investigation (e.g., arson), so thidihg may be considered a crime
scene. In a manufacturing plant there may be darigekio chemical contamination. In a
community-wide disaster like a tornado or a flood you matybe allowed into the geographical
area where your facility is located for anywhere fraeouple of hours to several weeks.

Identify early those areas of the facility that reguoriority access. This will expedite
damage assessment. If urgent access to certain atelas keiquired, check with local
authorities before anything happens to ascertain the propezdure. Under special
circumstances, they may grant access to qualified indilgdua

Emergency Acquisitions

If something goes wrong, what supplies will you need? Thérgency plan should include the
procedure for acquisitions during emergency, with a ligirefauthorized emergency supplies.
Specify by job title who will be responsible for emergeacquisitions, with dollar limits, and
procedures to authorize expenditures beyond the limits; special accounting requirements
should be discussed with the accounting department angbareted into the contingency plan.

Vital Records
Vital records need to be recovered quickly from off-baekup locations. The contingency plan
should specify:

e Documents and records likely to be needed first

* Where vital records are stored
« Equipment and other resources that might be needed torergc
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* Where the records will be stored once recovered

Backup Requirements

It's essential to have a backup strategy for hardwareyaid, data and documentation. The
backup strategy should incorporate functions that arearior the survival of your
organization. For example, data files must be backedguyteréy and often. All vital records,
whether or not computerized, should be protected.

Specify short-term as well as long-term needs. Contgplanning goes beyond
simply keeping a backup of records for short-term recovéryact, it should be more focused
on the long term. In the past, when computer cergaded to be centralized, traditional
contingency plans focused on their recovery. Withsthit to decentralized information
systems, however, contingency planning must now focukeoantire organization, not simply
the information processing centers or data centers.

A written backup policy will clarify procedures and prevepéerational errors. The
policy should specify the backup schedule for each typlataf file and how long each
generation of data files must be kept.

Recovery from disaster can be expedited if your orgéiniz does not use unique
hardware or software. Standard technology and up-to-datereent and software make
replacement simple.

Backup Facilities

You need both on-site and off-site backup of hardwaréyaod, data and documentation. On-
site backup is convenient and readily accessible; asifinptresistant safe may be sufficient.
Store in it the most current copy of the backup files.

However, in a disaster, on-site backup tends to lmemqeate. Whatever disaster—fire,
earthquake, flood (for example, recent hurricanes inHgast Texas and Louisiana)—affects the
primary hardware, software, or data files will alseeffthe backup. That's why off-site backup
storage is necessary.

An off-site facility may be nearby for conveniencefaraway for enhanced protection.
A nearby facility may not be affected by a fire but nb@ysusceptible to damage from natural
disasters like earthquakes or hurricanes. For addtalte facility a fire-resistant safe in a
building within a mile or two may provide adequate protection.

A remote off-site facility provides still greater protien. A fire-resistant storage area
several miles away may be accessed weekly and usedise data files for a long time. A very
remote off-site facility-preferably at least 100 migagay-provides the greatest protection and
may be use for archival storage.

Larger organizations will typically keep several generatiof backups in different

facilities. The logistics of moving files to differefaicilities can become complex; you’ll need
procedures to ensure that data files are correctly backadduppansported to the right facilities.
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Backup sites may be categorized into three types:

* Hotsites Sites that can become fully operational on shetica, typically a few
hours. All hardware and software must be compatible théloriginal site.

« Warm sitesSites that can become fully operational in a mattelays or weeks.
Less expensive equipment and software may alreadyflada. More expensive
equipment or software is purchased or leased if thexsasious disruption. A partial
degradation in processing output is considered acceptable.

» Cold sites Sites that have only a skeleton structure in plateay take anywhere
from several days to weeks or even months to get thes#ieational. Hardware and
software are not in place, but there is adequate eflotriring and air conditioning.
A "cold site" has all needed assets in place exceptabded computer equipment
which isvendor-dependerior timely delivery of equipment including the hardware
and software.

While hot sites offer considerably faster recovangt their cost is high. Warm sites are less
expensive; cold sites are typically useful for longemteomputing needs. An organization may
wish to use all three types of sites in its recovéanp For example, a hot site could be
established for short-term processing needs, giving the congreough time to prepare a warm
or cold site for the long run.

For critical applications where a delay in computer prsingsmay cause significant
financial loss, you can subscribe to a commercial et Sihough the cost is high, these sites
will guarantee that you'll have properly configured hardvwaaré software to run your data when
you really need it.

The costs of commercial hot sites vary considerablgst vendors charge a monthly
subscription fee plus an activation fee and an houtéywden you actually need to use the site.
The activation fee and the hourly rates may be coveraashyance.

Some vendors charge a very high activation fee to diiage use in non-emergency
situations. Others encourage their subscribers to udaditiges for non-emergency situations
such as overload processing.

Commercial hot sites should not be relied on forxareled period of time. For longer-
term needs, there are also commercial warm and te&l sA warm site subscription typically
provides for basic computer facilities with some hardwaree cold site typically provides the
infrastructure for a computer facility, such as air gboing, heating, and humidity controls;
wiring for voice and data; electrical wiring; and floawtdire protection. It usually does not
contain hardware or software.

In choosing a commercial hot site, consider the nurabé concentration of subscribers.

Too many means that the facility may not be availalllerwneeded; too few raises concerns
about the financial survival of the business. Look ouafgeographic concentration of
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subscribers: If there’s a natural disaster, the sitg lmeaunable to meet the needs of all its
subscribers.

When you're selecting a hot site, take into account:

e Activation fees

e Monthly fees

e Usage fees

» Contract period and penalty for early termination

* Number of subscribers

e Geographical concentration of subscribers

* Networking capacity

» Customer service and technical assistance

e Hardware and software provided

* Ability to upgrade hardware and software if necessary
* Vendor’'s expertise and experience in your industry
* Vendor’s financial stability

« Vendor’'s experience with actual disasters

* References

e Other services provided

Mobile backup sites are available from several vendohngsd are trailers equipped
with computer hardware and software that can be takanytdocation you desire. This setup is
especially helpful where it may be difficult for thersonnel to commute to a remote backup
facility.

To identify the best recovery strategy you'll need todumt a thorough technical as well
as cost-benefit analysis. Don't forget how muclogts for wiring, air conditioning, and fire
prevention.

Mutual Aid Agreements

Mutual aid agreements are a low-cost alternative fargemcy processing: Two or more
organizations with similar equipment and applicationsmse to help each other in an
emergency. These agreements may not be legally eafuecso they shouldn’t be relied on
exclusively, but they make sense especially for compaviiespecial requirements that may be
unable to use commercial hot sites.

If you're thinking about a mutual aid agreement, ask yourself

* What are the differences in equipment between my coynpad the potential
partner?

* What are the differences in applications?

* How will we maintain compatibility in equipment and sedire with the partner over
time?

* How often will we test our systems for compatibility?
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* Inan emergency, how much processing time will theelaailable? If there are
multiple partners, which one will we use?

* What equipment, software, staff assistance, andtfasivill the partner provide?

* How secure are the potential partner’'s computer fasi

Relocating Facilities

The severity of the damage to your own facilities ditate whether your organization relocates
temporarily or permanently. The contingency plan &hoaver both possibilities. Recovering
from a disaster may take a long time; but what happetieimterim? For example, if only a
portion of your facilities can be used:

*  Which departments or functions will go back in first?
* What type of support will they require?
« Can large departments be split up, operating out of twaooe locations?

Factors to think about with regard to relocating include:

e Square footage needed

* Which departments need to be in proximity

* Communications facilities needed

e Security concerns

» Storage area needed

* Access to public transportation

e Parking needed

« Employee requirements, such as housing, schools, dgyetaréf relocating at a
distance)

Hardware Backup

Many organizations think that hardware backup is all thagslee for contingency planning, but
hardware backup alone is not sufficient for most companidsile hardware is an essential
element of contingency planning, there’s a lot more.to it

It is important to have backup hardware available both on drgitef For smaller
disruptions, only one or at most a few pieces of agaift are likely to be affected. On-site
backup is usually sufficient to resolve such problems. Ve sa costs you might consider using
older or slower systems in emergencies. Sometimealgaicessing capability is acceptable.

For more serious disruptions, which tend to be longessita#fhardware is of
considerable importance. While hardware vendors areafigttire best source for replacement
equipment, the vendor may be unable to supply the equipmamteed quickly enough for you.
If that's so, used hardware dealers may be able to sapptal components on short notice.

Software and Data Backup

Software and data are intangible assets that must lexf@dt Software includes the operating
system, utilities, and application programs. Keep backpjes not only of your primary
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software but also of any upgrades or patches to fix bugspfamser manuals (online or hard
copy). It's unnecessary to keep backup copies of older gemesatftware.

You need backup copies of the software and user manuadshgprimary and off-site
facilities, where you also need copies of the softwardiguration files or other special settings.
Don't forget to upgrade software at both facilities atdame time, and set in place a procedure
to ensure that copies of maintenance patches to theasefase also kept off-site. Check the
legal requirements for making backups. Some vendors requar@éditional licensing fee if the
software will be used in an alternate facility.

Data includes all source documents, electronic datadiel databases, and output
documents. Unlike software, data by its very nature clsacgetinuously. The contingency
plan should prepare for rapid recovery of data.

There are several different techniques for backing up dabdr small files the process
may be as simple as making a duplicate on the backup medhen it's either not practical or
not cost-effective to backup the entire file, try samreg else.

In a batch processing system, a new master fileested using the old master and
updating it with transactional changes. Keeping copi¢iseobld master file for two or three
generations, along with copies of the transactiorufiidates, provides for continuous backup of
the data.

A real-time online processing system requires diffepeotedures. Duplicate logging of
transactions may be necessary. Copies of individeatds may have to be kept before
updating. Other techniques, such as before-and-after imnégesster records, may be useful.
Specialized backup procedures are typically an integrabpddatabase management systems.

Before recovering data from backup files, it's advisalbiays to duplicate the backup
file to prevent accidents. Data integrity during theorestruction process can then be ensured
with special supervision and controls.

Documentation Backup

Along with hardware, software, and data, backup user maandlsther documentation should
be stored in an off-site fire-resistant locatiaithen changes are made to the primary manuals
and documentation, make sure that the backup documentatipdated as well.

Systems and program documentation that should be backedugkein

* Source code for programs
e Flowcharts

e Program logic descriptions
e Error conditions
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Vital Records and Source Documents

While most organizations store backup copies of vital recuifeiste, there are still numerous
documents that may only be in the primary facilitiesalose they have not yet been backed up.
Many of these are source documents like invoices or pseabhr@ers that originate outside the
organization. If a source document is critical andrtf@mation in it cannot be easily
reconstructed if the document is destroyed, you need adanec® copy the source document.

Remote Backup

Several companies offer remote backup using the InteRetiodically, usually once a day, your
data files can be automatically backed up to an off-sttepaer facility where the data is stored
in an encrypted form. Companies that offer remote bacialpde:

e Atrieva http://www.atrieva.com/

e Connected Corporatiohttp://www.connected.com./

e Guardian Computer Servicettp://www.guardiancomputer.com/
* Netsafehttp://www.evault.com/

e Saf-T-Net:http://www.trgcomm.com/

e SafeGuard Interactivéattp://www.sgii.com/

e TeleBackup Systems, Indittp://www.telebackup.com/

A more costly alternative is to transmit a copy afteransaction to a remote facility.
In mirror processinghe data is not only transmitted but also updated on a dtghliatabase.
With mirror processing the backup database is alwaysmuriThis doesn’'t necessarily have to
be done at a remote location; you may want to set inegite.

FIRE SAFETY

Fire is the most common cause of damage to computmrserCombustible material should not
be allowed in any computer room. Install fire-detechorsilnerable locations. Use fire-
retardant material for office furniture, draperies, andfor coverings. Put waste receptacles
outside the computer room: Computer paper in waste reteptan accelerate a fire.

Detection Devices
Fire detectors sense either thermal combustiontarmyproducts or changes in temperature.
They may be actuated by smoke, heat, or flame. Adladlets must meet government standards.
Make sure the devices are connected to an automatiddira aystem.

Smoke-actuatedevices provide early warning of fires developing slowlyeyrshould
be installed in all air conditioning and ventilating syste Smoke detectors typically rely on
eitherphotoelectricor radioactivedevices.

In the photoelectric cell, variations in the intiensf light cause changes in electric
current. These detectors are generally of three types

* Area-samplingdevices draw in air from the area to be protected. dkenms present
in the sampled air, the light reflections on the plkectric cell will trigger the alarm.
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« Beamdevices focus a beam of light onto a photoelectricficaih across the protected
area. Smoke, causing an obstruction in the lightvatets the alarm.

» Spotdevices, unlike beam devices, contain the light sourdetenreceiver in one
unit. Smoke entering the detector causes the light &ctedhto the photoelectric
cell, activating the alarm.

Radioactive smoke detectasntain a minute amount of radioactive material in aigpec
housing (the danger from radiation from such devicesngmail). Smoke interacting with the
radioactive material changes its ionization, whiclivates the alarm. Radioactive detectors are
mostly commonlyspottypes.

The response time for radioactive smoke detectoffeistad by several variables,
including the stratification of air currents and the natfrdne combustion products. Generally,
the heavier the particles resulting from combustion|ahger it takes for them to reach the
ceiling, where the smoke detectors are usually attachddharonger the response time of the
unit.

Heat-actuated detectosmn be of two types. The first will activate theradavhen the
temperature reaches a predetermined value. The second genaenount of change in
temperature. Typically, when the rise in temperatxoeeds 15 degrees to 20 degrees F the
alarm is activated.

In highly combustible areas, the rate-of-rise tempeeadetectors are recommended
because their response time is faster. However, fes@gerature detectors are not as prone to
false alarms. Some heat-actuated detectors contairyipethof sensors.

Heat detectors are available in line or spot stylese-type detectorgsually rely on
heat-sensitive cables or a pneumatic tubpot-type detectoi@e placed at fixed intervals in
each zone.

Flame-actuated detectoese of two types, both expensive: flame-radiation-freque
and flame-energyFlame-radiation-frequencyetectors sense the flame-related flicker caused
by combustion. Flame-energy detectors sense theadfemergy of the flame. They tend to be
best-suited to protecting expensive equipment; their ptenegivantage is that they are super-
fast. These detectors can also produce enough voltagggter tthe release of an extinguishing
agent.

Extinguishing Agents
Different types of fire require different types of iegfuishing agents. Using the wrong
extinguishing agent can do more harm than good.

« Fires fed byordinary combustible materialsuch as wood, paper, plastics, and
fabric, can be safely extinguished with water or tasl@ABC) dry chemical.

* Fires fed byflammable liquids and gasesych as oil, grease, gasoline, or paint can
generally be safely extinguished with tri-class (ABC) cngmical, halon, FM-200,
and carbon dioxide.
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* Fires involvinglive electrical equipmerghould be extinguished only with a non-
conducting agent such as tri-class (ABC), regular dry clentialon, or carbon
dioxide.

Hand-held fire extinguishers should be mounted on the amlhould self-contained breathing
apparatus, because carbon dioxide discharge can suffosatas.

Electrical Fires

Most computer room fires will be electrical, caused bgrbeating of wire insulation or other
components. Because smoke from an electrical firebaagxic, it should be avoided even in
small quantities. Generally electrical fires cannoekinguished until the heat source is
eliminated.

A power panel with circuit breakers for the majagqais of equipment should be easily
accessible, preferably inside the computer room. Theitsirgliould be clearly labeled so that
equipment can be shut down quickly in an emergency. eBteuld be separate circuits for
redundant devices, and an emergency switch to shut dowtileng if there is a fire.

In a major fire or explosion, the only concern shdaddhe safety of human life.
Computer equipment and wiring is likely to be destroyed byiritense heat. That’s why backup
copies of disks and data should always be kept off-sit#.oMy will this help in recovering
from a fire, it can also help during the fire since stadf will not be tempted to risk their lives
saving data.

Carbon dioxide, a colorless, odorless, and eledlirinan-conductive inert gas, is
generally stored under pressure as a liquid. Carbon dioxiohgeishes fire by reducing the
amount of oxygen available to it. It may not be effectn fires fed by materials such as metal
hydrides, reactive metals like sodium, potassium, magmegitanium, and zirconium, and
chemicals containing oxygen available for combustion.

Halon has the potential of depleting the ozone layehile halon is still in use, by
international agreement it has not been manufactumed danuary 1, 1994. FM-200, a
substitute, is not very effective against electriaadi In an electrical fire, it's essential tha th
power be shut off because until power is stopped a fliegeshing system will only suppress,
not extinguish, the fire.

The suppression agent in FM-200 is a halogenated alkaneflin@tpropane. Under
compression FM-200, a colorless and odorless gas, becdmaglawhich is stored in steel
cylinders.

Once discharged, FM-200 returns to the gaseous staepgtesses fire by cooling it
and reducing the amount of oxygen available. It's typiaiBgharged rapidly, in no more than
a few seconds. FM-200 helps prevent re-ignition. Isddave any residue nor does it require
cleanup after discharge and it doesn’t harm humans.
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Water Sprinklers

Water sprinkler systems are a simple, relativelyxpessive protection against fire. Most new
buildings are required by code to have sprinkler systdrmsigh their accidental activation can
cause substantial damage and it may take a long timesbedomal operations can be resumed.

In an electrical fire, water may even intensifg fire, causing greater damage. Sensors
should therefore be installed to cut off electrical pplefore sprinklers are turned on. It should
also be possible to activate sprinkler heads individuallyrevent damage to a wide area. A
shut-off valve inside the computer room can help you shwvatér when it's no longer needed,
minimizing damage if the system is accidentally actiate

Carbon dioxide, halon, and FM-200 extinguishers don’t recany cleanup after
discharge. Foam or dry chemicals can be hard to remQuick removal of smoke should be a
priority. The smoke or fire alarm should automaticaltyivate special fans and blowers.

Extinguishing Micro-computer Fires

If computer equipment starts smoking, first cut off thaipment’s electrical power. This is

often sufficient to extinguish the fire by itselft there are visible signs of fire, or if you can feel
the heat, use a fire extinguisher. Carbon dioxide exthgus are often recommended for
microcomputer-related fires. When using a carbon dioxidagexsher, don’t spray the agent
directly onto the surface of the CRT (cathode-ray)tleeause the sudden drop in temperature it
causes will shatter the glass.

Training

Personnel should be trained for a fire emergency. Coynpalicy should state exactly what
action should be taken if a fire starts or a smoke apres off. Personnel should be strictly
prohibited from risking injury or loss of life to protect dataequipment.

Preventing Damage
The following steps can reduce the damage caused byrfaden @ahe process reduce your
insurance premiums:

» Safes for storage of documents should have a minimurshiour fire rating.

« Walls, floors, and ceilings of computer facilities shoulgteha minimum two-hour
fire rating.

* The fire alarm should ring simultaneously at the comphatlity and the nearest fire
station. In addition, fire alarm signals should ®eaked to assure prompt response.

* Vaults storing backup tapes and records should be in a separlaking at a
sufficient distance.

* Smoke and ionization detection system should be instaii¢te ceiling of the
computer facilities. Water detection systems shoulmh$talled under the floors.

* Halon, FM-200, or a similar chemical extinguishing sysséould be installed
throughout the facilities. Automatic sprinkler systezan be used in supply and
support areas.

« Building code and fire marshal regulations must be adhersttictly.
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Fire Tracer and Win Tracer

Fire Tracer products (http://www.emss)ngive the exact location of the source of a developing
fire in a computer cabinet, control equipment set, or rodhey can also be used for air

handling units, return air grills, ducts, and large opensaegported by air sampling

techniques. With these products, air is pumped into a sdrmakro-bore tubes positioned in a
cabinet, room, or compartment being protected. The sashpleis then analyzed for the
presence of either smoke particles or gas. If the snevedleaches a preset trace level, then the
Fire Tracer switches from a sampling mode to a seaade to identify the exact location of the
smoke source.

Three separate alarms are triggered by the systemfir3thalarm level is triggered when
the trace cycle is initiated. A pre-alarm is trigget@evarn that a potential fire exists in the
identified area. The final alarm indicates that aifudipient fire condition is present. Each of
the three alarms may be connected to a fire panebfdral purposes.

WinTracer control software may be used to monitor amtrobFireTracers. WinTracer
provides:

* Warning when smoke levels exceed preset limits

* Location of the alarm

e Action sequences and hazard indications

* Remote control (reset, off/online & changing functioswssh as alarm levels, etc.)
« Display of site statues (tracers which are on/offlete,)

* Historical trends

» Data logging and recording of significant events

The basic display is simple enough to be monitored hynghkilled operator. Bar

graphs display current levels of smoke or gas. Caldirg indicates when current levels
exceed the alert levels. If there is an alarmeliera text description of the alarm source,
supplemented by a site map pinpointing the location, alathgastions to be taken for different
alarm types and locations (e.g., notes to tell operatphone fire station, clear room, whatever)
and a list of hazards near the alarm locations.

WinTracer can be customized and the data analyzedadrhmistration has remote
programming access to change text descriptions, actigneisees, and hazard lists. Alarms
may be acknowledged or cancelled. Trend graphs can thedoio monitor compliance.

INSURANCE

Your insurance, with the right endorsements, must be atketpuprotect against disruptions in
business. Your contingency plan should address insuranceras both before and after a
disaster. Especially be sure you're covered if acieti®e facilities is delayed.

Standard insurance policies treat computer equipment tkestinal equipment, covering

them for the same threats. Standard policies don&rcoemputer equipment for power outages
or electrostatic discharges that may delete or destaxyronically stored information.
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A policy specifically geared toward electronic data preicgs(EDP) typically covers
risks to computers, including replacement or repair. Fdngh-technology assets, the policy
should contain aeplacement costndorsement. Unlike assets like industrial machinery avith
long life and low depreciation rate, computer equipmermisén depreciate rapidly, losing its
value. Without the replacement cost endorsement, ygunotabe able to afford to replace
computer equipment after a disaster.

EDP policies, however, typically don't cover damagesilting from loss or inability to
access computer equipment. That’s why you need busiriessiption and out-of-pocket
expenses insuranc&usiness Interruptiomsurance covers not only losses caused directly by
the disaster, but also future business losses if opesatanit resume quicklyOut-of-pocket
expenseoverage reimburses you for use of alternate computdtiésci Make sure your
operations at the outsourcing vendor’s facilities areiced.

Keep your insurance policies up to date. Many organizatis&eep on renewing a
policy they bought years ago, though the business environsmeatinuously changing. A
policy that provided adequate coverage even three yearsagfalishort for current needs.

Maintain a running list of organizational assets, along thieir appraised values,
updating it every time an asset is added or retired. i@rtaview it at least once or twice a
year, and, of course, store a copy of the list off:sit

Many insurance policies require policyholders to insurg greperty to 80%, 90%, or
100% of its value, penalizing them if they fail to maintidie proper level. To reduce your
chances of being penalized, have your assets appraisedgadtyomhd insured to the value
required by the policy.

Check that youvaluable papers and recordsbverage includes the cost of recreating
documents, such as re-entering data and restoring damaged ite

Software products are often excluded from insurance policiless there is a specific
endorsement, but you need to have them covered intea®esta breakdown in equipment, such
as a system crash.

CONCLUSION

Many organizations have no workable disaster recovary. pA common mistake is to put too
much emphasis on electronic data processing and compatasery and too little on keeping the
business running. Many business functions may be ablewiveswith manual procedures.
Prepare procedures to support the essential functions obysimess until computer processing
IS re-established.

Both user participation and the support of senior manageaneritical in formulating
an effective contingency plan. Preventive controls gystem anticipate and avoid deviations.
Examples include training of personnel, segregation of dytieapmbered forms,
documentation, passwords, compatibility tests, and tuanardocuments. Preventive controls
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are usually more cost beneficial as compared with aibwetrols because they avoid the costs of
deviations and the costs of correction.

Many contingency plans provide unnecessary details akdléadbility. Too much
information makes it difficult to update and revise thenpl Anything that can be dealt with at
the time of the disaster should be left out, as shanything that cannot be determined until the
effect of a disaster has been evaluated.

Contingency plans should be reviewed, tested, and upddessaannually. At each
review ask yourself:

* What does the organization need now and in the futwseriove after a disaster?
* How are these needs likely to be fulfilled by the strategelected in the plan?
* How can the strategies be made more effective?

Those who were responsible for developing the contingplagyshould not review, test, or
evaluate it. Independent individuals will have greateeabjity and insight.

Disasters and catastrophes are extremely rarethd’efore imperative that your
contingency plan be cost-effective, though the cosetiteamnalysis is admittedly very difficult
for rare events. Furthermore, your company’s risk peefee will affect how much risk you can
tolerate.

Senior managers are ultimately responsible for contingelanning. While they may

delegate many details to middle management and staffpthstyplay an integral part in the
creation of the plan.
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CHAPTER 9
AUDITING AND LEGAL ISSUES

Learning Objectives:
After studying this chapter you will be able to:

Articulate the scope of internal and external secuutgiting.
Detail the audit trail to identify unusual activities.

Articulate EDI and electronic contracting systems.

Install and maintain controls.

Evaluate computer-assisted audit software and techniques.
Define the legal liability in security management.

Comply with federal legislation and standards.

Institute due care procedures and security standards tblammlity.

NGO ARWNE

Most organizations are facing a host of technologiegimgrirom e-commerce, the Internet, the
Intranet, data mining, data analysis, data warehousirgratec bulletin board systems (BBS),
telecommunications to enterprise-wide applications, @#lfintelligence expert systems, neural
networks, and client-server computing. All business psesetday depend on effective and
efficient information processing. For example, eleaitdulletin board systems function as a
centralized information source and message switching syetesrparticular interest group.
Users review and leave messages for other users, anducirabte with other users on the
system at the same time. Auditors may use computenamy ways to simplify and enhance the
audit process. The auditor can work independently of theesuditd can access records at
remote sites without travel.

Laws and public policies to regulate the use of these téatire have not kept pace with
their development. For example, legal boundaries to grotedidentiality and integrity of data
are of concern to security professionals.

The two requirements crucial to achieving audit efficienay effectiveness with a
personal computer are selecting the appropriate auditftagisrsonal computer applications
and the appropriate software to perform the selected tasHg.

The auditor has an ever-increasing number of roles yoipleomputer environments.
These include:

« Evaluating management's computer system controls icoinese of an audit.
e Using the computer as a tool to perform the audit moreiaitly and effectively.

SECURITY AUDITING
The field of security auditing may be broadly classifigd two types, internal and external.
Both rely on the independent appraisal function; howeverr, sksope is different.
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Internal auditors typically work for a given organinati External auditors do not. They
are typically Certified Public Accountants (CPAs) oa@kred Accountants (CAs) hired to
perform an independent audit, usually of a company’s finast@téments. Their primary
concern is to evaluate the fairness of the statesnent

The scope of internal auditing is typically broaderteinal auditors are concerned not
only with safeguarding organizational assets but alsopuiimoting operational efficiency.
Their concern is that the company has adequate contrbihat the procedures used are cost-
efficient as well as effective. Internal auditoygitally report to top management or to the audit
committee of the Board of Directors.

The information technology (IT) function can be autliby both internal and external
auditors. Whoever does it must have expertise in fozdhcial auditing and computer
technology. IT auditors can help your company assessHerelated to the use of computer
technology.

Coordinating the activities of IT auditors and financial tardican enhance audit
efficiency. IT auditors might train and guide non-IT &odi in IT procedures and methods; or
IT auditors might manage the computer system during finanatl processing.

IT auditors recommend appropriate controls, which tend todre complex than
controls in manual systems. Specialized computer aahintques must be used in highly
automated environments. |IT auditing:

e Uses technological tools and expertise
« Evaluates the adequacy and effectiveness of the ceyst@Ems
* Assesses technology-related risks

IT auditors review systems to ensure that they meet guaaiieria, assessing their compliance
with the organization’s systems development methodold@yauditors may review proposed
enhancements to computer systems to evaluate whethgsteemontains adequate controls.
Their participation in the development process avdidsieed to modify systems after they’'ve
been implemented, a costly and difficult processnay, in fact, sometimes be virtually
impossible to correctly modify a system. An auditoridtigeview trading partner agreements
and contracts with third-party service providers. These deatsyshould contain necessary
clauses and appropriately limit liabilities. Moreovegdl counsel should have reviewed the
agreements or contracts. An auditor should also deterwiether the third-party service
provider’s operations and controls have been independenigwed (for example, by public
accountants).

While IT auditors may evaluate systems in procesd;Ttla@ditor must not assume any
operational responsibility. The auditors must remagiependent and objective.

Data centers serve the information needs of amaaf@on. IT auditors typically review
the following aspects of the data center:
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e Systems development standards

« Efficiency and effectiveness of operating and admirtisggrocedures
» Library control procedures

e Structure of the data center

* Network system

e Backup controls

e Contingency planning and disaster recovery

« Personnel practices

e Security

To perform their duties IT auditors must:

* Keep current with state-of-the-art technologies
« Understand how to use the technology to support businessdns
» Use audit tools specific to the technology needs obtganization

IT auditors often review applications systems, with spettahtion to programmed control
procedures such as edit checks and exception reportingngitheir duties, IT auditors:

e Evaluate the risks and control associated with teclgyolo
* Support other auditing functions during financial, operationspaipliance audits
« Evaluate corporate computer policy and security standards

The IT auditor is also responsible for determining whetbetrols are adequate and whether:

e Transactions are processed accurately and completely
e Transactions are properly authorized

e Errors and omissions are prevented or detected

e Duties are segregated

* Jobs are completed in a timely fashion

IT auditors often assist external and operational ialexanditors in:

* Collecting, extracting, and analyzing data
* Reviewing and testing internal controls
* Investigating exceptions

AUDIT TRAIL

E-business systems should be periodically examinedjdited, by a company’s internal

auditing staff or external auditors from professioraloainting firms. Such audits should review
and evaluate whether proper and adequate security meastinegaia@gement policies have been
developed and implemented. An important objective of ealgsisystem audits is testing the
integrity of an application audit trail. Aaudit trail can be defined as the presence of
documentation that allows a transaction to be trdwedigh all stages of its information
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processing. The audit trail of manual information gystevas quite visible and easy to trace;
however, computer-based information systems have changddrm of the audit trail.

The transaction trail or audit trail allows the audttwtrace a transaction back to its
origins. All attempts to gain access to the systemldhmilogged chronologically. Unusual
activity and variations from established procedures shouiddmtified and investigated.

Many significant transactions occur inside the compstethey aren’t visible or directly
observable. The transaction trail provided informatiooua additions, deletions, or
modifications to data within the system. An effeciénlit trail allows the data to be retrieved
and certified. Audit trails will give information suels:

« Date and time of the transaction
* Who processed the transaction
e At which terminal the transaction was processed

Maintaining audit trails is more difficult in an eleatric environment. In a paper based system,
for instance, a physical purchase order is prepared, tiypicdriplicate. At each state, paper is
work done and a physical trail established. Such agradrmally absent in electronic
transactions.

Your computer software should be designed to provide an aaitlit Most commercial
software packages have at least some audit trail cagabilit

Computer security risks affect an organization’s intecoatrol structure, which in turn
affects the ability to audit the entity. Computer psseg reduces human involvement,
centralizes data, and may eliminate segregation of duflestralizing data makes it possible to
introduce higher quality controls over operations; howedee to reduced human involvement
and less segregation of duties, auditors must use greah es@uating the electronic data
processing department.

Adequate segregation of duties is crucial. No persondheuin a position both to
perpetrate and to conceal errors in the normal coursesiiess. For example, there should be a
division of duties between:

* Programmers, librarians, and operators: Different inldizis should develop computer
applications, have custody of programs and data files, p@cie applications.

« Data processing personnel, users, and control personnel

* Individuals authorizing changes in program logic or datatlamse coding the changes

EDI AND ELECTRONIC CONTRACTING

Electronic data interchange (EDI) systems are on-iiseem1s where computers automatically
perform transactions such as order processing and gageratoices. EDI allows trading
partners to exchange electronic data faster, cheamemare accurately. The messages are
structured in a prearranged format to facilitate autantatmputer processing. The electronic
messages generally result in a legally binding contract.
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Although EDI can reduce costs, it can adversely afiecuditor’s ability to do her job.
EDI transactions go through several systems. Electrenords and audit trail must be
maintained throughout. Any data used for EDI needs tcabslated into a standardized format.
The translation software must maintain the audit trdhy communication sent over the
network must be accounted for by communication softw@rata translated into internal format
by the recipient’s translation software must be trackédally, the data is used by the
recipient’s application software.

In an EDI environment, a weakness in any system caecpeoblems not just for that
entity but also for its trading partners. Therefoeghefunction at each stage must be reviewed
and appropriate controls incorporated.

The American Institute of Certified Public Accounta@8dPA) has issued control
techniques to ensure the integrity of an EDI systene AlIKPA recommends that controls over
accuracy and completeness at the application level include

e Checks on performance to determine compliance with inglasindards

* Checks on sequence numbering for transactions

* Prompt reporting of irregularities

« Verification of adequacy of audit trails

e Checks of embedded headers and trailers at interchangegfahcfroup, and
transaction set level

Control techniques at the environmental level include:

e Quality assurance review of vendor software

e Segregation of duties

* Ensuring that software is virus-free

* Procuring an audit report from the vendor’s auditors
» Evidence of testing

To ensure that all EDI transactions are authorizedAl8® A suggests these controls include:

» Operator identification code

e Operator profile

* Trading partner identifier

* Maintenance of user access variables
* Regular changing of passwords

Not all electronic messages result in electronic cotitigac For example, messages with purely
informational content don’t nor do intrafirm messsigée law generally distinguishes between
intra-firm and inter-firm communications.

Yet electronic contracting occurs routinely. Exarapéelectronic offer and acceptance
modes are:
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e Purchase orders

e Invoices

 Payments

e Solicitation and submission of bids

* Filing documents with the government
e Advertising goods and services

Trading partner agreements or EDI agreements are edgerglectronic contracting. These
agreements:

e Clarify each party’s rights and obligations
» Specify the risk and liability of each party
* Help avoid misunderstandings

A trading partner agreement gives the parties the legalto enforce it. These agreements
affect partners only; they don’t cover third parties, sa€WANs. The legal and EDI
communities (e.g., the American Bar Association aedgBbIl Council of Canada) have drafted
several model trading partner agreements. There arenaldel agreements for specific
industries and countries. Though the models provide a faibalanced contract, most
businesses will want to customize them to their ownlsiee

A trading partner agreement should state the intetitegparties to transact business
electronically. It should specify whether all trade plya specified portion of the trade
between the two parties is covered by the agreemesholtld clearly specify which transaction
sets will constitute a legally enforceable offer anceatance and how electronic payments will
be made. The parties should acknowledge that theyaetiltepudiate the validity, integrity, or
reliability of EDI transactions and will consider thelne tequivalent of paper-based transactions.

The parties must agree on the time and place of estipf EDI communications. There
are several possibilities. Receipt may take place when:

A message is sent by the sender’s computer system

« A message is received by the receiver’s computer system

« A message is received at the receiver’'s mailbox on B @Aother third party computer
system

* An acknowledgement of receipt is sent by the recipient

« An acknowledgement of receipt is received by the sender

Acknowledgements, typically used to verify communiaagigprovide proof of a

transaction’s integrity and authority. Use cryptographethmds whenever possible, especially
when the authenticity of a transaction is cruciadbm8times electronic signatures are used to
verify the integrity of a message; typically thegmatures are created cryptographically;
however, a signature doesn’t have to be encrypted. Anydyoniparty’s name may be
considered sufficient as a signature for purposes of affé acceptance as long as the EDI
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system is trustworthy. The location of the signatanmessages should be agreed on in advance
and be as uniform as possible.

Security considerations need special attention whenegaiwafting a trading partners’
agreement. Security provides confidence that transacrersuthentic. It's needed to ensure
that the transactions remain confidential. The EBteay’s security is essential in determining
whether electronic contracting is legally enforceable.

From a legal perspective, trading partner agreementsaligrequire commercially
reasonable security, but the definition of commercisbsonable is vague, differing from
industry to industry. For example, banking will requir@ach higher level of security than on-
line retailing of software.

The trading partner agreement should discuss the semsggnsibilities of each party.
For instance, to what extent is one party responsiblerfsuring the security of its trading
partner? What actions will be taken if security isaloleed? Basic EDI security risks include:

* Access violations

e Message modifications
* Interruptions or delays
* Message rerouting

e Message repudiation

Without access controls, an unauthorized individual coutchie a transaction by pretending to
be an authorized trading partner. Fictitious purchase ®rday be sent or fictitious payments
made. The reliability and integrity of the EDI systbraak down without appropriate access
controls. Greater security is achieved by combiningra¢eecess control techniques. Most
common are techniques based on:

e Something a person knows, such as a password
e Something a person possesses, such as a magnetic caoten a
* Some unique attribute of a person, such as a fingerprioica print, or a retinal pattern

Unauthorized individuals may intentionally modify ekectic messages. Messages may also be
modified unintentionally through hardware, software ransmission error. Authentication of
messages is a major concern, especially with respeeptidiation of a transaction. Irrevocable
proof, such as a digital signature, minimizes the rislep@idiation.

AUDITING CONTINGENCY PLANS

Data processing serves the information needs of mostimagi@ns and its survival in a disaster
is often critical. Auditors are therefore especialbiyncerned about the viability of the disaster
recovery plan.

Your contingency plan is a valuable document that neede aiudited like any other

asset. An auditor is responsible for investigatingluatang, and verifying controls, which may
reduce the risks associated with various types of éisast
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Avoiding disaster is always preferable to recovering fchsaster. An effective
contingency plan, audited regularly, can sometimes helept a disaster. For example,
sabotage can be prevented, but when it isn’t, sabataarsften hide their activities. Auditing
may help detect the crime.

CONTROLS

Management is responsible for installing and maintainingratsnwhich are used to reduce the
probability of attack on computer security. The auditoegponsible for determining whether
the controls are adequate and whether they are beingliedrwith. As more controls are
incorporated, the operating costs tend to increase. S@ee of controls are discussed below.

Deterrent controls are used to encourage complianbecanttrols. Deterrents are
relatively inexpensive to implement. Since their pgg to deter crime, however, it’s often
difficult to measure their effectiveness. Determaomtrols are meant to complement other
controls; they’re not sufficient by themselves.

Preventive controls are the first line of defen$beir purpose is to thwart perpetrators
trying to gain access to your system. They also helpeptewnintentional errors from affecting
the system and the data. For example, pre-numbered ddasuensare that there isn’t a failure
in recording a transaction. Data validation and re\pemcedures prevent the recording of an
incorrect or incomplete transaction, or duplicates tvéasaction.

Detective controls help detect an error once a syeeenbeen violated. These controls
prevent the error from harming the system. Their purgosefocus attention on the problem.
For example, a bait file will identify unauthorized sseh as when a dummy (non-existent)
record is processed, or there may be a comparisoreeetstandard run time and actual run time
to spot possible misuse.

Corrective controls reduce the impact of the thré&at a loss has occurred. They aid in
recovering from damage or in reducing the effect of dam&yerective controls may provide
data for recovery procedures. For instance, lost irddom on floppies may be restored with
utility programs.

Application controls are built into software to deterdetect irregularities and minimize
errors. Application controls typically include inputppessing, change, testing, output, and
procedural controls.

« Input controls are used to ensure that transactionsuititeraed, processed correctly, and
processed only once. Input controls may reject, coroecesubmit data.

* Processing controls ensure that transactions entecethexsystem are valid and
accurate, that external data is not lost or altenaed tlzat invalid transactions are
reprocessed correctly.

« Change controls safeguard the integrity of the systetlamd&rds are established for
making modifications. All changes must be documented.
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* Test controls ensure that a system is reliable béftweomes operational. An example
would be the processing of limited test data when using thesystem.

* Output controls authenticate other controls. Theyfwénat authorized transactions are
processed correctly. Random comparisons can be madepoik to input to verify
correct processing.

* Procedural controls help reduce the probability of proogssistakes and assure
continued functioning if a failure does occur.

AUDIT SOFTWARE

Computer-assisted audit techniques are used extensivelyplagaties of electronically stored
data can be tested quickly and accurately using audita@iwQuery languages can create ad
hoc reports and perform a variety of audit procedures. tAoétware functions typically:

* Appraise reasonableness (e.g., accuracy of sales discandtgends, including aging
analysis

e Check for duplicate invoices or payments

* Compare financial data on different files for consisyenc

* Analyze and report data

» Extract data from computer files

* Provide exception reporting (e.g., excessive inventorynbakor an unusual employee
salary)

* Do field comparisons to find errors or inconsistencies

* Detect fraud

* Recalculate balances

» Do statistical sampling and analysis

Generalized audit software can identify errors keyed agcounting software. It provides cost
savings over custom software because most audits involMarsattivities, such as:

* Analyzing data for unusual or erroneous values

* Analyzing or comparing data stored in two or more sepatdtidically related files
* Generating and formatting reports

e Recalculating balances

» Selecting a sample

» Stratifying data

e Testing transactions

An example of popular generalized audit software packag@€£is Software
(888.669.4225 owww.acl.con).

You can customize audit software if the generalizeeétadoesn’t fulfill the needs of
your organization. Specialized audit software is in asg @vailable for specific industries,
such as banking, health care, entertainment, or insurance.
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LEGAL LIABILITY IN SECURITY MANAGEMENT

Computer security law is a relatively new field, andldgal establishment has yet to reach a
consensus on a host of important issues. Nonethgtas€an incur substantial legal liability by
not maintaining adequate security. Management may depketonally liable in certain
instances. Be particularly careful to protect privaay atier personal rights, which are easily
violated due to a lack of computer security.

Legislation

The Financial Privacy Act of 1978 was passed to proteatnvgtion. The 1987 Computer
Security Act further protects privacy and increases goment computer security requirements.
This act states that “ improving the security and privacsensitive information in the federal
computer systems is in the public interest.” The prigatgor also has to ensure that confidential
information is kept private.

The 1987 Computer Security Act gave the National Instatiftandards and
Technology (NIST) responsibility to develop cost-effexistandards to protect confidential
information in federal databases. Private companmesisa NIST’s work as a model for their
own standards.

Once information is determined to be sensitive, it shbelverified for accuracy before
being put into a database and given whatever protecticatesgary to keep it confidential. Ask
yourself the following questions:

e How should this information be classified?
* How can we ensure the accuracy of the information?
« How can we protect sensitive or confidential information?

The Computer Fraud and Abuse Act of 1986 makes any unauthoreédopying, damaging,
obtaining database information, etc.) of computer hardesmaseftware across state lines a crime.

The Foreign Corrupt Practices Act of 1977 applies topsomes whose securities are
registered or filed under the Securities Exchange AtB8#. It requires these companies to
keep accurate accounting records and to maintain a systeterofl control.

The Counterfeit Access Device and Computer Fraud and Adxtsef 1984 covers
unauthorized retrieval of data from the computer filea dhancial institution or a credit
reporting agency.

The Electronic Communications Privacy Act of 1986 prohiitgone from intercepting
information being transmitted electronically.

Negligence and Due Care
You can incur liability for security violations in a vaty of situations, ranging from
programming errors to violations of civil or criminaia

The standard to avoid liability is due care. For instapoe,may have properly designed
and coded a computer program but, because security is inagleggaboteur places a logic

160



bomb that causes the program to crash. The organizattits senior managers may be held
personally liable for any damages arising from the crfaségligence in securing the program
can be proved. Such damages may be significant if, &impbe, they cause a loss in market
price of the stock or, worse, if human life is afegttas in the crash of a medical diagnosis
system.

NIST has published several national standards for competerity. They cover:

e Automated password generators

» Contingency planning

» Data encryption

» Digital signatures

» Electrical power for computer facilities
* Key management

e Password usage

* Physical security and risk management
e User authentication techniques

The Department of Defense (DOD) publishes the RainbowesSef booklets to help developers,
evaluators, and users of trusted systems. They includenaion on networks, databases, and
other problems with distributed computer systems. Thergovents of Britain, the Netherlands,
France, and Germany have themselves jointly issuedetetafiormation Technology Security
Evaluation Criteria (ITSEC).

Consider using these standards in managing your own conggateity. If you don'’t, in
a lawsuit alleging breach of security, the plaintiiyruse your failure to follow recognized
standards to prove that you've been negligent, ewsuif organization wasn't required to
follow them.
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CHAPTER 10
COMPUTER CRIME, CYBERFRAUD, AND RECENT TRENDS

Learning Objectives:
After studying this chapter you will be able to:

Definecomputer crime

Identify major issues regarding computer crime.

Outline some popular tools of security management.

List other security measures.

Develop a checklist to minimize your vulnerability.
Recognize recent trends in the computer security industry

ouhwNE

Computer crimeis a growing threat to society by the criminal or passible actions of
computer individuals who are taking advantage of the wigespuse and vulnerability of
computers and the Internet and other networks. It thsepiea major challenge to the ethical
use of information technologies. E-computer crime pssdeus threats to the integrity, safety,
and survival of most e-business systems, and thus makdeuwblepment of effective security
methods a top priority.

COMPUTER CRIME
Computer crime is defined by the Association of Informafienhnology professionals (ATIP)
as including:
e The unauthorized use, access, modification, and destmadtisardware, software, data,
or network resources.
e The unauthorized release of information
e The unauthorized copying of software
« Denying an end user access to his or her own hardware aseftata, or network
resources
e Using or conspiring to use computer or network resourcdiegally obtain information
or tangible property.

Penalties for violation of the U.S. Computer Fraud ahds& Act include:
1. 1to 5years in prison for a first offence
2. 10 years for a second offence
3. 20 years for three or more offences
4. Fines ranging up to $250,000 or twice the value of stolen data

Hacking
Hacking is the obsessive use of computers, or the unauthorizedsaand use of networked
computer systems. lllegal hackers (also catletkerg frequently assault the Internet and other
networks to steal or damage data and programs. Hackers can
* Monitor e-mail, Web server access, or file transterextract passwords or steal network
files, or to plant data that will cause a system tcaeke intruders.
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* Use remote services that allow one computer on a metwaxecute programs on
another computer to gain privileged access within a network.

* Use Telnet, an Internet tool for interactive use afote computers, to discover
information to plan other attacks.

Note: The more likely danger by far is the cleaning crewdHhagen bribed to snatch diskettes off
your desk, the disgruntled employee who knows the passwaddéi@ encryption keys, the
bookkeeper who's created a fake vendor account, the wadg puiling racist jokes off the web
and e-mailing them to half the company. These insidegbtmiot qualify as computer criminals,
but computers can certainly facilitate their dirty deeds.

Cyber-Theft

Many computer crimes involve the theft of money. Inrtegority of cases, they are “inside
jobs” that involve unauthorized network entry and fraududdtetration of computer databases to
cover the tracks of the employees involved.

Unauthorized Use at Work

The unauthorized use of a computer system is caftezland resource theft A common
example is unauthorized use of company-owned computer rietlyp employees. This may
range from doing private consulting or personal financeplaying video games to
unauthorized use of the Internet on company networks. dYemvonitoring software called
sniffersis frequently used to monitor network traffic to evaduagtwork capacity, as well as
reveal evidence of improper use.

Software Piracy

Computer programs are valuable property and thus are thetsobjbeft from computer
systems. Unauthorized copying of softwarsaiftware piracyis a major form of software theft
because software is intellectual property, which is pteteloy copyright law and user licensing
agreements.

Piracy of Intellectual Property

Software is not the only intellectual property subjeatamputer-based piracy. Other forms of
copyrighted material, such as music, videos, images|eatibooks, and other written works are
especially vulnerable to copyright infringement, which numairts have deemed illegal.
Digitized versions can easily be captured by computeéessygsand made available for people to
access or download at Internet websites, or can bdyelssseminated by e-mail as file
attachments. The development of peer-to-peer (P2Rprehg has made digital versions of
copyrighted material even more vulnerable to unauthorized

Computer Viruses

One of the most destructive examples of computer cmv@ves the creation aomputer
virusesorworms They typically enter a computer system through illegdorrowed copies of
software, or through network links to other computeresyst A virus usually copies itself into
the operating systems programs, and from there to thediek and any inserted floppy disks.
Vaccine programs and virus prevention and detection progranaailable, but may not work
for new types of viruses.
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Privacy Issues
The power of information technology to store and retriaf@mation can have a negative effect
on theright to privacyof every individual. For example:
* Confidential e-mail messages by employees are monitorathhy companies
* Personal information is being collected about individeaksy time they visit a site on
the World Wide Web
« Confidential information on individuals contained in talized computer databases by
credit bureaus, government agencies, and private businassis been stolen or
misused, resulting in the invasion of privacy, fraud] ather injustices.
* Unauthorized use of information can seriously damage thagyrof individuals.
e Errors in databases can seriously hurt the credit stqmadireputation of individuals.

Some important privacy issues being debated in busineggpaachment include the following:

* Accessing individuals’ private e-mail conversations andpmgder records, and collecting
and sharing information about individuals gained from thsits/io Internet websites
and newsgroups (violation of privacy).

« Always “knowing” where a person is, especially as rieland paging services become
more closely associated with people rather than plgammputer monitoring)

* Using customer information to market additional businesscgs (computer matching).

e Collecting telephone numbers and other personal infawmé&b build individual
customer profiles (unauthorized personal files).

Privacy on the Internet
The Internet is notorious for giving its users a feelihgrmnymity, when in actuality, they are
highly visible and open to violations of their privacy.odfl of the Internet and its World Wide
Web and newsgroups are still a wide open, unsecured oglectrontier, with no tough rules on
what information is personal and private. You can proteat privacy in several ways:
* Use encryption to send e-mail (both sender and receiust have encryption software).
« Use anonymous remailers to protect your identity whenaglsucomments in newsgroup
postings.
* Ask your Internet service provider not to sell your name @ersonal information to
mailing list providers, and other marketers.
* Decline to reveal personal data and interest on onliwviceeand websites user profiles.

Computer Matching

Computer matchings the use of computers to screen and match data iadoadual
characteristics provided by a variety of computer-basedmé#bon systems and databases in
order to identify individuals for business, government, oeiofflurposes. Unauthorized use or
mistakes in the computer matching of personal data carthveat to privacy. For example, an
individual's personal profile may be incorrectly matclkdth someone else’s.

Privacy Laws

In the U.S., the Federal Privacy Act strictly regesathe collection and use of personal data by
governmental agencies. The law specifies that indivadabe the right to inspect their personal
records, make copies, and correct or remove erroneonsleading information.
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The Federal Privacy Act specifies that federal agencies

e Must annually disclose the types of personal datatfieg maintain.

» Cannot disclose personal information on an individualty other individual or agency
except under certain strict conditions.

* Must inform individuals of the reasons for requesting pesmifiormation from them.

* Must retain personal data records only if it is “rel@vand necessary to accomplish” an
agency’s legal purpose.

* Must establish appropriate administrative, technical,pdrysical safeguards to ensure
the security and confidentiality of records.

The U.S. Congress enacted the Electronic Communica®iovacy Act and the Computer
Fraud and Abuse Act in 1986. These fedpradacy lawsare a major attempt to enforce the
privacy of computer-based files and communications. Tlaege prohibit intercepting data
communications messages, stealing or destroying dataspassing in federal-related computer
systems.

Computer Libel and Censorship
The opposite side of the privacy debate is:
« The right of people to know about matters others may teakeep private (freedom of
information)
» The right of people to express their opinions about swatkens (freedom of speech)
» The right of people to publish those opinions (freedom@fitiess).

Some of the biggest battlegrounds in the debate arailleéirbboards, e-mail boxes, and
online files of the Internet and public information netkgmrsuch as America Online and the
Microsoft Network. The weapons being used in this battdeidespammingflame mail libel
laws, and censorship.

Spamming- is the indiscriminate sending of unsolicited e-maglssages (spam) to many
Internet users. Spamming is the favorite tactic ofsamaailers of unsolicited advertisements, or
junk e-mail. Cyber criminals to spread computer viruses or infiltratayn@mputer systems
have also used spamming.

Flaming - is the practice of sending extremely critical, detoga and often vulgar e-mail
messages (flame mail), or newsgroup postings to otheraséng Internet or online services.
Flaming is especially prevalent on some of the Inté&sspiecial interest newsgroups. The
Internet is very vulnerable to abuse, as it curreattk$ formal policing, and lack of security.

Computer Monitoring

One of the most explosive ethical issues concerningubéty of working conditions in e-
business isomputer monitoring Computers are being used to monitor the productivity and
behavior of employees while they work. Supposedly, coenpgubnitoring is done so employers
can collect productivity data about their employeesdcease the efficiency and quality of
service.
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Computer monitoring has been criticized as unethicalusse

* Itis used to monitor individuals, not just work, and is dometinually, thus violating
workers’ privacy and personal freedom.

* Is considered an invasion of the privacy of employeesalse in many cases, they do
not know that they are being monitored, or don’t know tiesvinformation is being
used.

 The employee’s right of due process may be harmed hyniv®@per use of collected
data to make personnel decisions.

* Itincreases the stress on employees who must waldr wonstant electronic
surveillance.

e It has been blamed for causing health problems among mechiorkers.

* It has also been blamed for robbing workers of the digrfitheir work.

TOOLS OF SECURITY MANAGEMENT

The goal okecurity managemens the accuracy, integrity, and safety of all e-bussne
processes and resources. Effective security manageam@ninimize errors, fraud, and losses
in the internetworked computer-based systems that inteeod today’s e-business enterprises.

INTERNETWORKED SECURITY DEFENSE

Security of today’s internetworked e-business enterpisg@snajor management challenge.
Vital network links and business flows need to be protectad éxternal attack by cyber
criminals or subversion by the criminal or irresponsiloks af insiders. This requires a variety
of security tools and defensive measures and a coordinatgitysetanagement program.

Encryption
Encryption of data has become an important way to protect data head@imputer network
resources especially on the Internet, intranets, smdrets.

Encryption characteristics include:

» Passwords, messages, files, and other data can baittadsn scrambled form and
unscrambled by computer systems for authorized users only.

* Encryption involves using special mathematical algorithmgkegs to transform digital
data into a scrambled code before they are transmittddpadecode the data when they
are received.

* The most widely used encryption method uses a paiulific andprivate keysinique to
each individual. For example: e-mail could be scrachbled encoded using a unique
public key for the recipient that is known to the sendéter the e-mail is transmitted,
only the recipient’s secret private key could unscrarttidemessage.

* Encryption programs are sold as separate products ommaitbther software used for
the encryption process.

« There are several competing software encryption stdadaut the top two are RSA and
PGP.

Firewalls
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Another important method for control and security anltiternet and other networks is the use
of firewall computers and software. A network firewall can lse@munications processor,
typically arouter, or a dedicated server, along with firewall software.

Fire wall computers and software characteristics include:

« Afire wall serves as a “gatekeeper” computer systetpifzdects a company’s intranets
and other computer networks from intrusion by serving #seadnd safe transfer point
for access to and from the Internet and other networks.

» A fire wall computer screens all network traffic for peopasswords and other security
codes, and only allows authorized transmissions in andfalé network.

» Fire walls have become an essential component oh@a#ns connecting to the
Internet, because of its vulnerability and lack of séguri

* Fire walls can deter, but not completely prevent, uraigéd access (hacking) into
computer networks. In some cases, a fire wall mayvadiccess only from trusted
locations on the Internet to particular computers ingiédire wall. Or it may allow
only “safe” information to pass.

« In some cases, it is impossible to distinguish safe Liagarticular network service from
unsafe use and so all requests must be blocked. Theafirenay then provide
substitutes for some network services that perform masiecsame functions but are not
as vulnerable to penetration.

Denial of Service Defenses
The Internet is extremely vulnerable to a varietyssfaallts by criminal hackers, especially
denial of servicdDOS) attacks. Denial of service assaults via thermet depend on three
layers of networked computer systems, and these abasiesteps e-business companies and
other organizations can take to protect their websites demal of service and other hacking
attacks. The organization should protect:

e The victim’s website

* The victim’s Internet service provider (ISP)

« The sites of “zombie” or slave computers that were candaered by the cyber

criminals.

e-Mail Monitoring

Internet and other online e-mail systems are one datlwite avenues of attack by hackers for
spreading computer viruses or breaking into networked computensail is also the
battleground for attempts by companies to enforce pokgamst illegal, personal, or damaging
messages by employees, and the demands of some ermspdmgeethers, who see such policies
as violations of privacy rights.

Virus Defenses

Many companies are building defences against the spreadisésiby centralizing the
distribution and updating of antivirus software, as a resipdity of their IS departments. Other
companies are outsourcing the virus protection respongitalitheir Internet service providers
or to telecommunications or security management comganie
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OTHER SECURITY MEASURES

A variety of security measures are commonly used ttepre-business systems and networks.
These include both hardware and software tools like faldtant computers and security
monitors, and security policies and procedures such as passarmal backup files.

Security Codes

Typically, a multilevepasswordsystem is used for security management.

e First, an end user logs on to the computer system byirentas or her unique
identification code, or user ID. The end user is teked to enter a password in order
to gain access into the system.

* Next, to access an individual file, a unique file nametre entered.

Backup Files
Backup files which are duplicate files of data or programs, aglar important security
measure.
» Files can be protected by file retention measuresnkiatve storing copies of files from
previous periods.
» Several generations of files can be kept for contrghpses.

Security Monitors
Systensecurity monitorsare programs that monitor the use of computer systachaegtworks
and protect them from unauthorized use, fraud, and destruction.
e Security monitor programs provide the security measures déedglow only
authorized users to access the networks.
e Security monitors also control the use of the hardwsaryware, and data resources of a
computer system.
* Security monitors can be used to monitor the use of competewnrks and collect
statistics on any attempts at improper use.

Biometric Security
These arsecurity measures provided by computer devices, which measuregblngsts that
make each individual unique. This includes:

* Voice verification

* Fingerprints

e Hand geometry

e Signature dynamics

» Keystroke analysis

* Retina scanning

* Face recognition

Computer Failure Controls
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A variety of controls are needed to prevent compuatéure or to minimize its effects.
Computer systems may fail due to:

* Power failure

» Electronic circuitry malfunctions

* Telecommunications network problems

* Hidden programming errors

* Computer operator errors

» Electronic vandalism

The information services department typically takes siepsevent equipment failure and to
minimize its detrimental effects. For example,
* Programs of preventative maintenance of hardware andgeanent of software updates
are commonplace
* Using computers equipped with automatic and remote maintecapabilities
« Establishing standards for electrical supply, air conditiorwignidity control, and fire
prevention standards
« Arrange for a backup computer system capability with desastovery organizations.
* Scheduling and implementing major hardware or softwareggsato avoid problems.
* Training and supervision of computer operators.
* Usingfault tolerant computer systemsg(il-safeandfail-soft capabilities)

Fault Tolerant Systems
Many firms use fault tolerant computer systems thaé madundant processors, peripherals, and
software that provide a capability to back up componerttseievent of system failure.

« Fail-Safe -Fail-Safe refers to computer systems that continu@¢oabe at the same level
of performance after a major failure.

* Fail-Soft - Fail-Soft refers to computer systems that continueptrate at a reduced but
acceptable level after a system failure.

DISASTER RECOVERY

Hurricanes, earthquakes, fires, floods, criminal anatistracts, and human error can all
severely damage an organization's computing resources,usnthéhhealth of the organization
itself. Many companies, especially online e-commercelees and wholesalers, airlines, banks,
and Internet service providers, for example, are crippjeldsing even a few hours of
computing power. That is why it is important for organaag to develoglisasterecovery
procedures and formalize them inligaster recoverplan. It specifies which employees will
participate in disaster recovery, and what their dutitde; what hardware, software, and
facilities will be used; and the priority of applicat®that will be processed. Arrangements with
other companies for use of alternative facilities asastier recovery site and off site storage of
an organization's databases are also part of an effeetovery effort.

SYSTEM CONTROLS AND AUDITS
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The development of information system controls andatttemplishment of e-business systems
audits are two other types of security management.

Information Systems Controls

Information systems controls are methods and devicesittiganpt to ensure the accuracy,
validity, and propriety of information system activitieformation System (IS) controls must
be developed to ensure proper data entry, processing techsiguage methods, and
information output. IS controls are designed to momitat maintain the quality and security of
the input, processing, output, and storage activities ofrdogmation system.

Auditing IT Systems

E-business systems should be periodically examinedjdited, by a company’s internal

auditing staff or external auditors from professioraloainting firms. Such audits should review
and evaluate whether proper and adequate security meastineaiagagement policies have been
developed and implemented.

An important objective of e-business system auditssisng the integrity of an application
audit trail. Anaudit trail can be defined as the presence of documentation kinat al
transaction to be traced through all stages of its irdtiom processing. In the past, the audit
trail of manual information systems was quite visibld aasy to trace; however, computer-
based information systems have changed the form aiuthie trail.

Depending on the value of the company's information, @ @ay want to authorize
funding for careful attention to an audit log of compwetivity. An audit log records all
network traffic—where it's coming from, where in thetwork it goes, and what it does.
Software can detect and flag suspicious activity. Whieldg does nothing to prevent what's
already happened, it can allow computer forensic expersthdy police officers, consultants,
or your own people—to either prevent a repeat of the iowasi to lie in wait for a second
attack possibly identifying the invader for subsequent prosecut

AN INCOMPLETE CHECKLIST FOR A COMPREHENSIVE PLAN
You may not be able to block every angle of attack, bug &iee a few steps and points that will
help minimize your vulnerability.

* Develop a comprehensive plan that touches all partsusietidns of your organization
and all points of vulnerability.

* Evaluate, prioritize and defend information appropriately.

* Put up good firewalls between the Internet and thetlgtmdernal part of your network.

» Consider a virtual private network for essential lireegh as those carrying fund
transfers.

* Assume attack will come from those most able to deceit, insiders.

» Consider preventing outgoing e-mail from carrying attastis

* Encrypt all data that goes over the internet, espgdial relates to transfers funds.

« Ensure physical security of computers, related paper fibggy disks, backup media,
and the like.

e Establish and propagate a written policy on computer ggcuri
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* Educate all employees on how to comply with computeurds policy.

* Keep and monitor an audit log of network traffic.

* Inform employees that the computer is monitored.

* Do background checks on all new employees. Know the padypehave access to your
system.

* Have the system vulnerability tested, ideally by a thady.

« Ensure password security by using unguessable words. Changemissand log-ins
often.

* Use the traditional kinds of checks and balances yotouysevent fraud.

» Use antivirus software at all levels of the networke[ it updated.

e Back up all data. Keep the back-up media safe.

RECENT TRENDS IN THE COMPUTER SECURITY INDUSTRY

Since the 9/11 terrorist attacks, security issues reanhigh priority not only for government
officials, but also for corporate executives conceraigaut the vulnerability of their computer
and communications networks, as well as the safetysaf émployees and customers.

These concerns have fueled more growth in the sedudlingtry. A recent survey by The
Conference Board and ASIS International (formerly theeAoan Society for Industrial
Security—www.asisonline.orpfound a median increase in security spending of 4% among
organizations polled with 7% of respondent companies inagedeir security budgets by 50%
or more. Some of that increased spending apparently graefsonnel. Forty seven percent of
survey respondents reported increases in securitygtddivels since 2001. Among financial
services companies responding, 62% increased security staff the last two years while 53%
of companies in the digital industries—technology, meam telecommunications—reported
increases.

In particular, there’s a demand for managers withgeed security expertise and
professional certifications such as the CPP (CertRiedection Professional), PCI (Professional
Certified Investigator) or PSP (Physical Security Pisifesal). Federal, state, and local
government agencies are among the employers increaioging for ways to objectively
assess the experience and skills of security profedsienand professional certification is one
way to do so.

The growing interest in professional certificatisrairecent phenomenon. Another recent
trend is the collaboration between the physical anasidects of security. In the past, the IT
security team did its work and the physical security teéamork quite separately. Now,
companies are taking a much more holistic approach ttlates data, computer and
information security with the policies, planning and procesitiat also apply to physical
security. This allows for a much more comprehensiveéegiya which is, to some degree,
expanding and changing the roles of security personnekylarty at the senior levels.

It's increasingly important for top security offisetio learn to speak the language of the

executive suite and understand the financial and strateggequences of the security function
in their organizations. There’s a growing need for segesecutives to increase their business
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abilities. Security officers are seeing changes in theieslaind skill requirements, too. Some of
the new procedures require officers to handle more @agacurity equipment. Training
tenants in fire and life safety procedures has alsorhe@more important part of the security
role in multistory buildings. If people are properlgitred, itcan mitigate casualties.

For individuals interested in pursuing careers in tharggdield, opportunities for entry
are plentiful. One can start as a security officer ativance through the ranks into supervisory
and management roles. Seasoned IT professionalssmafiral opportunities in the security
arena. Interested individuals should understand the ctviteof various systems, have a
comprehensive knowledge of different types of IT systemsneetwork architecture and an
understanding of where their particular skills lie. Areoon mistake people make is believing
they are a “Jack-of-all-trades.”

People who have been network or email adminissatog among the IT professionals
that have successfully retooled to pursue careers iaddrgy. For management executives
considering careers in security, “a platform of seégunderstanding that includes protection of
proprietary information, protection of facilities andfaction of executives is necessary.”
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GLOSSARY

Audit trails: contain information regarding any additions, deletioms,modifications to the
system providing evidence concerning transactions. An eféeatidit trail allows the data to be
retrieved and certified. Audit trails will give informati regarding the date and time of the
transaction, who processed it and at which terminal.

Biometrics a technique that identifies people based on their uniqueqathgharacteristics or
behavioral traits.

Computer Crimecriminal actions accomplished through the use of compystems, especially
with intent to defraud, destroy, or make unauthorized usemputer system resources.

Computer Fraud and Abuse Aet:federal law making it a crime for any unauthorized use
(copying, damaging, obtaining database information, etcQmpater hardware or software
across state lines.

Computer securityintended to safeguard software, data, hardware, and petson

Computer virusa program that replicates and spreads by attaching tsatlhér programs.
When the infected program is run, the virus executes amt.ev

Contingency planninga strategy to minimize the effect of disturbancestarallow for timely
resumption of activities. The aim of contingencynplimg is to minimize the effects of a
disruption on your organizations. A disruption is any sgcuiolation, man-made or natural,
intentional or accidental, that affects normal operat

Denial of Servicea process whereby hackers overwhelm a website wjtlests for service
from captive computers.

Digital signature:a digital code that can be attached to an electroyigathsmitted message
that uniquely identifies the sender.

Electronic Data Interchange (EDI) systenwsiline systems where computers automatically
perform transactions such as order processing and gegeratoices. EDI is the electronic
transfer of business information among trading partners.

Encryption:the process of taking information that exists in soeaglable form and converting it
into a form so that it cannot be understood by others.

eToken:a car key-sized authentication token that plugs intengpater's Universal Serial Bus
(USB) port, a standard feature on virtually all PCs apdops manufactured since 1997.

Expected loss (loss expectandgkss expectancy = probability of loss timasount of loss.
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Firewall: a system or group of systems that enforces anscoesrol policy between two
networks.

Hacking: (1) obsessive use of a computer or, (2) the unauthorizedsaand use of computer
systems.

Iris recognition technologyinvolves the use of a camera to capture an imageeafigh the
colored portion of the eye.

Kerberos:an authentication system developed at MIT. Kerbemsareated as a solution to
network security problems carried on by insiders. It @gied to enable two parties to
exchange private information across an insecure netwawkection.

Network configuration (topologyjhe physical shape of the network in terms of the lagbut
linking stations. A node refers to a workstation. Alge is a connection between two similar
networks. Network protocols are software implemeotetiproviding support for network data
transmission.

Network securitysecurity needed for both local area networks (LANS)aidle area networks
(WANS).

Orange Bookthe real title, Trusted Computer System Evaluatiatefa, is a US government

publication. It standardizes security system requiresnemi defines four broad categories of
security for host-based environments: (1) minimal sec(iggst), (2) discretionary protection,
(3) mandatory protection, and (4) verified protection (most)

Packet filtering selectively controlling flow of data packets into and @ia network using a
rule set based on the header information containdteidata packet itself.

Proxy servera machine that answers requests for clients by usingetiier's own address, the
primary purpose being to allow a single IP (internet proyidddresses to be used with several
physical hosts or networks.

Router a computer or dedicated hardware device responsible fnmaeing the path that
packets should follow to reach a given destination agkwiost. Bridges and gateways also
provide a routing function

Salami slicing a program designed to siphon off small amounts of pnéoen a large number
of transactions, so the quantity taken is not really egmpa

Security administratora manager that sets computer security policy, subjduigal approval.
She also investigates and monitors, advises employeeset®umnagement, and acts as a
technical specialist.

Security Analysis Tool for Auditing Networks (SATAdNool to help security administrators
identify network security problems.
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Smart card: a credit card-sized device that has an embedded micesgsa@r, a small amount of
memory, and an interface that allows it to communieatle a workstation or network.

Spamming:the indiscriminate sending of unsolicited e-mail to mbatgrnet users. Spamming
is the favorite tactic of mass-mailers of unsodidiadvertisements, @k e-mail.

Super zappinga method of using a utility "zap" program that can bygassrols to modify
programs or data.

Tunneling technology that enables one network to send its\dat@nother network's
connections.

Trade secretall forms and types of financial, business, scienti@chnical, economic or
engineering information, provided the owner has taken rebfonaasures to keep such
information secret and the information derives indepahéconomic value (actual or potential)
from not being made public.

Trap door a technique that allows for breaking into a program cowding it possible to insert
additional instructions.

Trojan horse an illegal program, contained within another progrdnat tsleeps” until some
specific event occurs, then triggers the illegal prog@ive activated and cause damage.

Worm a program which replicates itself and penetratedich s@mputer system. It may spread
within a network, penetrating all connected computers.
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