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CHAPTER 1
ACCOUNTING INFORMATION SYSTEMS AND PACKAGES

Learning Objectives:
After studying this chapter you will be able to:

Understand what accounting information systems are andcttimponents.

Select effective accounting software.

Explain what information technology compliance softwak®ive

Select and utilize write-up software.

Evaluate audit preparation software.

Use spreadsheets.

Understand how to outsource some accounting functions tebdssal accounting.
Describe the purpose of extensible business reportiggdame (XBRL).
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Accounting information systems record, report, and aeabusiness transactions and events for
the management of the business enterprise. It enssepaix essential accounting systems
including order processing, inventory control, accountsivabke, accounts payable, payroll,
and general ledger. This chapter discusses several soépalreations of particular interest to
accountants. The discussion includes the major plagettseiarea and some important features
to look for when considering a particular type of software

ACCOUNTING INFORMATION SYSTEMS
Accounting information systems are the oldest and madely used information systems in
business.

Computer-based accounting information systems:
 Record and report the flow of funds through an organizatiora historical basis and
produce important financial statements such as balaeetssand income statements
* Produce forecasts of future conditions such as projectaddial statements and financial
budgets
e Operational accounting systems focus on transactioregsoty systems. They emphasize
legal and historical record-keeping and the production of atefinancial statements.
« Typically, operational accounting systems include:
1. Order Processing: Captures and processes customer ordeqzaaiuces data for
inventory control and accounts receivable.
2. Inventory control: Processes data reflecting changesnventory and provides
shipping and reorder information.
3. Accounts receivable: Records amounts owed by customers addcps customer
invoices, monthly customer statements, and credit mamagfereports.
4. Accounts payable: Records purchases from, amounts owedntb,payments to
suppliers, and produces cash management reports.



5. Accounts payroll: Record employee work and compensatitan atad produces pay
checks and other payroll documents and reports.

6. General ledger systems: Consolidates data from othesuatiocg systems and
produces the periodic financial statements and reportgdfusiness.

* Management accounting systems focus on the planning andlaoibusiness operations.

They emphasize:

1. Cost accounting reports

2. Development of financial budgets and projected finarst&kements

3. Analytical reports comparing actual to forecasted perdmce

Figure 1 illustrates the interrelationships of several mgm accounting information systems.
Many accounting software packages are available for Hmseations.

FIGURE 1
ACCOUNTING INFORMATION SYSTEMS
FOR TRANSACTION PROCESSING AND FINANCIAL REPORITNG
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ONLINE ACCOUNTING SYSTEMS

Accounting information systems are being affected byrheteand client/server technologies.
Using the Internet, intranets, extranets, and othevar& changes how accounting information
systems monitor and track business activity. The onimeractive nature of such networks
calls for new forms of transaction documents, procexjusad controls. Many companies are
using or developing network links to their trading partnersugh the use of the Internet or



other networks for applications such as order processingtoryetontrol, accounts receivable,
and accounts payable.

ACCOUNTING SOFTWARE

There are many factors that must be weighed wherctsglea computer software
package. Besides determining the software features currezgtled and required in the future,
the buyer must have a thorough understanding of the fiexiting system, and whether
proposed software will integrate with all areas of 8ystem and business.

Some of the basic considerations include: features apdbdities, compatibility and
integration, ease of customization, ease of usefenritiocumentation and technical support,
price, and vendor's reputation and stability.

The fundamental task of accounting software is to autth& routine chore of entering
and posting accounting transactions. This informatiomgartzed in an electronic format so as
to produce financial statements and can be accessedliatalg to assist in the management of
the firm.

An accounting software package consists of a serieggbfyhintegrated modules. Each
module corresponds to a specific accounting function, (payroll, accounts receivable, and
accounts payable). In an integrated system, after tiadsdef the transaction are entered in one
of the modules, the chart of accounts from the gerdedgler is "read.” The transaction is then
automatically posted to the accounts in the general le&@gerexample, when a sale on account
is entered in the accounts receivable module, a delatitsmatically made to the accounts
receivable account in the general ledger and an offgattedit made to the general ledger sales
account.

Module Descriptions

The basic features typically required by a firm androftéegrated in an accounting software
package include the following: general ledger, accounts rdaeivand invoicing accounts
payable and purchase order processing, inventory, payrollpgiing, and fixed assets.

General Ledger

The general ledger is the heart of the accounting systerontains the chart of accounts of the
business. A general ledger module should contain a sarhplt af accounts which can be
customized to a particular business. In addition, it shoahtain predefined reports that support
budget data and prior year comparisons which can bedaikor a firm's specific needs. Other
essential features include the capability to generai@ratic reversing and recurring journal
entries, having at least 13 periods open at one time, andliiity to make prior period
adjustments or post entries to another year withlosing the current year.

Accounts Receivable and Invoicing

The accounts receivable and invoicing functions are aftenbined in the same module. This
module allows you to enter sales data and permits exeenales analysis. It provides customer
receivables management by tracking customers' balageesrates invoices and/or monthly



statements, as well as aging reports. It should aliwwsdtting up credit limits for each customer,
provide for flexible billing options, and the ability to apply ferpayments to specific invoices

or to the oldest balance. For faster processing, omqéry should show the complete customer
record at a glance including balances and unpaid invaaceksallow you to make changes "on
the fly."

Accounts Payable and Purchase Order Processing

Accounts payable and purchase order processing can atsoriiened in a single module. The
module tracks obligations to vendors and determines apbgstents schedule, prints checks,
and provides for the distribution to accounts. It sholitdhvafor enhanced management of order
processing by tracking orders from the start to the pecdigoods. It should be able to detect
supply problems and thus permit early planning for altersatérces. To analyze vendor
performance, it must track the complete purchase andedglhistory of vendors and allow for

easy access to this information.

Inventory

This module automatically tracks inventory as purchasesales are made, and maintains cost
and price data for each inventory item. In an integraystem, the Inventory main file, which
stores the product's number, is checked when a sal@isens created in the accounts receivable
module. If sufficient inventory is on hand, the amoahthe sale is reduced from the balance.
Likewise when inventory is purchased, the inventory quamditgutomatically increased. The
module should help improve inventory management by aderthe user when to reorder,
identifying slow moving items, and analyzing performance by ied category.

Payroll

The payroll module maintains default information for reamployee (e.g., rate of pay and
income tax withholding information). The module calcudatige wages to be paid, prints checks,
and keeps track of deductions, sick and vacation days, andsoitte information. It maintains
information for government reporting (e.g., 941, W-2, unempértmand state tax forms). For
cost control, it should be able to provide for expenseilligion or integrate with a costing
module.

Job Costing

A job costing module allows you to track and report an ¢bsts, income, and profitability of
individual jobs or projects. This is done by assigning a pmlmber to purchases, sales, and
employee hours. A job cost module should provide forcaurate audit trail, detailed income,
expenses and committed costs, as well as the trackimjhef user-defined categories. For
example, Maxwell Business Systems' JAMIS is a joliecgsaccounting package that tracks
costs by project, contract, or organization over m@tysars.

Fixed Assets

Fixed assets usually represent a significant investmeatfiogn, thus it is essential to keep track

of them, but extremely tedious to do so. Tracking fixezktssand the repetitive calculation of

depreciation is well suited for the computer. Most actingrsoftware packages include the

fixed asset module or capabilities to control fixed asseis also possible to purchase dedicated
stand-alone fixed asset packages.



Fixed asset software can handle large amounts of aeteaavariety of depreciation
methods for financial accounting and tax purposes. It shbeldable to maintain detailed
information about each asset, including a descriptiothefasset, its location, date placed in
service, and estimated useful life. It should also betaltiack additions and disposal, as well as
basis adjustments. An example of a fixed asset pacladgecision Support Technology's
BASSETS Fixed Asset System.

Before purchasing an accounting package, check if it has d &sset module, or
capabilities sufficient for your needs. If not, askhi tvendor produces a stand-alone version, or
would recommend a third party vendor. Before purchasing a-siand fixed asset software
package, make sure that it allows for easy sharing ofnr@on with your general ledger, tax
packages, and other data repositories.

MARKET LEADERS
There are a number of accounting software products. ¢aeyconveniently be categorized as
(a) low-end, (b) mid-level, and (c) high-end packages.

TechRepubliclfttp://techrepublic.com.comprovides a list of these packages.

High-End

High-end applications serve both midsize, regional cormpamd large, multinational corporations.
They're flexible, easy to implement, and can be modifiedeet the users’ needs. Although this
category of software isn't inexpensive, high-end packagen'’t in the same league as AS/400 or
ERP installations and therefore won't enter that Fl@Mrange.

AccountMate Software—Visual AccountMateltttp://www.accountmate.com/EN/produgts/
Client/server software available to almost any sizenbas.

ACCPAC International —ACCPAC for Windows Corporate Series
(http://www.accpac.com/products/finance/accwin/cs/detsy

Multi-tier business management system, multi-curremzy/ multilingual support, e-business and
sales force automation capabilities, customization ogtion

Damgaard—Axapta fttp://www.damgaard.comn/
Internet-enabled, object-oriented, single code basel foowaitries, and a three-tier client/server
environment.

Epicor—Platinum for Windows and Platinum ERA
(http://www.epicor.com/solutions/accounting.asp
Integration between front office and back officglagations, customization options.

Great Plains Software—Great Plains Accountindnitp://www.greatplains.com/accountihg/
Twenty modules and tools for automating labor-intengreeesses.

Infinium— Infinium Financial Managemenhitp://www.infinium.com/html/fm.htn)l
Freestyle reporting capabilities; multinational, malirrency processing of payments, invoices, and
receivables; Web-enabled accounts receivable function.




Macola Software—Progression Series
(http://www.macola.com/macola/product/solutions/defasy)
Allows multiple budgets and prior year’s data to bemaaned.

Navision Software U.S—Navision Financialshttp://www.navision.con)/
Integrated development environment; provides customiz&bols for customer-specific solutions.

Peachtree Software—Peachtree 2000itp://www.peachtree.com/peachtree2(00/
Designed for small to medium-size businesses; featwiitsuser capabilities.

Sage Software—Acuity Financials littp://www.us.sage.com/acuijy/
Designed for larger businesses or company divisions (100@0 &mployees; integrates Microsoft
Office and BackOffice suites.

Solomon Software—Solomon IV fittp://www.solomon.com/product/series/series_fin)htm
Full suite of financial management tools, including accopatable/receivable, cash manager, and
general ledger.

Tecsys—ControlSeries Project Financial Managemaéittipf//www.tecsys.cony/
Client/server, activity-based management softwarkagupe

Mid-Level

Buyers of mid-range programs are tough to define by revéoti¢hey usually include four or
five accounting users and have needs that are techrsogllysticated. These buyers generally
require more robust, multi-user features and managemeeoiting while still retaining tools that
are required for a small business. Essential featurepatkage include client/server
architectures, custom report design, and Internet/inteamedtled functions.

AccountMate Software—Visual AccountMate (http://www.accountmate.com/EN/prodijicts
Client/server software available to almost any sizEress.

CheckMark Software—MultiLedger (http://www.checkmark.com/ML_Win.html)
Integrated, cross-platform accounting program combining géleglger, accounts
receivable/payable, and inventory.

Cyma Systems—Cyma IV Accounting for Windows (http://www.cyma.com/protsifims.asp)
Full suite of accounting modules, including system manapgareral ledger, accounts
receivable/payable, and payroll; available in workstatmaer-to-peer, and client/server
configurations.

PC Accountant—ProBooks (http://www.pcaccountant.com/). Features intedygpoint-and-
click accounting.

Sage Software—BusinessWorks (http://www.us.sage.com/businessworks/)utfesat 0 fully
integrated modules; can support up to 48 concurrent users.

SBT Accounting Systems-VisionPoint (http://www.sbt.com/products/vp.html). Desg for
small to midsize enterprises; based on open architecture.



Syspro Impact Software—Impact Encore (http://www.syspro.com/). Features dioglal
database; integrates with other desktop productivity tamls as Microsoft Word, Outlook, and
Excel.

Windsoft International —Bottomline Accounting (http://www.windsoft.com/index2.htm
Designed for small and midsize companies that wanitten@ate accounting data.

Low-End

Products in the low-end category are not short on cajpebibr features. Rather, they are made
for sole proprietorships, partnerships, and corporatiaatsare closely held with only a few
employees. These users need a package that will helgbedante checkbooks, prepare payroll
reports and deposits, and keep track of bills and customecasvdihey want features including
single points of entry for data, on-the-fly updatinghtiintegration with the Internet,
sophisticated customized reporting, built-in job costing, elactronic payroll and bill paying
services.

Aatrix Software—Mac P&L Accounting
(http://www.aatrix.com/1.800.426.0854/macpandl/index.html). Futief applications at low
cost, including general ledger, payroll, and inventory manageme

ACCPAC International —Simply Accounting
(http://www.accpac.com/products/finance/simply/default.aBpjry-level package for the small
office/home office user.

Intuit —QuickBooks (http://www.intuit.com/products_services/smalkiness.shtml). Features
include time tracking, job costing, and estimations;,graged with Microsoft Excel, Word,
Outlook, and Symantec ACT!

MYOB —Accounting Plus (http://www.myob.com/us/products/plus/indiew). Features more
than 100 accounting and financial management reports; suppdtigl@scurrency accounting.

Peachtree Complete-One-Write Plus (http://www.onewrite.com/). Designed dmall
businesses converting from manual accounting systems.

SBT Accounting System—VisionPoint (http://www.sbt.com/products/vp.html). Desgd for
small to midsize enterprises; based on open architecture.

SELECTING ACCOUNTING SOFTWARE
In selecting accounting software, consider the follgwin

CustomizationCan the package be customized? Can it be customized etaonngiet user
requirements? Items to be customized include reportssfanput screens and source code.
Vendor reliability: Can we rely on the vendor? Do thaye sufficient resources? Are they
profitable and supported by sufficient, knowledgeable staff?
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Reporting:Can the package produce required financial statementgmelg ind accurate
manner? Do the reports include the required ratios? Darthkide graphical output? Do they
incorporate third-party products FRx (offers reporting capagslitor the general ledger module)
and Crystal Reports (extracts and reports event dataatlanodules) into their packages?

Database:Do the databases available with the package match the nseds? Databases
available include Btrieve, Microsoft SQL Server, Oraeled IBM DB2. The user’'s number of
transactions is a typical determinant of the databegpared.

Client/Server:Does the package come with a client/server versionZ&hsgon allows the user
to save the bandwidth and time on the LAN and to disfeilsingle processes across multiple
computers throughout the organization.

Account number structuré@oes the account number structure accommodate the nombe
segments—for subsidiaries, divisions, accounts, subatsodepartments, programs, and
funds—and total number of characters required by the user?

Internet: Does the pack include the following internet-relatedufiesst?
. Publish web catalogs directly from, and made links tostevare’s inventory
module.
Retrieve orders directly from the web site and impogtn to the sales module.
Print reports to a web page (HTML) format.
Allow users access reports and accounting data acrosgthe
Support remote data entry across the web.

International: Does the package process multiple currencies? Do@athage support foreign
languages?

User friendlinessDoes the package contain user-friendly features sugtaphical guidance;
default-rich settings; and clear, simple, intuitiveegeris and labels.

Other featuresDoes the package include pivot tables and hotlinkinggsDiee package alert
users when certain conditions, such as cash on hand,ngaog®, and inventory balances, reach
user-defined levels?

Note: For more in-depth analysis of various accounting packagesmay want to consult these
professional organizations and manuals, some of which atfeice on purchasing software.
They include:

» Institute of Management Accountants (http://www.imaoref)

=  Family Firm Institute (http://www.ffi.org/)

» National Society of Accountants (http://www.nsa.org)

» The American Institute of Certified Public Accountantsg#www.aicpa.org/)

» Accounting Technology (http://www.electronicaccountany, a great site for industry

news, special reports, and product reviews.
= CPA Software News (http://www.softwarenews.net
» CPA Technology Report (http://cpatech.hbpp.com)
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»  SoftWorld’s Accounting and Finance Expo (http://www.saitld.com). These frequent
trade shows are the best place for buyers to get fmmndemos of the latest accounting
and finance products, both in North America and Europe.

WRITE-UP SOFTWARE

With the development of easy-to-use and inexpensive agogusbftware, many companies
who previously relied on CPAs to keep their books aregddgirthemselves. CPA firms can
counter this trend with dedicated Write-up software whgleasy-to-use and provides more
features so as to add value to their write-up services.

Write-up software should allow you to do more than jusbre transactions. One of the
biggest features to look for is the ability to easily tgean array of printouts and reports that a
client might need. This includes being able to link and trandéa from other software
packages and applications.

Another important feature is the ability to customize thput screen, so that it is
consistent with the layout of the client's source daents, thereby reducing unneeded
keystrokes. Easy setup is another means to reduce shefcarite-up service. The package
should contain sample company data, and the ability py common information and make
changes to default information included in the setup "erfl§t"

Figure 2 lists five products included in both reviews.

FIGURE 2
WRITE-UP SOFTWARE

Client Write-Up System
Pro Systems, Inc
WWW.prosystems.com

Write-Up Solutions
Creative Solutions
www.creativesolutions.com

CYMA Client Write-Up
CYMA Systems, Inc.
www.cyma.com

Xpert Write-up
Micronetics International
www.axpert.com

COMPLIANCE SOFTWARE
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On July 2002, the U.S. Congress passeS#nkanes-Oxley Actthe most significant change to
U.S. business regulations in 70 years. The Act geatgh new penalties for corporate fraud,
prevents accounting firms from offering consultingv&es to audit clients and places restrictions
on financial analysts. Section 404 (Management Assa#sof Internal Controlsequires each
annual report of an issuer to contain an "internal corgpart”, which shall:

1. State the responsibility of management for establismdgwaintaining an adequate
internal control structure and procedures for findmejaorting; and
2. Contain an assessment, as of the end of the isBsealsyear, of the effectiveness of the

internal control structure and procedures of theeistr financial reporting.

Six Technologies That Can Assist with Compliance

Much of compliance is a matter of putting rules in pland ensuring that they are followed.
Technology can provide the solutions to the corporatergance and compliance problem. It
includes computer software for: business intelligengsiness process management, document
management, e-mail management, financial and acogwstitware, and enterprise resource
planning (ERP).

Business intelligend@egulatory requirements for "real-time" disclosure ofdes that affect

financial performance mean that executives needsadodimely, relevant data from all areas of the
business. By drilling down into financial and compantagand providing sophisticated reporting
and analysis tools, business intelligence softwardekmnensure the accessibility of information.

Business process management (BBM3inesses have traditionally been built around funation
"silos", making it difficult to share information and obta consistent, enterprise-wide view. By
extracting businesses processes from the underlypigaon code into an independent
management layer, BPM software can help improve vitsibil

Document managemeRew corporate governance standards mean that compagrakam efficient
system for storing and retrieving important recordsdomliments. Software packages that maintain
audit trails of documents and set controls over hovergvand for how long files are stored can help
companies meet these obligations.

E-mail managemeifts the volume of e-mail continues to soar, the logisticgtoring essential e-
mails and being able to retrieve them quickly becormeasingly complex. And with new
regulatory requirements around internal controls ardodisre obligations, the need for
comprehensive e-mail management software becomesneve compelling.

Financial and accounting softwafi@ help comply with new standards such as Sarbaneg;Oxle
many vendors are giving their traditional financing andounting software a boost with additional
modules that help with risk management, more accuraigebing and forecasting, financial
analysis and the establishment of internal finareoatrols.

Enterprise resource planning (ERBRP software can give organizations a consistentdiabn

view across all divisions, thereby helping to maintagnatcuracy of financial information. Many
ERP providers are adding modules to their softwaresistagith compliance with Sarbanes-Oxley
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and other corporate governance stand&dte: Appendix A provides a guide to compliance
software.

TAX PREPARATION SOFTWARE

Computer technology has had a significant impact onwhg tax returns are prepared.
Computerized tax return preparation lets the user prepeeua quickly and accurately, and
allows the user to quickly analyze different tax plannitrgtegies. Some software packages
have built-in tools for tax research and permit foe #lectronic filing of tax returns. This
software also lets the user easily do "what if* plan@ing then quickly makes all the necessary
changes. Furthermore, data can be imported directiy filocounting packages or electronic
spreadsheets into tax preparation software.

While tax preparation software can help with tax planninge should consider a
dedicated tax research package for serious tax resédosh. Compact Disk (CD)-based tax
services can effectively replace the printed versibtax services. A major advantage of using
CD-based tax services is having the ability to do electroeyeword searches. This can greatly
facilitate the tax research process, and make it munte mfficient. In addition, it is easier to
maintain and store all this information on a CD, thgrsaving a good deal of library storage
space.

The industry is going through rapid and significant changésrins of features and key
players in the marketplace. As with other softwar@romements are continuously being made.

The tax software industry is fiercely competitive andnttues to go through
consolidations and shakeouts. Thus it makes sense to itleahevlarger, better-known vendors
whose products are more likely to be supported in the future.

Market Leaders
The leading tax software packages can be categorized giteses:

Lower-Cost AlternativesThe price for this category is generally under $1,000. ite si
their low price, their features compare favorably wibie higher priced products. The five
products included in this category are listed in Figure 3.

Mainstream These packages are suitable for mainstream tax pracfidey are
generally easy to use and learn, but are not intendednidiehevery situation that may arise.
The packages in this category are generally more powkdnlthose in the lower-cost category.

High-End This group is marketed for use by multistate regional @atibnal firms.
These packages are able to handle the most complexgeind track their progress through
large offices.

FIGURE 3
TAX SOFTWARE
Lower-Cost Alternatives
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ProSeries
Intuit
WWW.proseries.com

Tax/Pack Professional
Alpine Data
www.alpinedata.com

Tax Relief
Micro Vision Software
WWW. mvsinc.com

TAX$IMPLE
Tax$imple, Inc
www.taxsimple.com

Am-Tax
Drake Software
www.amtax.xom

Mainstream

CPASoftware
CPA Software
www.cpasoftware.com

Lacerte Tax Planner
Lacerte Software
www.lacersoftware.com

Professional Tax System
Taascforce
www.taascforec.com

TaxWorks
Laser Systems
www.taxworks.com

Ultra Tax
Creative Solutions Inc.
www.csisolutions.com

High-End

TurboTax ProSeries
Intuit
www.intuit.com/proseries

15



Go Systems
RIA
www.riahome.com

Prosystem fx
CCH Inc.
WWW.prosystemfx.com

AUDIT SOFTWARE

Audit software is used by accountants to perform auditsiezftly and effectively. Software
audit tools include automated workpapers, data extractiftiwese, and trial balance software.
Products such as APG (Audit Program Generator) by theridamelnstitute of Certified Public
Accountants (AICPA) and the optional add-on modules aljfow to prepare customized audit
programs. It eliminates the photocopying, cutting, and pastsually required when creating the
audit program and guides users through the engagement.

Data extraction software, such as IDEA (Interacihata Extraction and Analysis), also
by the AICPA, allows auditors to access clients' filmsaudit testing. The auditor can either
access the client's live data or obtain a copy of timepemy's data files on tape or disk. Data
extraction software allows the auditor to audit "througé tomputer.” The auditor can, for
example, select a sample of accounts receivablexdofirmations, or perform analytical
reviews and do ratio analysis. Transactions may be amdpto predetermined criteria. Linton
Shafer's Audit Sampling Software packages select randonberanand dates. It handles
multiple ranges and evaluates results. It performs Gange and substantive testing.

Trial Balance software, such as the AICPA's ATB (Agaant's Trial Balance), helps the
auditor organize client's general ledger balances into &ingotrial balance. The auditor can
then perform adjustments and update account balancescaltdation of financial ratios is
extremely simple with trial balance software. Thipd of software aids in the preparation of
financial statements. While trial balance softwardesigned primarily for audits, it can be used
instead of write-up software for compilation and reviewges.

Price Waterhouse Researchisran accounting, auditing, and reporting research system
on a single CD-ROM disc. Equivalent to a 100,000 page V\ibBW Researcher includes
generally accepted accounting principles (GAAP), generaligepted auditing standards
(GAAS), Securities and Exchange Commission (SEC) ragaoigtand U.S. Cost Accounting
Standards. The information on the CD includes Americatituites of CPAs (AICPA), Financial
Accounting Standards Board (FASB), SEC, and Emerging dssbiask Force (EITF)
publications, along with Price Waterhouse guidance, asalgsid interpretations. The CD is
updated quarterly and also includes International accountingiatiing standards. The easy-to-
use database may be searched using a key word or phrase mdgemake personal notes and
markers. The authors highly recommend this excellent product
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Price Waterhouse TeamMai® an electronic working paper system that helps aumat
the working paper preparation, review, reporting, and stopegeess. It includes standard and
free form schedule templates, and automatic tick mastesyand a powerful cross referencing
capability. PW TeamMate also integrates popular spreaiisiveed processing and imaging
software. There are hypertext links between documettsapplications enabling the auditor to
jump backward through related numbers in reports or spresidste the original data. The
search, cross referencing, and retrieval capabilitiesvalhe auditor to automatically correct
errors in all affected documents. The working paper reW@atures include automatic exception
reporting, a working paper navigation system, and text ana \anootation. For example, the
auditor can obtain a directory of all review notestgeng to a document. The reporting
features include key audit point summarization, report idggftaudit status reports, and time
summaries. Financial data is quickly accessed byating and filtering tools. A standard index
provides a branch and node system for all papers. Téersimultaneous multi-user feature so
auditors/reviewers can work with the same document\s&t & they are working in various
locations. PW TeamMate improves the quality, productiatyd effectiveness of the auditor’s
work.

Price Waterhouse Control$acilitates the documentation, evaluation, and tgstih
internal controls. The software expedites the cotl@acand summarization of controls in place,
appraises their effectiveness, and identifies areasloexposure. PW Controls can be used by
auditors to document particular business processes. Cavaknesses are identified with
resultant recommendations for improvement. The auditor view control effectiveness at
different levels within the company (e.g., by activity, bysiness unit). A comparison and
analysis may be made of the relative control perfoceaf different operating units.

Price Waterhouse Chekhag a software package that automates the completion o
checklists.

CaseWare Internationalwww.caseware.cojn as the producer of engagement and
reporting software, offers a software package supports yoaugh all stages of client
engagement (compilation, review, or full audit). This kaae features real-time updates,
unrivalled flexibility, and also has its own integrated wlbnent-generator.

Figure 4 contains a number of audit software packagesy ¢betain one or more
features previously discussed.

FIGURE 4
AUDIT SOFTWARE

ACL
ACL Services Ltd.
www.acl.com

CaseWare Working Papers

Case Ware International
Wwww.caseware.com
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ATB
AICPA
800-862-4272

CA-PanAudit Plus/PC
Computer Associates
Www.cai.com

Digital Analysis Tests and Statistics
Richlanza.com
www.auditsoftware.net

ProSystem fx Audit
ProSystem
WWW.prosystemfx.xom

AUDITING AUDIT SOFTW ARE

Recent corporate meltdowns (for example, recent Enraac@glare putting internal auditors under
greater pressure. Internal auditors are under prefsspl@y an even greater role in strengthening
internal control and governance by providing theimpanies with wider, deeper data analysis on a
regular basis. Auditors need to spend quality time tmngpexceptions, rather than finding them.
This allows them to go beyond routine policing and takenore value-adding responsibilities,
including risk management. One of the most strikingngfes to take place within internal
auditing is the growing use of applications that fall unlerbanner of business intelligence. A
number of vendors specializing in business intelligenc@anepushing their offerings into the
auditing arena. The pushers include Business Objects, S&&tkysCoda, Hyperion, Crystal
Decisions, Cognos, and Adaytum. Still, many businessetsncie to rely on spreadsheet
software to extract and analyze data.

SPREADSHEETS

More than any other product, the electronic spreadsheetdmesmore to make the capabilities
of microcomputers evident to the business community. Astreleic spreadsheet allows the user
to work with data in a huge number of rows and columnsg. Uger works with this data in a

columnar spreadsheet, a format familiar to account@ntsg advantage of the spreadsheet is
that it eliminates the need to perform manual calculatend can perform powerful computer-
aided operations.

The spreadsheet has become a valuable tool in businasfmplasince it permits the user
to perform "what if" scenarios. Inputs can be continupudtanged, and the results will
automatically be recalculated throughout the spreadshduwis, Tthe effect of alternative
decisions is easily determined and planning greatly faeiditalThe use of templates is another
important feature of spreadsheets. Templates providtimat and contain the formulas which
are used to repeatedly solve various business applicafinse one doesn't have to be a
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programmer to construct a template, all firms could maove easily use the vast power of the
computer to help make better decisions in the managerhariirm.

Major Players and Selection Considerations
The chief players in the spreadsheet field have been mdudtbree:
(1) Microsoft's Excel, (2) Lotus 1-2-3, and (3) Quattro Pro

In actuality, all the players have the same basatufes. Although a particular feature
may currently be lacking in a specific spreadsheet,fédatire may very well be included in the
next upgrade of that product. Therefore the decision oftwgprioduct to buy should not be based
primarily on features. More importantly, be certain fflanned spreadsheet supports and is
compatible with the major applications of your busines$sis] make sure that the spreadsheet
can directly access your databases and that any macresnplates that have already been
developed are compatible with the proposed acquisition.

Managing Risk Using Fuzzy Analysis

A unique spreadsheet, FuziCalc, takes the computational lexitgpout of fuzzy
arithmetic. This spreadsheet allows us to easily incot@paemges or intervals in our analysis,
and assign the ranges different weights. Implicitamy type of decision analysis is the
assumption that judgmental inputs can be accurately repeelséy a single precise number.
However, it generally is not possible to quantify judgtmesth such precision. Most of the
traditional tools for decision analysis are crisp. Bggmwe mean that the tools require precise
inputs. In contrast, most of the problems facing managegsfuzzy, vague, or imprecise.
Traditionally, managers have incorporated imprecisionhirtanalysis through probability
theory. An alternate framework, based on the fuzzytisebry, allows imprecision in data
analysis. It allows the decision-maker to benefit frdm structure of quantitative decision
analysis, without forcing the user to provide very meaumerical inputs.

From a practical perspective, fuzzy analysis is easy tosthg the FuziCalc spreadsheet.
There are no new techniques to learn. Anyone familiah witconventional spreadsheet can
quickly adapt to the FuziCalc spreadsheet. All fuzzy databe represented by "belief graphs.”
Belief graphs are the heart of the FuziCalc spreadsheety data inputs are made using belief
graphs. The simplest way to represent a fuzzy numbter use a triangular shape. You need a
minimum of three points to represent any fuzzy numbetriafgular fuzzy number has many
practical applications. To construct a triangular fuzaymber of sales price, we need to
determine the highest, the most likely, and the lowalgs price. Let's assume our estimates for
the highest, the most likely, and the lowest saleepmie $35, $25, and $20, respectively. A
belief graph of this fuzzy triangular number can thewdiestructed as shown in Figure 5.

FIGURE 5
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Fuzzy Number

Let's contrast the fuzzy number in Figure 5 with thepcnismber 25 in Figure 6. A crisp
number does not have a range of values; its belief gsaplstraight line.

FIGURE 6

Crisp Number

00 00
Value

FuziCalc provides five common shapes to represent fuzzy @htafive shapes from
FuziCalc's Gallery are shown in Figure 7.

FIGURE 7
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The triangular shape was discussed earlier; its use i®@m@mie when the user has a
single best estimate of the most likely value and specify the endpoints of the range.
Sometimes it is not possible for the user to give loew estimate of the most likely value. A
trapezoidal fuzzy number would be most appropriate when aminge of most likely values
can be given. The user may select the multi-peakecedbagepresent fuzzy numbers where the
low and high values are more likely than the middlei@al The tent shape is most appropriate
where all of the values in the range have a high pdiggibf occurring. The rocket shape might
be used when the user believes a wide range exists, mar@v range within it has a much
better possibility. The five shapes will be sufficifat the needs of most users. However,
FuziCalc allows users to easily alter the shape to septeny fuzzy number.

It is possible to add, subtract, multiply, and divide fuzeynhers just like regular or
"crisp” numbers. The advantage of using the FuziCalc dpheat is that users don't need to
concern themselves with the complex underlying computation

FuziCalc's primary strength is in modeling under uncestaiBeyond that, FuziCalc
offers little to spreadsheet users. As a spreadshesC&lc offers only the very basic features.
Users of conventional spreadsheets might even find wortkinguziCalc a little frustrating.
Many of the features that one is accustomed to in coiveitspreadsheets are missing in
FuziCalc. Thus it would be used to supplement, rather tbameplace, a conventional
spreadsheet. FuziCalc is sold by FuziWare, Inc. 800-472-6183.

OUTSOURCING SOME ACCOUNTING FUNCTIONS TO THE WEB—
WEB-BASED ACCOUNTING SYSTEMS

Web-based software packages are transforming buskessions such as accounting, cash-flow
management, customer relationship management (CRMptory control, and marketing can be
performed electronically anytime and anywhere for a lamthiy fee. For example, a small
business can use ePeachtree, Intacct eledger, or Quk&Bnline to process transactions for as
little as $14.99 per month. Intuit offers payroll seegion the Web, and a small business can
outsource its payroll function for as low as $129 per yéar only can a business owner view and
manage employee compensation via the Internet, boutseurced services allow employees to
access personal information, including earnings, incomeitakoldings, retirement plans, and
vacation days, without creating an added burden éocdimpany.
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Reliable and efficient access to information has bea@maest for business firms to stay
competitive. To embrace web-based software and yastapetitive, small businesses must first
set up a computer network. With networking technologyf stembers or users at any location can
share information simultaneously. The fast pace ofnmédion technology (IT) advances makes it
difficult for accounting professionals to stay current

Implementing Web-based Accounting Systems
The following are easy-to-follow procedures to implenzgeweb-based accounting system that will
leverage current IT tools to improve profitabilitydeefficiency.

Set up a system network.

To connect local and remote computers for sharing infesmand resources, Ethernet networking
Is a good choice for small business local area netwhAd¥)(because it is inexpensive and
reliable. Ethernet networking strikes a good balancsd®et cost and speed, is built into most
newer PCs, and can support nearly all popular netwotkgwls. For older computers, installing a
network interface card (NIC) is easy, and all magworking manufacturers (e.g., D-Link,
Linksys, and Netgear) offer reliable and inexpensii@d\NFast Ethernet is based on the same
protocol as traditional Ethernet, and small businessesealize significant network performance
boosts affordably.

Ethernet networks have practical limits, however. itnpry concern is the length of the
shared cable. Data can travel on the cable quicktysignals weaken as they travel. In addition,
electrical interference from the surrounding devices imi@yfere with the signals. This issue places
a limitation on the maximum distance between two dewcean Ethernet network. Although
distance is seldom an issue for small business netwbakspmpany has several branch offices
with some distance between them, one option is tapsatvirtual private network (VPN).
Furthermore, if the structure of the office makescttnomically unfeasible to run Ethernet cables, a
company may prefer to set up a wireless network.

Small businesses with 50 employees or less can useddftESmall Business Server or
Windows XP Professional to function as either a dedicate nondedicated server. With Windows
XP, the network administrator can manage the accesgapfites, printers, and other resources on
a small network. If the business lacks qualified I'Tf slawants to set up more complicated
networks, another option is to hire a consultant or vadigecreseller (VAR) to do the wiring and
system configuration. Linux is a growing alternativéhia server software market. Linux’s low
cost, reliability, and high performance make it a prorgisimoice; however, setting up a Linux
server may require someone with extensive networkdd aux-specific experience.

A business must also have the bandwidth capacityptbatiband Internet access provides
in order to use web-based accounting packages effgctive process of choosing the right ISP
can be complicated, and a company must consider séeiats, including price, performance,
access numbers (for alternate dial-up service),eutthical support/services.

Select and subscribe to software

All web-based accounting packages listed in this@edtfer free trial periods of from 14 to 30
days. Businesses should make sure that the provider aiffére required features before
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subscribing to the service. A business should select dasdyl accounting package based on the
company’s information needs and the features offeye¢tebsoftware. For example, QuickBooks
Online cannot provide detailed inventory information #img is not suitable for most retailers.
Neither QuickBooks Online nor ePeachtree can handle prodstioig, but the user can accumulate
service or manufacturing costs by project. The Sidebarsksteral important factors for a small
business to consider when selecting web-based accosofingre.

Customize the accounting system

Web-based accounting packages are general-purposersofivwd a company needs to use and
customize only the features required for its businesskMg from the predefined chart of
accounts, forms, and reports, a small business cap seid customize its accounting system in
hours.

Prepare system documentation.

Companies need to prepare system documentation swethataff can learn how to use the system.
System documentation should provide detailed proceducasiimg system activation and
deactivation, chart of accounts, sales cycle, puecbgse, employee and payroll cycle, cash
receipts, cash disbursements, journal entries, inveritoaycial reports and queries, and error
corrections. The system designer should copy the preddédimad, screens, and reports and include
them within the system documentation.

Good system documentation should be easy to read, nedsyifor users to find specific
information (i.e., include a table of contents, page rers)tand an index), and be well organized
(i.e., by cycles or accounts). The procedures shoutdinglete, in easy-to-follow steps (e.g.,
showing all relevant forms, screens, and reports) oVeeall presentation should be professional,
and the system documentation should be kept in a saf pla

Web-based accounting makes the data easily acestssiilltiple remote users at one time,
and of course it offers the usual benefits of Welebasftware: server-side upgrades, maintenance,
and backups. For example, you can farm out your geleeigeér, accounts payable and receivable,
invoicing, and reports functions to companies such asP&International ww.accpac.com
and Intacct Corp. of Los Gatos, Callittp://us.intacct.conv

ACCPAC International

ACCPAC accounting solutions sells what it calls a plete business management system
integrating an electronic storefront with a completekbaffice system. It serves businesses doing e-
commerce with a system connecting everything fraventory to invoicing. The ACCPAC system
automates inventory control, purchase orders, Webslgrs, credit checking, fraud protection,
accounts payable and receivable, general ledger and gwell.pa

Intacct

Intacct sees itself as "an accounting utility comgahiie company serves businesses employing up
to 500 people with a full-function package--general ledg&ncial reporting, budgeting, accounts
payable and receivable, invoicing, expense reportingahuesources reporting and even a payroll
service. If you're a small operation looking for low cs ease of use, you want to pick
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something like Intuit Quickbooks. If you're a small or mediuze-speration and you need
functionality and scalability, you need somethingpeic

Intuit’s Quickbooks

Quickbooks may be the market leader in small-businessiaticg software, but the company has
lagged in developing a Web-based version. QuickBook&idoWeb [ttp://quickbooks.intuit.cony
launched late last year, and it's a significantlypgied-down version of the desktop product. Oddly,
one thing it lacks is the ability to import QuickBooks datanfething NetLedger does offer). Other
no-shows in the Web incarnation include estimateghgreonline banking or bill paying, custom
fields, time tracking, and the ability to export datép a spreadsheet or other file format. But the
Web version is easy to set up, and it lets you biliczuers by e-mail.

EPEACHTREE

EPEACHTREE,the online offering from Peachtreenw.peachtree.cor))/is more robust than
QuickBooks for the Web. It can import a Peachtree Officeounting file, although some features
from the desktop version have been altered or dropmedexample, customized reports are not
imported, but you can export reports and forms to Extelrd, Rich Text, or Crystal Reports
format. A wireless service lets you check inventoryva as customer and vendor information
from various Web-enabled cell phones or from a Palm.

Advice and Caveats

A recent survey published by Financial Executivesrhdtional (FEIww.fei.org revealed that
outsourcing would continue to be a solution for areasevmamagement does not believe that in-
house efforts can be cost-effective. The same surseyalealed that financial executives’
satisfaction levels with shared services are asdsgd0%. Web-based accounting packages enable
small businesses to outsource their accounting functem atfordable price, and web-based
inventory control software allows small businessesatck their inventories in real time. Web-based
software has the added bonus of always being up toletetause providers continuously provide
incremental upgrades and new features.

To embrace web-based software, a small businesdinstigevelop a technology plan. This
plan should be based on a thorough review of the compafnstsng computing resources, and
focus on what the business plans to do with technoldggy plan should state the goals clearly,
prioritize them, and tie them to a budget and a tinketdihe firm must complete this prioritizing
process before making any purchase decisions.

Once the company completes the technology plan, tb@edatep is to match software
products to the company’s goals and objectives. The lags#mould be flexible with the
technologies and should consider all available produtkeimarket. At this point, the company
can either handle the process with its own staff ocassultants to expedite the process.

Purchasing equipment can be overwhelming when fadirige choices in the market.
Categorizing the available products can simplify tiheecpss. When evaluating competing services,
the value-added features, such as unlimited free natlerdial-up, robust web-based e-mail, and
hosting web content, can be extremely beneficialeample, outsourcing the tasks of maintaining
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a web server, managing the associated traffic, amtammang the continuous server uptime may
result in savings of $2,000 to $3,000 per year.

EXTENSIBLE BUSINESS REPORTING LANGUAGE (XBRL)

There exist too mangata formats on the Internet preventing users from aimgiyfinancial
information without many labor intensive conversionscdssive time is devoted to extracting
useful information from available accounting and finandath. Further, time is wasted re-
keying the same information into a spreadsheet. For eraufgia in the Securities and
Exchange Commission’s (SEC) database referred to asdflecData Gathering, Analysis, and
Retrieval System (EDGAR) cannot be imported directly spreadsheets. EDGAR performs
automated collection, validation, indexing, acceptancefamérding of submissions by
companies and others who are required by law to file forithsthe SEC. The comparison of
numbers and ratios requires significant effort and vierg tonsuming re-keying.

Extensible Business Reporting Language (XBRL) makesadlaifinancial information in
an “easy to use” format on the Internet. Formerly cadrad XFRML, a freely available electronic
language for financial reporting, it is an XML-basednfiework that provides the financial
community a standards-based method to prepare, publistarety of formats, reliably extract and
automatically exchange financial statements of plybheld companies and the information they
contain. XBRL is not about establishing new accounttagdards but enhancing the usability of
the ones that we have through the digital language of lsgsiX®&RL will not require additional
disclosure from companies to outside audiences. This aeguage allows the financial
community to communicate in a universal language.

How Companies Create XBRL Statements

Accounting software vendors will put XBRL tags in thaicaunting systems to allow users to
cross-reference their accounts to this framework emghbl more efficient reporting process and
a more meaningful experience for the users of finamtatmation. Some of the most popular
accounting software companies have al ready announceglédnas to provide XBRL output in
the financial statements. The list includes SAP, @ra6teat Plains, and ACCPAC. There are
more than 50 companies in the U.S. and about 150 compdmiedlyginvolved in the
development and adoption of XBRL. On March. 5, 2002, Maftdsecame the first major
corporation to publish its financial statements on therhat using the XBRL framework.

Applications of XBRL
There are many accounting, financial, and business appfisadf XBRL including:
1. Automating business reporting.
2. Financial statement preparation and analysis. For eeadiBRL financial statements on
a company’s web site can go directly into Microsoft Excere-keying is not required.
Auditing of financial statements.
Managing and distributing accounting data.
Consolidating and reporting data to regulatory bodies.
Collecting and updating financial data on borrowers sudbyagcessing the borrower’s
Web page.
Assessing credit risk.
Integrating investment information.

o0k w
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9.

10.

Communicating financial performance to users of finantaksents.
Internal management reporting such as cost control amgsana
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CHAPTER 2
THE USE OF COMPUTER SOFTWARE IN MANAGERIAL ACCOUNTIN G

Learning Objectives:
After studying this chapter you will be able to:

Classify cost accounting systems.

Explain the function of Activity-Based Costing (ABGj)stems.
Utilize cash flow forecasting software.

Select statistical software.

Identify budgeting and planning software.

Explain project planning and evaluating.

Develop a capital budget.

Conduct an appraisal of inventory.

Discuss a variety of executive management games.
10 Understandinear programming

11. lllustrate flowcharting.

12. Implement a system for risk analysis.

CoNoOOA~WNE

Computer software is available for most areas of grane accounting, including cost systems,
activity-based costing (ABC), forecasting, budgeting gladning, inventory evaluation, material
requirement appraisal, project management, capitadiing, risk analysis, linear programming,

and flow-charting. There are stand-alone packageg|d&s, and spreadsheet add-ins. The purpose
of this chapter is to alert you to software useful in aganial accounting, including their features,
applications, and suitability to meet a particular canyfs needs.

COST ACCOUNTING SYSTEMS

Maxwell Business System3bb Cost Accounting and Management Information Sy&tamIS)
is a job costing system. The software keeps track gfleme hours worked, distributes
(allocates) labor cost to the responsible unit, keepsk todicdepartment or product costs,
distinguishes between direct labor and indirect lalamd manages inventory. Job costs are
broken down into 100 different transactions. Since théwsoé tracks all costs, it can also
perform activity-based accounting because the jobs caaxpmessed in terms of activities or
tasks. The activities can further be divided into subriiets or subtasks. Costs may be broken
down by operation or function (e.g., buying material®¥sts may also be identified by division
or department. JAMIS can also be used to budget by cpst (&.9., labor, materials and
supplies). Costs may be tracked by project or contractmialtiple years. It has time-based
budgeting. It makes automated retroactive rate adjustmBEmssystem supports contract types,
cost classes, and job budgeting.

SouthWare InnovationsExcellence Serieshas features for job costing, contract
management, service management and wholesale distnbutio

Manufacturing Management SystemQuite-A-Profit performs competitive pricing,
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target costing, and earnings appraisal by product or service.

Peachtree Accounting has a moduleJob Costingo track and report the revenue, cost,
and profit for individual jobs and projects.

Macola Software’'sProgression Series Accounting and Distribution Softwéises
modules for job costing, inventory management, and shap flontrol. It prepares many
management reports, including those analyzing inventory amdifacturing operations.

Lawson Software’@ctivity Managerperforms activity-based management and costing. It
performs multi-dimensional data analysis, offers “wifa scenarios, does cost allocations,
performs inventory control, and aids in warehousing.

Abacus Data System&DAMS 4GLaids in warehousing, shop-floor control, inventory
control and management, work-order management, and custoalgsis.

Prosoft’s Inc.’sContractor Cost Accounting Packagdfers speed and flexibility. The
system is fully integrated and each module interactis athers. It offers modules for General
Ledger, Accounts Payable, Job Costing, Payroll, AccoRatseivable, and Purchase Orders.
Accounts are user-defined and can be referenced and attgssame or by number. You can
customize the program and its reports to suit your needs.

3C Software’sImpact allows you to set up the system to use any cost accounting
method—ABC, Traditional, Machine Based, Job, Direct, JepanlIT, or your own hybrid—so
you can control how costs are calculated. It alloas ¥ define the methodology, calculations,
variables, products, processes, and replngactcontains an integrated, full-featured query and
report writer, which allows reports to be generated quiekig easily. Typical reports include:
Product Cost Sheets, Product Pricing Sheets, VariancertRepwentory Valuations, Budgets
and Forecasts, Profitability Reports, and other custa@miaports to meet cost reporting
requirements.

ACTIVITY-BASED COSTING (ABC) SOFTWARE

An Activity-Based Costing (ABC) system accumulateste@s the basis of production or
service activities at a firm. Basically it assignsstsoby activity and links them to specific
products. It is argued that the resulting cost data is rmarie realistic and precise as compared
to the data obtained from a traditional costing sys#&B€ helps in determining what a product
or process should cost, areas of possible cost reduetmhyalue-added vs. nonvalue-added
aspects. Activity-based costing is beneficial in apprgivalue-chain functions. Further, costs
are a function of their consumption factors such asbhar of employees, units produced, labor
hours, etc.

Aided by computer software designed for ABC, the manageat&atuntant can more easily
and accurately accumulate cost information and performatw' testing. With this data,
management is in a better position to evaluate and madigiates regarding its operations and
products. There is a good deal of software that the mamagesscountant can use to aid in
accumulating cost data. Some software are actualladgineet applications; others are modules
of mainframe packages.

The Journal of Cost Management reviewed nine cost managjesoftware packages. All
these packages are for use on a personal computer andverestiesigned for activity-based
costing or activity-based management. Figure 8 separaes ffackages into two categories:
Those developed by independent vendors, and those supported opddvay a big-six CPA
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firm. It should be noted that some products include canguupport as part of the overall
package.

PricewaterhouseCoopers' ACTIVA is a comprehensive agtdased costing (ABC),
profitability, and performance management software tdslfdatures and capabilities include
budgeting and planning, product costing and pricing, cost managemerdnalysis, decision
support, process improvement, activity-based manageraedt,variance determination and
evaluation. Developed using state-of-the art clienté&setechnology, its additional features
include capital investment analysis, production sourcingyriloision logistics, and foreign
currency appraisal. ACTIVA aids in measuring the profitgbby customer, product, service,
market, process, and distribution channel. ACTIVA can suppany users conducting diverse
applications in multiple locations worldwide. The sdadt@ contains sophisticated security
features.

Lead Software's Activity Analyzer assigns activitiesctwst objects and calculates by
activity costs and profitability. Profitability may betdamined by product, service, customer,
and territory. Armstrong Laing's Hyper ABC is a mulinsional, multi-period activity-based
management system. Sapling Software's Net Prophet cosnlicivity-based costing and
management, process view analysis, budgeting, capacity pigramd constraint checking.

FIGURE 8
ABC SOFTWARE

ABM Tools and ABC Management Budget
Decimal Technologies
www.decimal.ca

Acorn System Cost Analyzer
Acorn Systems, Inc.
WWW.acornsys.com

Activity Analyzer
Lead Software, Inc.
www. leadsoftware.com

CMS-PC
ICMS, Inc.
WWW.iCms.com

Prodacapo ABC/M
Prodacapo
www.prodacapo.com

SAS

SAS Institute
WWW.Sas.com
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CASH FLOW FORECASTING SOFTWARE

Computer software allows for day-to-day cash forecgséind management, determining cash
balances, planning and analyzing cash flows, findirgh cghortages, investing cash surpluses,
accounting for cash transactions, automating accourgivabte and payable, and dial-up banking.

Computerization improves availability, accuracy, fimess, and monitoring of cash information at

minimal cost. Daily cash information aids in planning how se aash balances. It enables the
integration of different kinds of related cash informatsuch as collections on customer accounts
and cash balances, and the effect of cash paymetsh balances.

Spreadsheet program software suchass 1-2-3 Microsoft's ExcelandQuattro Procan
assist you in developing cash budgets and answeriagetyof "what-if' questions. For example,
you can see the effect on cash flow from differenbages (e.g., the purchase and sale of different
product lines).

There are computer software packages specially desifpredash forecasting and
management. These packages generally contain autaliggbrepared spreadsheets for profit/loss
forecasts, cash flow budgets, projected balance spagtoll analysis, term loan amortization
schedule, sales/cost of sales by product, ratio anafy®isgraphs. You input data into different
categories such as sales, cost of sales, general and shditiv@ expenses, long-term debt, other
cash receipts, inventory build-up/reduction, capagbenditures (acquisition of long-term assets
such as store furniture), and income tax. The progtlamvsachanges in assumptions and scenarios
providing a complete array of reports.

Three popular ones are briefly described below.

1. Quicken quicken.intuit.com/?src=www.quicken.com

This program is a fast, easy to use, inexpensive acoguptogram that can help a small
business manage its cash flow. Bills can be recordpdstdated transactions when they arrive;
the program'sBillminder feature automatically reminds the payer when bills dwe. Then,
checks can be printed for due bills with a few mous#a keystrokes. Similarly, he/she can
record invoices and track aged receivables. Togetlese fieatures help maximize cash on hand.

2. Up Your Cash Flow XTwww.cashplan.cor

Up Your Cash Flow XT creates financial forecasts foalstno mid-size businesses with many
features. This program automatically prepared spreat$sife profit/loss forecasts, cash flow
budgets, projected balance sheet, payroll anatgsis, loan amortization schedule, sales/cost of
sales by product, ratio analysis, and graphs. Accourdgadtsonsultants can use this software to
provide management advice, secure financing, assifletbbusinesses and offer other valuable
services. CFOs, Controllers and financial managerdJps&our Cash Flow XT to make fast
company budgets, manage cash flow and reach desired tdvgiofitability. Over 30 reports
show the impact of Sales, Expenses, Cost of Sales)dinga Payroll, Inventory and more. You
can run "what-if" scenarios to see how changes in lesiaetivity affect the bottom line and
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compare plan to actual data to measure how close yourwe t your goals and be able to
predict any cash shortfalls before they happen.

3. Cashflow Plan - Cashflow Forecast Softwaren.planware.org/cashshareware.htrfd)
Cashflow Plan is a range of powerful, easy-to-use soétpackages for preparing
comprehensive monthly cashflow projections for 12 meatiead. You can use it for cashflow
planning, budgets, business planning, fund raising etgotarg & established businesses of all
sizes and types. It incorporates a roll-forward fgcitt help you to speedily update the
projections every month. More powerful versions alstuate a tool for consolidating
projections. Cashflow Plan will help plan your busiteesash requirements, improve control
over cash flows and conserve cash resources. bevékspecially useful if you need to forecast
cash flows in the context of:

. Tight cash/profit margins

. Limited financial resources

. Planning for growth or radical change

. Compiling cash budgets

. Preparing business improvement plans

Cashflow Plan is pre-formatted to handle the very waghge of the variables and functions
normally encountered when preparing cashflow and ¢iahprojections. Based on your
assumptions, it compiles detailed, fully-integrateddicial projections for the coming year on a
monthly basis, and for the initial three months oreakly basis. It automatically produces 20+
pro-forma financial and management reports togethernuitherous graphs for key variables.

FORECASTING AND STATISTICAL SOFTWARE

There are numerous computer software used for forecastipgses. They are broadly divided into

two major categories: forecasting software and genarpbpe statistical software. Some programs
are templates, while others are spreadsheet add-lhetl®irs are stand-alone. A brief summary of
these three types of software follows.

Templates

A template is a worksheet or computer program that insltieee relevant formulas for a particular
application but not the data. It is a blank workshegt we save and fill in the data as needed for a
future forecasting and budgeting application. Most teteplare spreadsheet templates used in
Lotus 1-2-3, Excel, or Quattro Prthat produces sales and financial forecasts, evemear
products with limited historical data. They offeraigty of forecasting methods (such as moving
averages, exponential smoothing, trend analysis, dexgitmom of time series, regressions, etc.) for
accurate forecasts. You can use the built-in macrostér data into your forecast automatically.
For example, enter values for the first and last n®aofla 12 month forecast. The compounded-
growth-rate macro will automatically compute and engdues for the other ten months.

Add-ins
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There are many add-ins that feature the following:

. Uses a variety of forecasting techniques and includtssdutomatic and manual modes
. Eliminates the need to export or reenter data

You can use it in either automatic or manual modeautomatic mode, just highlight the
historical data in your spreadsheet, such as salpengss, or net income; then the program tests
several exponential-smoothing models and picks thehamdést fits your data.

Forecast results can be transferred to your spredadsiibeupper and lower confidence
limits. They generate a line graph showing the origiiagh, the forecasted values, and confidence
limits.

You can vary the type of trend (constant, linear, ampened), as well as the seasonality
(nonseasonal, additive, or multiplicative).

Stand-Alone Programs

There are an abundance of stand-alone packages ¢hatuah more powerful than templates or
add-ins. Some business software use artificial igggite. A built-in expert system examines your
data. Then it guides you to exponential smoothing, Bokids, or regression - whichever method
suits the data best. In addition to allowing the uszgall major forecasting methods, packages
permit analysis of the data, suggests available faiega®ethods, compares results, and provides
several accuracy measures in such a way thatasisrefor the user to select an appropriate method
and forecast data under different economic and envirdahemditions

1. Forecast Pro

Forecast Pro standalone forecasting software, is the business software tisa&s artificial
intelligence. A built-in expert system examines ydata. Then it guides you to state-of-the-art
forecasting techniques (exponential smoothing, Box-Jenttymsmic regression, Croston’s model,
event models, and multiple level models) - whichevehowsuits the data best.

Business Forecast Systems, Inc.
68 Leonard Street

Belmont, MA 02478

Tel: (617) 484-5050

Fax: (617) 484-9219
www.forecast/

2. Easy Forecaster Plus | and 1I

Easy Forecaster Plus | and & astand-aloneforecasting software, developed by the Institute of
Business Forecasting. The software’'s features inclide fdllowing models: naive, moving
averages, exponential smoothing (single, double, and shjolihear trend line, and multiple
regression. The program selects optimal model autcaligtiand prepares monthly/quarterly
forecasts using seasonal indices.

Institute of Business Forecasting
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P. O. Box 670159, Station C
Flushing, NY 11367-9086
Tel: (718) 463-3914

Fax: (718) 544-9086

www.ibf.org

3. Autobox 5.0 for Windows 9X,ME,NT,2000 and XP
This is the software utilizing Box-Jenkins forecastingthodology.

Automatic Forecasting Systems
PO Box 563

Hatboro, Pennsylvania 19040
Tel: (215) 675-0652

Fax: (215) 672-2534
WWW.autobox.com

4. LifeCast Pro

LifeCast Prois stand-alonenew product forecasting software. It quickly allows thtegration of
different marketing assumptions, prices, market reBgatompetitive intelligence, historical
similarities, and expert judgment all within a graphicbased product life cycle framework. Using
LifeCast Pro will help you “sell” your forecasts asi&ehble because it merges statistical diffusion
theory with your own assumptions in a way easy to axptamanagement. Feature include:

. Data availability options (high/medium/ or none)
. Incorporation of price scenarios and elasticities
. Jackknife stability analysis

. Automatic search for best saturation

. Search area analysis and precision estimates

. Life cycle analysis for mature products

. Statistical forecasting equations

. Easy to use.

LifeCast Pro
6516 Wedgewood Way
Tucker, GA 30084

5. DS FM (Demand Solutions Forecast Management)

This system delivers detailed information to front-limeeintory managers, as well as top-level sales
forecasts to front-office executives. It is the foréogsengine and data warehouse of choice for
effective supply chain management. Key benefits include

. Forecast at any level of data - item, item/custornem/country/customer, or however
you need it

. Quantify market intelligence, promotions and otheraldes

. Create production and purchase plans

. Meet your inventory and sales objectives. Continuoaslyze a comprehensive and
accurate view of your inventory and production

. Features the new Service Level Optimizer

33



. Microsoft SQL Server ODBC-compliant

Demand Management, Inc.

165 North Meramec Ave.,

Suite 300

St. Louis, MO 63105-3772 USA
Tel: (314) 727-4448
www.demandsolutions.com

6. ForecastX Wizard
The ForecastX Wizard software provides:

. Full integration with Excel to eliminate the learnicigve

. One Click business forecasting to pick the best methddganerate award winning
results

. Forecast one item or thousands of items with unlimitechlsdles forecasting

. Clear, concise customizable reports to present resultsalaborate with others

. Ad-Hoc planning and analysis with “what-if” scenarios

. Compelling charts and graphs that allow drag and diljystanents

. Determine the effectiveness and timing of promotwitis best/worst case analysis

John Galt Solutions, Inc.

125 South Clark Street, Suite 1950
Chicago, IL. 60603

Tel: (312)701-9026

Fax: (312) 701-9033
www.forecastxperttoolkit.com

7. Demandworks DP

The critical element in any supply chain plan is thealed forecast. Demand Works DP™ is a full-
featured demand management solution that improves e éusiness planning function by
maximizing forecast accuracy. It leverages demand histomgnt sales orders, promotions, events,
and user judgment to arrive at an optimal estimateitofd demand and required safety stocks.
Demand Works DP combines best-in-class forecastingwanful and highly flexible design, and a
100% web architecture for better deployment and endaeeenwork.

Demand Works Co.
16 W. Market Street
West Chester, PA 19382
Tel:: (610) 701-9873
Fax: (610) 701-9875
www.demandworks.com/

8. Roadmap Geneva Forecasting
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Roadmap Geneva Forecasting uses advanced statisticaiftesshto forecast sales of new and
established products and predict the effects of adwertipromotion, new products, pricing
changes or competitive actions. Geneva Forecastinglesl

. Powerful statistical modeling.

. Collaborative planning between headquarters and fiedd.sal

. Advanced data mining tools to uncover exceptions andgren

. Support for remote and mobile users.

. Interfaces to SAP and Retail POS databases.

. Specialized modules for promotion analysis, sales plgramd customer forecasting.

Roadmap Technologies

900 Cummings Center

Beverly, MA 01915

Tel: (978) 232-8901

Fax: (978) 232-8903
www.managingautomation.com

9. SmartForecasts

SmartForecasts Enterprise combines automatic fonegasith rapid batch processing to accurately
forecast thousands or tens of thousands of items quicklgasig—more than 100,000 items per
hour. Manufacturers, distributors, and retailers @silyecreate accurate demand forecasts for each
product item in inventory, along with item-specificiestes of safety stock requirements that
significantly reduce inventory costs. The Enterprise @diprovides direct connectivity and easy
integration with your corporate database (including n@ient/server systems such as Oracle, IBM
DB2 and SQL Server), as well as ERP, DRP, SupplyrCiradl other planning systems.

Automatic Statistical Forecasting provides fastueaie forecasts for hundreds or thousands
of product items—at the click of your mouse.

SmartForecasts’ expert system selects the besagtigg method for your data and handles
all the math, easily incorporating trends, season&npatand the effects of promotions and other
special events. Interactive (Eyeball) Adjustmentsytat adjust your forecast results directly on-
screen based on your business knowledge, for more reddisticasts and informed planning
decisions.

Multilevel (Multiseries) Forecasting makes it easy tdawb top-down and bottom-up
forecasts, by product group/item or item/region, for lapgrips containing hundreds or thousands
of tems.

Smart Software, Inc.

Four Hill Road

Belmont, MA 02478

Tel: (617) 489-2743 or 1 (800) SMART-99
Fax: (617) 489-2748

WWW.Smartcorp.com

10. EViews 5 for Windows 98, Me, NT 4.0, 2000, and XP
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EViews 5 is astand-alonesoftware that provides the tools most frequently usegractical
econometric and forecasting work. It covers Estimmatiorecasting, statistical analysis, graphics,
simulation, data management, all in a powerful, grapbligact-oriented interface.

Quantitative Micro Software
4521 Campus Drive, Suite 336
Irvine, CA 92715

Tel: (949) 856-3368

Fax: (949) 856-2044
WWW.eviews.com

11. SIBYL/RUNNER

Sibyl/Runnelis an interactivestand-alondorecasting system. In addition to allowing the usage of
all major forecasting methods, the package permits amabfsthe data, suggests available
forecasting methods, compares results, and providesabageuracy measures in such a way that it
is easier for the user to select an appropriate medhddforecast needed data under different
economic and environmental conditions.

BUDGETING AND PLANNING SOFTWARE

In recent years, the focus has been on moving awaydpoeadsheets to enterprise budgeting
applications in order to make the planning and budgetmgeps more efficient and the data more
reliable. However the underlying process remains fundiaiheonchanged,; it is still about
capturing and consolidating line item expenses. &épepular ones are described briefly.

Adaytum Planning
Adaytum Planning by Adaytum Softwaremw.adaytum.com (1-800-262-4445) is a multi-user
budgeting, planning, and forecasting system. It gieestlye flexibility to:

. Update hierarchies directly from General Ledger (G/L).

. Combine top-down planning with bottom-up budgeting

. Make last minute changes to model structure

. Empower end-users to do ad hoc modeling without informatystem (IS) support.

Budget Maestro v5.8

Centage’s Budget Maestranf/w.centage.coins probably the best answer to distributed
budgeting, strategic planning and financial control. Baddaestro shortens your budgeting cycle
and puts you into control of the process. Its informatioven environment guides you through
budgeting, planning, modeling, forecasting, resouraeag@ment, consolidation, analysis, and
reporting. CFOs and budget managers can plan, analyzearage, in ways never before possible.
Look at a user's screen and make changes directlgwiglver being there. Deliver budget models
and deploy reconfigured software updates to many usergat Plus manage budgetary
information, even enterprise wide information systenii$y a/single consistent interface. Budget
Maestro is designed to put CFOs and financial manageositrol of all aspects of managing
budgets, creating financial models and building amlaying financial plans. Budget Maestro
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allows business managers unparalleled flexibility inyamad) cash flow and business performance
throughout the enterprise. Budget Maestro significantlytehs your budgeting and planning
cycles. It eliminates rekeying and formatting of détancreases your data accuracy and integrity. It
allows your time to manage and analyze your busiitdssan excellent tool that provides you the
ability to perform:

. Budgeting

. Forecasting; rolling forecasts

. Planning

. What-if scenario building

. Payroll and Benefits Management
. Headcount Planning

. Capital Asset Planning

. Debt Management

. Automatic data consolidation

. Management Reports

. Extensive drill-down Reporting

. Income Statement, Balance Sheet & Statement of Elagls

As an alternative to spreadsheets, Budget Maestro ag®many of the complex and repetitive
tasks in the budgeting process while eliminating the faecreating complicated formulas and
manual consolidation of multiple worksheets.

Budget Maestro offers three editions:
Desktop Editiorr A single user license that is ideal for the CEO, @FQontroller of small to mid-
sized organizations that have a centralized budgatidglanning process.
Small Business EditionThis edition supports up to 3 users operating inlalmrative
environment to generate budgets, forecasts and finaepa@ts.
Enterprise Edition An enterprise-wide application for use by financecakees and
departmental/line managers to foster a more collaberatid participatory planning environment.

Microsoft Business Solutions for Analytics—Forecaster

This is Web-based budgeting and planning solution from$ditware

(www.frxsoftware.com)l Many organizations find it difficult to perform the amgg budgeting

and planning processes necessary to keep business paderometarget. Financial "surprises” are
met with panic, and more often than not, companie®ered to make sacrifices in places they
cannot afford. The result is a direct, negative impadheir strategic objectives. But it's not for
lack of trying. Finance departments simply don't thegime it takes to combine multiple
spreadsheets submitted from across the company (Letthlemesources to make sure all line
managers understand the importance of the budgetinglaming process, and of submitting well-
planned information on time!lzorecasterputs the systems and processes in place to help you
immediately realize the benefits of an effectiveldeting and planning process, and make it an
ongoing part of your business strategy.

Host Budget V3.2

(www.hostanalytics.comHOST BUDGET is an integrated budgeting and plansaftyvare that
provides streamlined budgeting, forecasting, reporéind,analysis. Modules are used to
automatically manage, consolidate, and change informfatigplanning and replanning. These
budgeting, forecasting, and planning modules include:
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. Integration with Host’s Performance Measurement Sentec
. SG&A Budget module

. Human Resources Budget module

. Sales and Operation Planning (S&OP) module
. Sales Forecasting module

. Capital Expenditure Budget module and others

HOST BUDGET is architected for the Web so that théviddals involved in budgeting and
planning can use all of the features. All that isdeeieby the user is a web browser to access and
update the application. Microsoft Excel spreadsheetbeased “on-line” or “live” to the database
for queries and updates. Or, if the user prefers to disdonnected from the central database the
user can work “off-line” and easily upload the Exdel fater or submit via email.

Because of the streamlined effects of HOST BUDGE®&roarganization’s budgeting
process, budgets and forecasts can be refined on ang@hbgsis. Managers can consider what has
happened so far and can regularly look into the futurel dogectual versus budgeted information
along with current forecast projections in theiodfto meet financial goals.

Executive Managers can create top down budgets and dpusii the budget to lower levels of the
organization. Line managers and department heads Ga brglgets from the bottom up and
submit budgets for approval.

Continuous rolling forecasts can easily be created@8T FORECASTER and bi-
directional data integration allows the detailed buslgebe loaded to or from other applications.

Based on best practices, HOST FORECASTER provides aet of tools to facilitate sales
forecasting using standard methods including:

. Statistical forecasting.
. Top down forecasting allocated to the SKU level basaationyear history, current
estimate, last two years average sales, and other bas
. Bottom up forecasting for product introductions and discoetmroducts.
. Ability to smooth forecasts to eliminate the impact ofaqgfient sales events.
SRC Systems

SRC Budgeting

Balancing flexibility and control, sophistication arase-of-use, SRC Budgeting
(www.srcsoftware.coirprovides the tools you need to create and executdediebaidgets—
transforming strategic goals into operational plans. BR@eting not only simplifies the

budgeting process, but also streamlines the sharingaohité key managers. The result is: Greater
accuracy, enhanced accountability, and increasedrelipéy business units—all while
dramatically reducing the time required for the planipragess.

The benefits are:

. Increase collaboration while streamlining the budgetess.
. Model budgets to fit your business.

. Align budgets with strategic plans and forecasts.

. Create flexible and sophisticated budgets.

SRC Sales Planning
With SRC Sales Planning, all deals can be tracked—ndhgiiot ones—and sales managers can
adjust focus, training, and incentives to increase .dalester visibility into how leads play out at
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various points in the sales pipeline improves managedeergion-making ability. Understand
which leads are working and which ones are not. Understhiath products and services are in
demand, identify and investigate changes and flucnstand take appropriate action—whether it
means realigning the salesforce or adjusting productidniatribution.

The benefits are:

. Create a robust sales forecast.
. Make more accurate and timely planning decisions.
. Align sales, supply chain, and operations.

SRC Forecasting
This system allows you to create timely, high-level, disr@nally independent rolling forecasts—
driven by the strategic plan—and translated into ojpe@ttargets. SRC Forecasting streamlines
and speeds the forecasting cycle, leverages a sopiedtarad customizable modeling process, and
helps ensure organizational alignment.
The benefits are:

. Streamline financial forecasting

. Customize and model forecasts for accurate planning

» Align forecasts with detailed budgets.

THE LATEST GENERATION OF BUDGETING AND PLANNING (B& P) SOFTWARE
The new budgeting and planning (B&P) software represents)asjep forward for accountants.
Finance managers can use these robust, Web-enabled progistas a wide range of data,
radically speed up the planning process, and identify manadersave failed to submit
budgets. More often known astive financial planning softwaréhis software includes
applications and the new level of functionality thatntane budgeting, forecasting analytics,
business intelligence, and collaboration. Figure 9 lismifar B&P software.

FIGURE 9
ACTIVE FINANCIAL PLANNING SOFTWARE—
NEXT GENERATION BUDGETING AND PLANNING (B & P) SOFT WARE

Companies Websites Software
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ABC Technologies  www.abctech.com Oros

ActiveStrategy www.activestrategy.com ActiveStrategy Enterprise
Actuate www.actuate.com e.Reporting Suite
Adaytum Software  www.adaytum.com e.Planning

Applix www.applix.com iPlanning, iTM1

Brio Technology
Business Objects
Cartesis

Closedloop Solutions

www. brio.com

www. businessobjects.com

www.cartesis.com

www.closedloopsolutions.com

Brio.ONE, Brio.lmpact, Brio.Inform

e-Bl, BusinessObjects Auditor, BusinessObjects BW Connect, Webinteliigence
Cartesis Budget Planning, Cartesis Carat, Cartesis Magnitude

CBizPlan Manager, SpendCapManager, TopLine Manager

Cognos WWW.COENOS.COM Cognos Finance, Cognos Visualizer, Cognos Enterprise, Business Intelligence

Comshare www.comshare.com Management Planning and Contro! (MPC) Application, Comshare Decision

CorVu WWW.corvu.com CorManage, CorVu Rapid Scorecard, CorBusiness, CorPortfolio

E.Intelligence www.eintelligence-inc.com e.Intelligence Suite

Epicor www.epicor.com Epicor eintelligence Suite

Geac www.geac.com Geac Smartstream Financials, Enterprise Solutions Expert Series, FRx

Great Plains Software www.greatplains.com eEnterprise, FRx Budget Controlier, Dynamics

Hyperion www.hyperion.com Hyperion Financial Management, Hyperion Planning, Hyperion Essbase

J.D. Edwards www.,dedwards.com J.D. Edwards Financial Planning and Budgeting, Business Intelligence, OneWorld Xe

Lawson Software www.lawson.com Enterprise Budgeting SEA Applications - including E-Scorecard; Analytic Extensions

Longview Solutions  www.longview.com Khalix

MIS-AG www.misag.com MIS Alea Decisionware, MIS DelaMiner, Collaborative Analytic Processing

NextStrat www.nexistrat.com NextStrat Strategic implementation Portal (NextSIP)

Oracle www.oracle.com Oracle Strategic Enterprise Management (SEM)

OutlookSoft www.outlooksoft.com OutlookSoft Financial Planning and Analysis (FPA), OutlookSoft Enterprise Analytic Portal

PeopleSoft www.peoplesoft.com Enterprise Performance Management (EPM), PeopleSoft Balanced Scorecard, PeopleSoft En-
terprise Warehouse, PeopleSoft eBusiness Analytics, PeopleSoft Activity-Based Management

SAP www.sap.com SAP Strategic Enterprise Management (SEM), SAP Financial Analyzer Business Intelligence

with mySAP.com

SAS Total Financial Management, Strategic Vision, SAS/Warehouse Administrator,
SAS Enabling Technology (OLAP)

Silvon www.silvon.com Stratum
SRC Software Budget Advisor, Payroll Planner, Information Advisor

SAS Institute WWW.Sas.com

www.srcsoftware.com
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PROJECT PLANNING AND EVALUATION

Most project management applications today use congpexegnsively. The management
of projects is enhanced by tools suclGasttcharting, Fish-bone diagram, tReogram Evaluation
and Review Technique (PER@&hdCritical Path Method (CPM)These tools are easily
computerized and indeed there are dozens of commeacieages on the market. The user inputs
activity time estimates and procedure information, pragratput slack for each activity, duration
and variance for critical paths, and other usefulgatapanagement information. Many project
management software packages, such as Microsoft piejgakanners enter defined activities,
events, and times only once, and then present aitGantt or a PERT chart-or both-on the
computer's monitor. The project manager can theh@eechanging parameters will alter the charts
and completion times. Some managers prefer using Gaants, some prefer PERT charts, and
others use both, for the same projects. The prefedapsnds on the personality of the manager
and on presentation needs, rather than on the radttive project.

The types of project management software are testchelow.

1. Project- and Resource-Tracking Software. With thesecapiphs, you enter each task and
subtask of the project as well as each subprojemt,dbfine resources, such as employees
and contractors, and assign them. Most of these togisuedefine priorities and set the
order in which subprojects or individual parts of the mtojeust be done. Many good
specialized project-tracking tools are available, botember, spreadsheets and even text
editors can do the job in a pinch. The quality of yaofget management depends more on
your skill and attentiveness than on the tools you chinogse.

2. Time-Tracking Software. These applications let yaak in detail the amount of time it
takes to implement your project. Keeping abreast sfititiormation over time will help you
improve your estimating skills.

3. Bug-Tracking and Source-Code Version-Control Softwlnese applications are not just
for software-development projects. You can use thesRipts to control changes to
documentation, keep on top of the versions of vendor addtthat are in your standard
desktop image and track problems with every portiopoaf project.

Below is a list of project management software.
Artemis International Solutions Corporation

http://www.artemisintl.com
Artemis Views 5

Computer Associates International
http://www.cai.com
AllFusion Process Management Suite

Integrated Strategic Information Systems Pvt.Ltd.
http://www.iPlanEnterprise.com
iIPlan Enterprise 4.3; iPlan Web 1.3

Microsoft Corp.
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http://www.microsoft.com
Microsoft Project 2000
Microsoft Visio Standard 2002

Pacific Edge Software
http://www.pacificedge.com
The Edge Solution w/Portfolio Edge & Project Office

PlanView
http://www.myplanview.com
PlanView

Primavera Systems
http://www.primavera.com
Primavera TeamPlay

Welcom
http://www.welcom.com
Cobra 3.5

Open Plan 2.6
WelcomHome 2.5

CAPITAL BUDGETING
There are many software packages such as ready-to-uskenEx&sheets, called templates. The
following are samples of such software.

1. Investment-Calc PRO (www.minsoft.com/software/mpspular/index.php)

With Investment-Calc PRO Version 5.0 you can createnaanipulate ready to use cash flow
Excel worksheets to analyze business, capital, shase urchase cash flow forecasts for
internal use, for acquisitions, and for calculatingt besuation for sale. The program calculates
Net Present Values, Internal Rate of Return, Accogri®ate of Return, Share Valuation &
Economic Valuations over any forecast period to 15, 2@r 3D years. Investment-Calc
incorporates self generating tables, that calculate yaasigt depreciation values for any yearly
capital purchase program, prepares tax calculations |la@swannual lease and loan finance
costs and repayments, compounds money values and traisialses automatically into user's
spreadsheets to help save time.

2. Budget-Calc (www.minsoft.com/software/most_popular/inolgx)

Budget-Calc PRO provides ten budgeting templates plus dyr{aeiieadjusting) Excel tables
for depreciation and loan amortization for preparing investrforecasts, profit/loss budgets,
cash flow forecasts, capital budgets, sales, 91 day ARJARasts and annual employee
productivity plans quickly and accurately. (FASB 141 & 142 goddihtangible variable
depreciation tables included).

APPRAISAL OF INVENTORY
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SQL Financials InternationalBurchasing Controis used to control the purchasing processes. It
provides information about purchase orders, items, vendmsipts, invoices, and payments.

Computer AssociatesACCPAC is a financial management software including order
entry, inventory control, and job costing.

Lawson Software’sinsight Business Management Systmeciudes supply chain and
procurement, materials distribution, and audit controls

Inventory Analysis a template for computing economic order quantity,deopoint, and
optimal inventory levels. Inventory history is depictedaadasis to predict future trends. It
incorporates such forecasting techniques as moving averggeessial smoothing, and time
series. Seasonal factors are incorporated.

Computron Software’sComputron Financialsdoes inventory stock control and time
recording.

Dun & Bradstreet’sSmart Streandoes inventory stock control, warehousing, accounting
for manufacturing processes, production scheduling and goutind materials requirements
planning.

Syspro Impact SoftwareBnpact Encoredoes materials and resource planning to aid in
cutting costs and improving delivery and quality. It has a @selorder system and can handle
activity-based costing. It aids in tracking items throughgroduction process.

Open SystemsAccounting Softwaréenventory module features alternative costing and
pricing methods including matrix pricing for customers. It parform physical and cycle counts
based on specified criteria. It also determines thel lefvénventory requiring a reorder. The
package also has sales order functions.

Fourth Shift Corporation’8anufacturing Software Systéreeps track of inventory and
manufacturing.

Best Ware’sMYOB software’s inventory module provides a listing of itenestocking
information, and backorder listing.

EXECUTIVE MANAGEMENT GAMES

Computerized management games provide an excellent learning tomking financial and
managerial decisions so as to develop analytical an@gizatbilities. The management game is
a type of mathematical model and simulation. Simaiai$ designed to simulate a system and to
generate a series of quantitative and financial reswdtgarding system operations. In
management games, participants make decisions at variagsessin an attempt to better
comprehend the external simulated environment. The galio®s for a better understanding of
the interrelationships of the various functions withie tousiness and how such interactions
affect overall performance. Some good management gare®ERT-SIMfor project planning
and control,Westinghouse Simulation Exercifg distribution and logisticsilBM Production
Manpower Decision Moddbr production and manpower schedulidARKSIMfor marketing
decision making,X-Otol for distribution analysis, Green and Sissoisterials Inventory
Management Gamier inventory planning, an&INASIM for financial management simulation.
Other executive management games are Harvard Universitgtvard Business GameK.
Goosen’'sManagement Accounting GamR, Schrieber'sTop Management Decision Game,
Carnegie Mellon'COGITATE,and R. Barton’sMAGINIT Management Game.
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LINEAR PROGRAMMING

Linear programming is the allocation of limited cap#atl human resources to maximize gain or
minimize cost.Linear Interactive and Discrete OptimizatighINDO) can be used to obtain
optimal solutions.

What's Bestlis a linear programming software aiding in determining tiptinwal
allocation of limited capital, human, and financiadaerces. It considers time constraints and is
ideal for management decision making. The objective ektftware is to maximize revenue or
minimize cost.

FLOWCHARTING

Flowcharts are diagrams that use standardized symbuésconnected with flow lines, to
visually represent complex procedures and data flow. Pgeplerally understand pictures better
than words, and visual representation of data can ofteanee understanding. Accountants can
use flowcharts to document and understand the processinfpiohation through the accounting
system. Flowcharting software allows users to ilkistipolicies, processes, and procedures with
diagrams. Typical flowcharting packages allow users &ater diagrams for process and data
flows, hierarchy charts, fishbone diagrams, structur@tshcause and effect diagrams, and
organizational charts. Most packages contain templatespecialized libraries for symbols
typically used by accountants and other professionals dso possible to create a custom
library composed of frequently used shapes.

Micrografx Inc.’s ABC FlowCharteris a powerful and easy-to-use package. You can
“drag and drop” hundreds of shapes from its extensive tenijiedey.

HavenTree Software Ltd.BasyFlowis a specialized drawing program. It uses the “drag
and drop” approach to flowcharting. The user selects slisp@sa palette and drops them into
the appropriate place in the work aré&smsyFlowcomes with excellent documentation and
tutorials.

Clear Software’sallCLEAR takes a unique approach to flowcharting. To create a
flowchart inallCLEAR,you write a script in the form of an outline. The punttirain the script
determines how the flowchart will look. The script aygmh makes it easy to create and modify
even complicated flowcharts. However, the script apgrageatly restricts the user’s ability to
customize flowcharts.

Patton & Patton Software CorpFow Chartingis a good choice for the flowcharting
beginner. It is a specialized drawing program and utilizesdtlag and drop approach to flow
charting. It comes with an excellent tutorial.

Aldus Corp.’sIntelliDraw is a powerful diagramming and illustration package. Itos n
exclusively a flowcharting packagéntelliDraw is ideal if you work with many types of
drawings, and flowcharting is just one of your many needs.

Micrografx Inc.’'s ABC Snap Graphicss a general-purpose drawing and illustration
package. It offers an easy-to-use interface and makessaxt use of drag and drop capabilities.
It is ideal for an individual that prefers ease of usedoteric features.

Shapeware Corp’¢isio offers users a choice of drag and drop or script approach.
Drawing flowcharts withVisio is very similar to manually drawing flowcharigisio works with
computerized versions of plastic stencils that includeuts for various symbols.
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RISK ANALYSIS

Corporate risk may be analyzed using the spreadsheat @isk.How will a new competitor
affect your market share? @RISK calculates thdiHixed of changes and events that affect your
bottom line. First use @RISK's familiar @ functiongladine the risk in your worksheet. Then let
@RISK run thousands of what-if tests using Monte Caraukition. You get a clear, colorful
graph that tells you the likelihood of every possibledattine value. @RISK lets you view your
model’s results from hundreds or even thousands of wheg+isios. You get answers to questions
like, “what’s the chance of a negative result?”, “\tlh¢he chance of a result over one million?”
At a glance you'll know if your risk is acceptable, grati need to make a contingency plan.

Business Foundationsiternal Operations Risk Analysippraises a company’s areas of
risk. It is an expert system developed around more 1B@rinterview questions. Based on the
answers to the questions, the software prepares anbjmdananagement reports summarizing
the strengths and weaknesses in the company’s operdioisk rating (high, medium, low) is
assigned to risk categories. It recommends correctiyes §t&r problem areas. There is an
upgrade for industry-specific situations.
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CoNoOOhWNE

CHAPTER 3
INFORMATION SECURITY AND DATA PROTECTION

Learning Objectives:
After studying this chapter you will be able to:

Evaluate computer system failures.

Establish a security policy.

Maintain a preventive care system.

Institute safety alarm systems.

Develop hardware and software security.

Examine an audit trail.

Initiate network and password security.

Develop and implement a process for contingency planning.
Understand the legal issues.

Security concerns have heightened in recent years inglwdimputer-related data errors, thefts,
burglaries, fires, and sabotage. The increased usevodnketd computers, including the Internet,
intranets, and the extranets, has had a profound effemmputer security. The nature of the
computing environment has changed significantly. The greadesitage of remote access via
networks is convenience. This convenience, however, nta&esystem more vulnerable to loss.
As the number of points from which the computer cancoessed increases, so does the threat
of attack. More caution is clearly needed to counter Hudats.

The first step in managing computer security is totiflethe resources that need to be
protected. For example, the resource to be protected begbPU cycles or computer time. This
is unlikely to be the objective of most attackers okbeas. Frequently, hackers are interested in
obtaining access to private or confidential informaticom8times, the organization may not
even consider the information to be “valuable” to anydse &nd may not be willing to take
security precautions. This is a serious mistake. Haclkems steal or destroy data or information
simply because it is there! Other hackers may deletiestroy files in an attempt to cover their
illegal activity. This leads to just one conclusion. Awal attitude towards computer security is
never justified.

The second step in managing computer security is to deteagainst whom you want
to protect your system. The security needs of a miltargputer system are likely to be
significantly different from the security needs af@poration. Are you trying to protect your
computer system from teenagers “playing around” or corp@@es or industrial espionage?

The third step in managing computer security is balanbmgasts and benefits of
various security safeguards. In other words, how much areviting to spend on security?
Clearly, it is prudent to spend more on protecting resouhegsare of greater value to the
organization. The cost of security safeguards includemigtthe direct cost of the safeguards,
such as equipment and installation costs, but alscertdiosts such as employee morale and
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productivity. It is important to recognize that increassegurity typically results in reduced
convenience. Employees for example, may resent tlo@wenience that results from
implementing security safeguards. Too much security cgusbas detrimental as too little
security; a balance must be maintained.

The last step in managing computer security is contaygplanning. Assuming that
security is violated, how do you recover? What aredtita backup policies? What are the legal
consequences? What will be the financial impact? Aamglysis should be performed in
planning computer security policies and financial support. Compatairity risks fall into one
of three major categories: destruction, modificatanmg disclosure. Each of these may be further
classified into intentional, unintentional and environraéattacks. The threat comes from
computer criminals and disgruntled employees who intend tawtkfsabotage, and “hack.” It
also comes from computer users who are careless ligevdgLastly, the threat comes from the
environment; an organization must protect itself from tesasuch as fire, flood, and
earthquakes. An effective security plan must considehmae types of threats: intentional
attacks, unintentional attacks, and environmental attackat 1&/the company’s degree of risk
exposure? Insurance policies should be taken out to saehrrisks as theft, fraud, intentional
destruction, and forgery. Business interruption insuraneersdost profits during downtime.

COMPUTER SYSTEM FAILURES
A computer system can fail for several reasons, imegud

e Operator mistakes

e User mistakes

e Malicious acts

e Hardware malfunction

» Software bugs

e Environmental factors, such as lightning, fire, earthquakppwer outage

When discussing computer reliability, it is useful toidgtish betweeeerrors, failuresand
faultsin a computer system. An error occurs when therelevation from expectations. Some
errors are acceptable because they can be overcdraes ate not. An unacceptable error is a
failure. If the failure can have serious consequerncesgonsidered a critical failure. A fault is a
condition that results in a failure.

System reliability is distinct from system securBgcurity is designed to protect against
intentional misuse and does not consider malfunctioprdiing one factor often enhances the
other factor. Both factors need to be considered in giagaisk.

ESTABLISHING A SECURITY POLICY

Every organization should have a security policy thahdsfthe limits of acceptable behavior
and the organization’s response to violations of suchweh Its purpose is to assign
accountability and delegate authority across the orgamizdthe security policy will naturally
differ from organization to organization, based onws anique needs. For example:
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« There may be an edict barring the playing of computeegam corporate computers.

* There may be a policy against visiting adult web sitethernnternet using corporate
Internet accounts or computers.

* Some organizations may wish to restrict the use of afgpptocol because it cannot
be administered securely.

* Employees may be prohibited from taking copies of cedaiporate data out of office
premises.

« There may be a policy prohibiting use of pirated software.

The security policy should not only define acceptable \aehabut it should also contain
the organization’s response to violations. How will tredators be reprimanded? Will the
organization reprimand violators inside the organizatiffieréintly from violators outside the
organization? What type of civil or criminal actions migbttaken against violators?

The security policy should be a broad statement thdeguindividuals and departments in
achieving certain goals. The specific actions needed liaeg¢he goals are contained in
supporting standards rather than in the policy documentsdtity policy should be concise
and to the point, generally not exceeding ten pages. Itdsbeutasy to understand. Its focus
should be on emphasizing the role of individuals and deeaitt in achieving the objectives. It
is not the purpose of the security policy to educateadn tndividuals. Such an objective is
better served through training seminars.

The background for developing a security policy should bmugsed. It should explain the
purpose of security, including why data integrity must be taaiad. The importance of
maintaining confidentiality and privacy of informationeasces should be emphasized. The
continuous availability of information is important ftve organization and any interruption can
have serious financial consequences.

Employees should understand computer security is eve&@syoasponsibility. The scope of
the computer security policy should encompass all locatdthe company and all of its
subsidiaries. Security is only as strong as its weakdsahd therefore the same set of standards
should be used throughout the organization. This meanththatandards should be flexible
enough so they can be used in a wide variety of ciramoss and conditions, yet they should
provide consistency and quality across the organization.

The security policies apply to all computer faciliteesl the data they contain, including
stand-alone computers, Internet and intranet siteal dwea networks (LANS), and wide area
networks (WANS). All forms of electronic communicatjoncluding email and fax and data
transmissions are covered by the security policy. Qihated material, such as documentation
and technical specifications, should be included in the se@alicy.

Computer security should be viewed as a means to an dntbaian end itself. Computer
security is an integral component of an organization&a@lrisk management strategy. The
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responsibilities of various departments and individuatsihbe identified in the security policy.
The policy established should be evaluated on a periodi taiscorporate changes in
technology or circumstances. The authority for sgw@nd amending the security policy should
rest with a committee such as the Information TeclgyoManagement Committee. This
committee should be responsible for determining whenistances justify departure from the
policy; all exemptions and exceptions should be approvedebgammittee.

Active participation by individuals and departments isdeéefor a security policy to
succeed. It is well established that individuals are rikedy to accept the security policy if they
have had input during its creation. The real benefit digyaation is that employees or
departments will make a positive contribution to theqyoliy imparting their knowledge. Senior
management’s support and cooperation is critical in im@feimg the policy.

The relationship between the computer security policyodimer corporate policies should
be described. For example, the computer security pdiicyld be used in conjunction with the
firm’s policies for:

« the internal control structure

« contingency plans, including business resumption planning
* privacy and confidentiality

» compliance with local and federal laws and regulations

A process should be in place to ensure compliancelavith and regulations. Privacy and
confidentiality issues have a serious effect on competaurrity. Increased governmental
regulation should be expected in the future. The legalrtiepat should assist department heads
in complying with laws and regulations.

The Information Systems department’s and its securigsop@el’s responsibilities should
be defined in the security policy document. These respititiss include:

e ensuring that security personnel have the training andngla@tled to perform duties
required by the security policy.

e provide computer security assistance to other departmentespensible for all
computer networks and communications.

e providing systems development methodology for secueigds. Be responsible for all
cryptographic methods and keys.

« provide and manage virus detection software for networkedt@amd-alone
computers.

*  be responsible for acquiring hardware or operating systhat are not currently part
of the organization’s architecture.

e authorizing the use of the network, including the Interndtlatranet.

*  review, evaluate and approve all contracts with third gmdoncerning information
systems.
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For personal computer systems, additional precautiensesded and should be addressed
in the security policy. Some points to consider include:

« all original data should be backed up on a periodic basis.

e personal computers connected to a network may be a safuricases; virus detection
software should always be used, especially before copytagpd@rograms on to the
network.

« confidentiality and privacy of data may be compromised.

e certain types of confidential or important data shadder be stored on a local hard drive;
instead such data should be stored on the network, orppyftor compact disks or
removable hard drive so that it may be removed and stoeeddnure place.

» standards should be established for remote access.

e personal computers should not be directly connected totimet since the Internet is a
source of virus infections and hackers may be able to gegssithrough it; Internet
access should be only through the company’s Internetrsghieh is capable of
protecting itself.

PHYSICAL SECURITY AND DATA SECURITY

Physical and data security considerations are equally iamioAn effective security system
should prevent a security breach. However, if in spifgroper protection, a system is
successfully attacked, the system should create anteaitlibo allow prompt investigation.

Unauthorized access to the computer facilities shoutedigcted and sensing and
surveillance devices should be installed. Computer environmneiuding heating, cooling,
dehumidifying, ventilating, lighting, and power should be precAppropriate care must be
taken to protect the plant from harm and accidents aasigirs such as fire and floods.
Adequate emergency lighting should be available for safeuation in case of fire or other
disaster. Consideration must be given to loss or dameagemputer equipment and peripherals.
Media, such as disks, tapes, and output should be prdtédser manuals for equipment and
software must be protected to maintain continuity of properations. Surge protectors should
be used to protect the computer system against power linebdisters. Of course, the
organization must consider loss of or injury to its pensd.

The layout of computer facilities is important in plargnfor computer security as well as
achieving cost savings. As computers become smallerctrele housed in smaller areas and
this changes the way facilities are designed and plafioesgxample, it is no longer necessary
to have raised floors in the computer room. If wiring oncern, cables can generally be along
the walls. If flooding is a concern, aluminum chanmel$-beams can be used to raise
components and cabinets. Cabling costs can be saved by pglecimgtwork equipment inside,
next to the processing equipment. Smaller componentdmatacked vertically to conserve
floor space and reduce cable costs.

The computer facilities should be housed in a buildingi® area near wire distribution
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centers. Care should be taken to avoid a location whater or steam pipes cross either
vertically or horizontally. The room should be seate@téep out smoke and dust.
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Only one door should be used for access into a securedraesdoor should be self-
closing and it should not have a hold-open feature. Abomation or programmable lock may be
sufficient. An alarm system should be installed. Tta@uld not be any direct access from
public places.

WIRES AND CABLES

With the increase in distributed computing, it is evemer@ssential to protect the wiring system.
Wires and cables are generally made of either coppmptmal fiber. Fiber optics offer
significant performance and security advantages. How#wey cost more to install. Still, if
considerable data needs to be transferred, the codvdigage of fiber optics rapidly
diminishes.

Cables and wires are fragile. They can be easily dadadt is not possible to repair
damaged wires; they must be replaced. The electrical piegef cables may also be affected
and the data may become unreliable. Alternate pathddshe provided for cables linking
important or critical paths.

Fiber optics offer better security protection. Itatatively easy for someone to wire tap
copper lines if they can obtain access anywhere alsergnigth. Such wiretaps are very difficult
to detect. In contrast, it is difficult and expensivevice tap fiber optics. Moreover, normal
operations are disturbed in a fiber optics tap and axefibre be detected more easily. Even
with fiber optics, it is possible that a skilled indlual with proper equipment can tap the system
undetected. Fiber optics provide a deterrent, but shouldengietved as being perfectly secure.
Of course, the best way to protect sensitive data is teame type of encryption.

Fiber optics are not affected by electrical or maigneterference. Copper wires have to be
shielded with cabling and grounded metal conduits have toovalpd.

The ends of all fiber optic cables must be microscdlgisanooth. They have to be exactly
aligned and positioned. This requires the use of expensiveakpguaipment and highly trained
personnel.

Data wiring should be certified by a knowledgeable andréequeed individual. Such an
individual should

* Perform a visual inspection.

» Check that each cable is connected correctly.

e Check that there are no crossed pairs.

« Use areflectometer to detect if there are any catistns, bad terminations, or external
interference.

Purchase orders for any wiring should specify:

Who will certify the wiring.
What equipment will be used to test the wiring.
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* What standards will be followed.

DESTROYING DATA

Once data is no longer needed, it must be properly dedtrimfermation on magnetic media is
typically “destroyed” by over-writing on it. While thaformation appears to have been
destroyed, there are many subtleties to consider.Xaon@e, if the new file is shorter than the
old file, information may remain on the magnetic nagloyond the new file’s end-of-file
marker. Any information beyond the end-of-file can bgilgaetrieved. A safe method is to
overwrite the entire media. However, overwriting &mtire media is time consuming and other
methods, such as degaussing should be used. Degaussersmatiallgdsulk erasure devices that
when used within their specification provide adequate piiotect

Formatting a disk does not safely destroy all infornmatibis important to note that magnet
media may retain a latent image of the preceding hievafter the write insertion of a new bit
value. This occurs due to the inability to completelyisse the magnetization. While normal
read/write operations are not affected by this limitgatibdoes pose a security threat and anyone
with sophisticated equipment could exploit it.

For papers and other soft materials, such as micradioctidloppy disks, it is possible to
shred them. Some shredders cut in straight lines psstithers offer cross-cutting and particle
producing. Some shredders disintegrate by repeatedly cuttthgessing the material through a
fine screen. Shredders may also grind the material akd mdp out of it.

Burning is still another way to destroy sensitive dataighao longer needed. As with
shredding, burning means that the storage media can no lmmngeused. Even when burning,
one needs to exercise caution. It is possible, for plagrto retrieve printed information using
special techniques from intact paper ashes, even thougifah@mation may no longer be visible
to the human eye.

ENVIRONMENTAL CONSIDERATIONS

Computer facilities are susceptible to damage from envirotaht&ctors. Fire security is
especially important and is discussed in detail in aragpaection. Other important factors
include heat, water, humidity, dust, and power failure.

* Heatand high temperature can cause electronic components #ifaionditioning is
generally essential for reliable operation. Simple @udons should be taken to ensure that
air vents are not blocked and that the air is alloweclrtulate freely. Backup power should
be available for air conditioning if the computer systeithbe used even if the primary
power fails.

e Wateris an obvious enemy of computer hardware. Hoods, raimksgar system, burst pipes,
etc. could do significant damage. Attention should be gigehe design of routing water
pipes and the location of the computer facilities. ladtef a traditional sprinkler system,
consider using an alternate fire-extinguishing agent tHahatidamage the hardware.

* Humidityat either extreme is harmful to the hardware. Higimidity is likely to lead to
condensation which can corrode metal contacts or caestgiedl shorts. Low humidity is
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likely to permit the buildup of static electricity. Compufacilities should either be housed
on bare floors or floors covered with anti-staticpeding. Humidity should be continuously
monitored and kept at acceptable levels.

* Dust,dirt, and other foreign particles can ruin computer hardwéor example, dust can
interfere with proper reading and writing on magnetic medersonnel should not be
permitted to eat or drink near the computer facilities.shmuld be filtered and filters
replaced at appropriate intervals.

« Power failurecan render all equipment useless. Brownouts and blaxkoaithe most visible
sign of power failure. However, voltage spikes are nmohe common and can cause
serious damage. Spikes may be produced by lightening and skieb sy either damage
equipment or randomly alter or destroy the data. A drdipénvoltage can also lead to
malfunction of computer equipment and peripherals. Voltagalators and line conditioners
should be used if electrical fluctuations occur. Use afteniuptible power supplies should
be considered.

MAINTENANCE AND PREVENTIVE CARE

Facilities should be protected against adverse effe¢teafieather and other environmental
factors. Regular maintenance can help prevent unexpectediche. Diagnostic programs
should be run as part of regular maintenance. Mainterlagseshould be kept. Recurring
problems can be quickly identified by scanning the logs. Tdietenance log should include, at
a minimum, the following information:

» Description of equipment serviced.

« Company ldentification number of equipment serviced.

» Date of service.

e Services performed, including the results of diagnosstst

* A note indicating whether the service was scheduled oqacted.

Computer areas should be properly cleaned and dusted. Eaikgng, and smoking
should be prohibited in computer areas. Personnel shoutdibed in proper handling of
computer equipment and peripherals. Personnel should bedtmaipsoper handling of magnetic
media and CD-ROMs. For example, magnetic media dhaatl be placed on top of or near
telephones, radios, and other electric equipment.lfabeuld be prepared prior to placing them
on disk; many untrained personnel will affix the labethte disk and then write on the label
using a ball point pen.

Computers and peripheral equipment should be cleanedegular basis using cleaning
products recommended by the manufacturer. Electrical eguipshould never be sprayed
directly with cleaning liquids. Keyboard surfaces shoul@lbaned with a damp cloth and
vacuumed using special computer vacuums.

Magnetic media devices, especially the read/write sra@ad transport rollers, should be
cleaned using commercially available cleaning products for mugiose. Dust, smoke, finger
prints, and grease can build up on recording surfaces antbleeashes or permanent damage to
the equipment and magnetic media. Printers may neezl¢teédned to remove fibers, dust
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particles and lint.

Simple precautions, such as using static-resistant dustscprotect the computer
equipment and peripherals. Such covers should only be Ussdtive equipment is not in use.
Otherwise, the equipment may overheat and be damaged.

WATER ALERT SYSTEMS

Water alert systems should be installed in locationsrevivater might damage computer
equipment. Generally, water alert systems shoulddtalled in the basement or in floors above
the computer systems. Water sensing systems are egpeséll in protecting electrical cables
under the floor. Water sensors should be installed witirgpended ceilings and inside water
cooled computer cabinets and process cooling equipment. dtiee sensors should activate an
alarm as well as some type of a drainage pump.

STATIC ELECTRICITY

Static electricity results from an excess or deficieof electrons. An individual could easily
become charged to several thousands of volts. Whileutihent from electrostatic discharges is
too low to harm humans, electronic equipment could ebsilgamaged. Protective measures
against electrostatic discharges include grounding, shieliilleging and limiting voltage. Vinyl
flooring is generally better than carpeting to avoidigdbup of static electricity. Simple
precautions can minimize the dangers from static edgigtrthese include:

* Using anti-static spray.

* Grounding computer equipment.

e Using anti-static floor and table mats.

* Maintaining the proper level of humidity.

HUMIDITY CONTROL

Humidity should be tightly controlled and maintainecgatoptimal level. When the air is too
dry, static electricity is generated. When humidityois high, generally at levels above 80%
relative humidity, there may be problems with eleatonnections, as a process similar to
electroplating starts to occur. Silver particles starhigrate from connectors on to copper
circuits, thus destroying electrical efficiency. A daniprocess affects the gold particles used to
bond chips to circuit boards. Generally, an optimathet humidity level is about 40 to 60
percent.

FIRE PROTECTION

According to insurance companies, fire is the most fregc@use of damage to computer
centers. No combustible material should be allowetearcomputer room. This means special
care should be taken in selecting office furniture. Westeptacles should not be in the
computer room. Instead, waste receptacles should bedboeaarby, just outside the computer
room.
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Fire detectors should be installed in appropriate locadodsconnected to an automatic
fire alarm system. Fire detectors sense either changesperature or thermal combustion and
its byproducts. Fire detectors may be activated by smokeg, dreflame.

Smokeactivated devices provide early warning for slowly developireg f Smoke
detectors should be installed in air conditioning and vemgjaystems. Smoke detectors
typically rely upon eithephotoelectricdevices oradioactivedevices.

Photoelectric Smoke Detectoiariations in the intensity of light cause changes in
electric current in the photoelectric cell. Photoelectmoke detectors are generally of
three types:

* Area-samplingphotoelectric devices draw in air from the area to beepted, and if
smoke is present in the sampled air, the light reflaston the photoelectric cell will
trigger the alarm.

«  Beamphotoelectric devices focus a beam of light on to a prextt@t cell from across
the protected area. The smoke causes an obstructiom liglthand activates the alarm.

«  Spotphotoelectric devices, unlike beam photoelectric devicegam the light source
and the receiver in one unit. Light is not projected sxtbe protected area. Instead,
smoke entering the detector causes the light to reftegctthe photoelectric cell hence
activating the alarm.

* Radioactive Smoke Detectoilhese smoke detectors contain a minute amount of
radioactive material in a special housing. Smoke intenaith the radioactive material
and changes its ionization which activates the alaadid@ctive detectors are most
commonly thespottype. The response time for radioactive smoke deteistafsected
by several variables, including the stratification ofcairrents and the nature of products
of combustion. Generally, the heavier the partioéssikting from combustion, the
longer it takes for them to reach the ceiling wherestheke detectors are usually
attached and the longer the response time of the naitleintally, the danger from
radiation from such detectors is minimal and all detsataust meet or exceed gov-
ernment standards.

Heatactivated detectors can be of two types. The first tyilectivate the alarm when the
temperature reaches a fixed predetermined value. The sgpendftdetector senses the rate of
change in temperature. Typically when the ratesef m temperature exceeds 16@00 F, the
alarm is activated.

For highly combustible areas, the rate of rise teatpee detectors are recommended due to
their faster response time. However, fixed temperatuecttes tend to be more reliable and are
not as prone to false alarms. Some heat activatedtdeteontain both types of sensors.

Heat activated detectors are availabléra or spotcoverage styles. Line type detectors usually
rely upon heat sensitive cables or a pneumatic tube tg@tetectors are placed at fixed
intervals in each zone.
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Flameactivated detectors are of two types: Flame-Radiatiegiency and Flame-Energy.
Radiation-frequency detectors sense the flame relitkdrfcaused by combustion. These
sensors tend to be expensive and are therefore suwitadde limited circumstances. Flame-
energy detectors sense the infrared energy of the flElnese are also expensive and tend to be
suitable for protecting expensive equipment. The principaage of flame-energy detectors
is their super-fast detection of infrared energy of 8aifhese detectors are also capable of
producing enough voltage to trigger the release of angeishing agent.

Different types of fires require different types afieguishing agents. Using the wrong
extinguishing agent can do more harm than good.

* Fires involving ordinargombustible materialsuch as wood, paper, plastics, and fabric
can be safely extinguished using water or tri-class (AB¢)chemical.

* Fires involvingflammable liquids and gasesjch as oil, grease, gasoline, and paint can
generally be safely extinguished using tri-class (ABC)damydchemical, Halon, FM-200,
and carbon dioxide.

» Fires involving live electrical equipment should be extisgad using a non-conducting
extinguishing agent, such as tri-class (ABC), regular Heyrical, Halon, or carbon
dioxide.

Most computer room fires will be electrical, caused \wrbeating of wire insulation or
other components. Smoke from an electrical fire matpkie and it should be avoided in even
small quantities. Generally electrical fires cannoéxinguished till the heat source is
eliminated.

A power panel with circuit breakers for the majaeqas of equipment should be placed at
an easily accessible location, preferably inside timepeer room. The circuits should be clearly
labeled so equipment can be shut down quickly in an emeygRedundant devices should be
on separate circuits. There should be one emergentghswishut down everything in the event
of a fire.

In the event of a major fire or explosion, the ocdyncern should be the safety of human
life. Computer equipment and wiring is likely to be destdlgg the intense heat. Backup copies
of disks and data should always be kept at off-site ilmesit Not only will this help when
attempting to recover from a fire, but it can als@lalring the fire since the personnel will not
attempt to save backup data by risking their lives.

Halon has the potential of depleting the ozone Ia#nile Halon is still in use, an
international agreement was reached to stop its metougaas of January 1, 1994. FM-200 is
now available as a Halon substitute. Both Halon and FM-26i@s1s tend to be expensive and
governmental approval is often required. These systesrslso not very effective against
electrical fires. In an electrical fire, it is eafial that the power be shut off because a fire
extinguishing system will only suppress the fire till povsestopped.

Water sprinkler systems are simple and a relativedypensive protection against fire.
Most new buildings are required by code to have a spriskiem. Accidental activation of the
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sprinkler system can cause substantial damage and iak®y long time before normal
operations are resumed. In an electrical fire, wagy even intensify the fire and cause greater
damage. Sensors should be installed to cut off elecpasaér before sprinklers are turned on. It
should be possible to activate sprinkler heads individualpyegent damage to a wide area.
There should be a shutoff valve inside the computer roatmesavater can be shut off when it is
no longer needed. This will minimize damage in the evéaccidental activation.

Carbon dioxide, Halon, and FM-200 extinguishers do not reguiy clean-up after
discharge. However, carbon dioxide discharge can suffdzamans. Foam or dry chemicals can
be hard to remove. Hand-held fire extinguishers should betetom walls. Self-contained
breathing apparatus should also be mounted on the wall.

Quick removal of smoke should be a priority. Special fantsblowers should
automatically be activated by the smoke or fire alarm.

If computer equipment starts smoking, the first steplshioe to cut off the equipment’s
electrical power. This is frequently sufficient and tine will probably extinguish by itself. If
there are visible signs of fire, or if you can feel lleat, an appropriate fire extinguisher should
be used. Carbon dioxide extinguishers are often recommidodemicrocomputer related fires.
When using a carbon dioxide extinguisher, do not sprayximegeishing agent directly onto the
glass surface of the CRT, since it will lead to a sudftep in temperature and shatter the glass.

Personnel should be trained for fire emergency. Compalngy should state exactly what
action should be taken in the event of a fire or snaddeen. Personnel should be strictly
forbidden from risking injury or loss of life to protecttdar equipment. The following steps can
reduce the damage caused by fire, and in the process, redu@nce premiums:

» Safes for storage of documents should have a minimurshiour fire rating.

« Walls, floors, and ceilings of computer facilities shoulgteha minimum two-hour fire
rating.

» Fire alarm should ring simultaneously at the compulitiaand the nearest fire
department. In addition, fire alarm signals should betéatavhere prompt response is
assured.

* Vaults used for storing backup tapes and records should &tedoin a separate building
at a sufficient distance.

* Smoke and ionization detection systems should be irgthiteughout the ceiling of the
computer facilities. Water detection systems shoulth$talled under the floor of
computer facilities.

* Halon, FM-200, or a similar fire extinguishing system dtidae installed throughout the
computer facilities. Automatic sprinkler systems camged in the supply and support
areas. In case of destruction, there should be aelisasovery plan.

« Building code and fire marshal regulations must be adhersttictly.

Access controls guard against improper use of equipmeatfilda, and software. The

oldest method of restricting physical access is by usamge type of lock. Locks may be
classified into two types: preset locks and programmable.locks
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With preset locks, it is not possible to change tleessrequirements short of physically
modifying the locking mechanism. Programmable locks magitber mechanical or electronic.
The combination on the programmable locks can be mory ehanged, as security needs
change. A basic problem with such locks is that theye@odes are frequently easy to obtain by
an observer. Some types of electronic locks overcbimgtoblem by using a touch screen that
randomly varies the digit locations for each userlandestricting directional visibility to
basically perpendicular angle.

Security guards and security dogs are another way tactestdess in a wide variety of
situations. The physical presence of guards and dogs serndetsrant. In the event of a
problem, the guard is able to respond appropriately. Preemgldysareening and bonding are
essential when hiring security guards. Certain states,asublew York, have mandatory training
requirements for guards.

Limitations with such methods are well known. Guardslmecome easily bored with the
routine work and may not fulfill their duties as expectet easy for someone to forge
identification and be let in by a guard. Another limaatof guards is that they may not be
informed and through procedural error allow unauthorizetvishahls access to restricted areas.

Guard dogs are also very useful and act as deterBoygs.have excellent hearing and a
keen sense of smell. Guard dogs can be trained to “hdtditers till security personnel arrive.
One disadvantage of security dogs is that additionalitiaisurance must be purchased.
Training and maintaining dogs is expensive. Finally, guard dogsajsneannot differentiate
between authorized and unauthorized visitors.

Still, security is enhanced if guards and/or dogs pateoidtilities frequently and at
random intervals. The use of guards and dogs contribute ¢bgdegical deterrence. It lets a
potential attacker or intruder know that he might be cauglietermined attacker, of course, is
unlikely to be deterred by psychological deterrents and isgstould always be supplemented
through other means.

Something as simple as lights greatly enhances secugtyitslimprove the ability of
security personnel to carry out surveillance. Lighte dbster intruders from entering the
facilities. Lights may be left on all the time, bmer control, on ambient control, activated by
motion detectors, or manually operated.

Computer and terminal access controls include:

* Automatic Shut-Off he system signs off the user if the user fails ta sif after the
transmission is completed.

e Call Back:A phone call is made to the terminal site to verifydbker’s identity before
access is granted to the system.

e Time Lock:Access is denied to the system during specified hours, suwedtea normal
business hours.

Within the plant, areas containing sensitive data shoudttessible only to authorized
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personnel. These areas, including the computer room shavddamly a single entry door which
can be operated by an appropriate encoded magnetic-sttgrdDPhysical controls include
having a librarian keeping a log. A lockout should occuhwéfpeated errors. Logs should
automatically be kept of the ID number, time of accasd function performed. Further, data
dictionary software provides an automated log of admeseftware and file information.
Intrusion detection devices such as cameras and motioctatstehould be used to monitor
sensitive and high-risk areas against unauthorized individuals

Are controls being diligently followed over processingintaining records, and file or
software modification? Each individual function (e.@¢@unts receivable, payroll) may have its
own password so that users have access to limited @frdeesr authorization. The computer can
keep an internal record of the date and time each fielagh updated. This internal record
should be compared against the log. The hours to accegsnik@ocomputer files should be
limited. This prevents unauthorized access after normekting hours. Files should be expressed
in terms of different levels of confidentiality anccaety such as top secret, confidential, internal
use only, and unrestricted. Confidential information oot be displayed on the screen. To
control access to sensitive data, there should bgaintpof access requirements to the system
components. Access rights should be based on jobidaneind there should exist an appropriate
segregation of duties. Temporary employees should bictedtto a specific project, activity,
system, and time period.

HARDWARE SECURITY

Computer hardware has improved in reliability and speed h@mesly. These technological
advances have not always had a beneficial impact on cemgrdurity and data integrity. Most
integrated circuit chips on hardware equipment appdae toscrutable to a lay person. There
are hundreds of thousands of transistors on a smalcerductor. Still, it is possible for a bug
to be planted into electronic equipment and it may Ipg ddficult to detect. Several techniques
may be used to seal the hardware against tampering.

Records should always be kept of hardware failure and cemgonvn times. Regular
maintenance should be performed on periodic intervalsenmtds should be maintained. If
computer equipment frequently requires servicing, personggitroe tempted to bypass
controls and take shortcuts. The possibility of hunraore therefore increases considerably.
Records should be analyzed to determine if an unfavorauid ts observed for the downtime or
if the equipment frequently requires unscheduled service.

Records should be kept of all computer equipment and peaish&he hardware inventory
logs should contain at least the following information:

e adescription of the hardware

* manufacturer’'s name

e model number

e serial number

e company identification number
e date of purchase
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* name, address and phone number of stores from whereitheés purchased

* date warranty expires

e the department or location where the hardware equipwiéte used

» the name and title of responsible individual

* the department name

» the signature of the responsible individual or departheat

« ifthe equipment is taken off premises, the date anel tira equipment is checked out,
and the date and time the equipment is returned alongheittignature of the authorized
individual

The hardware inventory logs should be stored in a seataigda. A copy of the logs
should also be stored in an off-site location. Atdware equipment should be etched or
engraved with the company name, address, telephone nun@erfacturer’s serial number, and
company’s identification number. To prevent theft, logkdevices should be used to secure
computer equipment and peripherals to desktops, etc.

SOFTWARE SECURITY

Segregation of duties is essential in protecting compubgrams during the development and
modification stages. When software is developed andtaia@d internally, changes are
frequently made to meet changing requirements. The soadeeis generally stored in the
source library, while the compiled and executable versidhe program is stored in the pro-
duction library. The source library is under the conbfdhe programmer, whereas the
production library should be under the control of compaop&rations or a similar entity that
does not have programming responsibilities.

All programs and data files should have date and tinmepstaincluding both production
and test versions. Date and time stamps make it possididérmine the current version of the
program in the event of an error or malfunction.

The transfer from test status to production statysadrams should be accompanied by
authorization by management. The quality assurance depadhmarid do a formal review
before releasing the final production version.

Whenever modification to a program is required, theaea and requirement must be
documented to prevent fraudulent modification. Requestadatification should include at least
the following information:

e description of change

* why is the change needed

* how will the change benefit the department or organization

e name, title, and department of individual requesting thagiha

« approval of department head or another authorized individual

e date of request

« date of desired completion (time by which modificatisheuld be made)
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Once the Information Systems department receives tjueseto modify a program, it should
determine:

» the priority of modification and the estimated dateahpletion
« the cost to make the modifications and the charge tas@edepartment

The user department should be notified of the budgetedidshe estimated completion
time. The user department should approve the estimateoletton time and budgeted cost.

A control sequence number should be assigned to thdicadidn. Change requests should
be tracked from the time they are initially submittedh® time the changes are completed. A
programmer or analyst should be assigned the primgopme#ility for making the changes. A
determination should be made as to how the modified progsi#i be tested. This generally
requires the cooperation of the user department.

Small changes or emergency modifications should balp@sgsthout going through the
full formal control procedure. Such changes should befidy monitored. At a minimum, the
following information about the modification should becdmented:

e description of modification
e approval of the user department
e review of source code changes by a supervisor

PASSWORD SECURITY

Passwords are subject to attack using several techniquese€hmique, which relies on brute
force, was frequently used in the past. All possible coatlmns were tried till the attacker was
successful. To prevent such unauthorized access, the nombreuccessful tries should be
limited. Moreover, unsuccessful login attempts shoulduzhted.

A hacker is often able to guess the correct passwoedibeanany individuals select words
or strings of characters that have a logical assoniavith the individual under attack. For
example, individuals often select the following eagigssable words:

e spouse’s or girlfriend’s/boyfriend’s name
e children’s name

* pet’'s name

e social security number

* phone number

* own birthday, or a loved one’s birthday
« words like “password” or “code”

It is best to select a password that does not appeaatiationary. It is also a good idea to

include numbers or characters, such as a question mankeocentage or a dollar sign in the
password.
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It is sometimes possible for a hacker to edit the paskfife and insert bogus user names
and passwords. To protect against such an attack, the pddgevshould be properly protected
against unauthorized writing.

The passwords should always be kept in an encryptecdfo@therwise, it is easy for
someone to scan for commands that are followed byyoads such as logins to capture
passwords either from storage, or as they are being typeuted in transit.

A serious design flaw can sometimes result in thatare of a “universal password.” Such
a password satisfies the requirements of the loginranogvithout the hacker actually knowing
the true and correct password. In one case, for examplgcker could enter an overly long pass-
word. The overly long password would end up overwritingaitteial password, thus allowing
the hacker unauthorized access.

AUDIT TRAIL

Audit trails contain adequate information regarding any &duif deletions or modifications to
the system. They provide evidence concerning transachonstfective audit trail allows the
data to be retrieved and certified. Audit trails will@gmformation regarding the date and time
of the transaction, who processed it, and at whichitedm

Computer-related risks affect the company’s internalrobstructure and thereby affect the
company’s auditability. Electronic Data Interchange (Efystems are on-line systems where
computers automatically perform transactions such as prdeessing and generating invoices.
Although this can reduce costs, it can adversely affeongany’s auditability because of the
lessened audit trail.

The AICPA has issued control techniques to ensure thgritytef an EDI system. The
AICPA recommends controls over accuracy and compdsteat the application level of an EDI
system to include: checks on performance to determine @moplwith industry standards,
checks on sequence numbering for transactions, repargyiarities on a timely basis,
verifying adequacy of audit trails, and checking of embedded reeadd trailers at interchange,
functional group, and transaction set level. Contrdiepies at the environmental level include:
review quality assurance of vendor software, segregatidat@s, ensuring that software is
virus-free, procuring an audit report from the vendor’s awslitand evidence of testing. To
ensure that all the EDT transactions are authorizedAfGPA provides these authorization
controls: operator identification code, operator profilading partner identifier, maintenance of
user access variables, and regular changing of passwords.

NETWORK SECURITY

Computer networks play a dominant role in transmitting méttion within and between firms.

A network is simply a set of computers (or terminals)roganected by transmission paths.
These paths usually take the form of telephone lir@sgtier, other media, such as wireless and
infrared transmission, radio waves, and satellitgpassible. The network serves one purpose:
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exchange of data between the computers and/or termimesconsiderations in selecting a
network medium are:

Technical reliability

Type of business involved

The number of individuals who will need to access or upaateunting data
simultaneously

Physical layout of existing equipment

The frequency of updating

Number of micros involved

Compatibility

Cost

Geographic dispersion

Type of network operating software available and support
Availability of application software

Expandability in adding additional workstations

Restriction to PCs (or can cheaper terminals be used?)

Ease of access in sharing equipment and data

Need to access disparate equipment like other network®a@ndrames
Processing needs

Speed

Data storage ability

Maintenance

Noise

Connectivity mechanism

Capability of network to conduct tasks without corruptingadabving through it

Backup capability is an especially important feature bioeks. For instance, if one
computer fails, another computer in the network can dake the load. This might be critical in

certain industries such as financial institutions.

Data flows between computers in a network use one & timethods.

Simplex transmission is in one direction only. Ameple of simplex transmission is

radio or television transmission. Simplex transmisss rare in computer networks due

to the one-way nature of data transmission.

Half-duplex transmission is found in many systems. hal&duplex system, information
can flow in both directions. However, it is not pbss for the information to flow in both
directions simultaneously. In other words, once a giseimansmitted from one device, it

must walit for a response to come back.

A full-duplex system can transmit information in botredtions simultaneously; it does

not have the intervening stop-and-wait aspect of halfedugystems. For high
throughput and fast response time, full-duplex transmmssiérequently used in
computer applications.
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Data switching equipment is used to route data throughettveork to its final destinations.
For instance, data switching equipment is used to routeadatad failed or busy devices or
channels.

THE SECURITY ADMINISTRATOR

The size and needs of the company will dictate thedizhe security administration
department. This department is responsible for the plannih@@ecution of a computer security
system. They make sure that the information systentsidaeliable and accurate. The security
administrator should possess a high level of computbnieal knowledge as well as having
management skills and a general understanding of the oagjanis internal control structure.

A security administrator should interact with othepalements to learn of the
organization’s changing needs and be able to maintain and updatecurity system efficiently.
The security administrator is responsible for enactmj@istomizing policies and standards for
the organization based on specific needs. Checks on parice and monitoring of staff should
be done to ensure that these policies and standardsiagecomplied with. In developing these
policies and procedures, as well as the overall infoomatomputer security system, the security
administrator must perform a risk assessment.

CONTINGENCY PLANNING

Many man-made and natural disasters can strike a compaihgaster may be defined as
anything that will create a significant disruption in agaomzation’s ongoing activities for a
considerable period of time. Proper contingency planning damtiaimize the loss of human
life, data, and capital. Preparedness is the key toveeiog from disaster.

The primary focus of computer security should alwayslake preventive action, not
corrective action. Nonetheless, it is impossible Bvent every security breach. It is virtually
impossible to anticipate every problem and even if a pnobken be anticipated, the cost/benefit
criterion may not justify taking any preventive acti@ometimes the precautionary measures
may prove to be ineffective because of human or other.étroductivity and efficiency may
also be sacrificed if precautionary measures are takefar.

Emergency procedures should be established for each tysaster that may occur. For
each type of disaster, a determination should be maulg #ie effect of the disaster on data
processing and business operations. In other words, howvitiige service be interrupted and
at what level would the company be able to operate.

LEGAL ISSUES

Legal issues are important in considering computer sectutystantial liability may be incurred
by a company for violating legal requirements. Sometimeswagement may even be held
personally liable.

Privacy and other personal rights may be violated dusckodf computer security. The
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public is very concerned about privacy and this is refteotehe ever increasing legal
requirements and regulations.

The general rule at the federal level is that all gowvent files are open to the public unless
there is a specific reason, enacted by the legislatuieep the information secret. The Freedom
of Information Act makes it possible for citizens andaorizations to obtain access to most
government records.

The federal government has passed legislation to proigate information. The Financial
Privacy Act of 1978 was one step in this direction. The X®&nputer Security Act showed
further commitment toward computer security. This aatiestthat, “improving the security and
privacy of sensitive information in the federal computgstems is in the public interest.” This
by no means should be limited to the federal governmeastpfiliate sector also has to play
their part in ensuring that private information is keptaev The public is very concerned about
information getting into the wrong hands, and is coreg¢mhen asked to provide sensitive
information.

With the 1987 Computer Security Act, tNational Institute Of Standards and Technology
(NIST) was assigned the responsibility to develop ctisti#ve standards and guidelines to
protect sensitive information in the federal databables.Act also created a twelve-member
panel to help NIST in performing their role. The privatet@eand the corporate world as a
whole should not rely entirely on the government to thkesteps towards improving security.
To ensure that the individual privacy is protected, thewatlg needs to be considered.

* Classification of Information
* Accuracy
* Protection of Sensitive Information

Once the information is determined to be sensitivé)auld be verified for accuracy before
being put into a database. Such information should bedeffothe necessary protection to keep
it confidential and adequately protected.

The Federal Privacy Act applies to records maintalnyecertain branches of the federal
government. When contracting with agencies subject té¢keral Privacy Act, the act applies
to the contract. The contractor and its employeesuargct to the same requirements. Agency
and criminal penalties may result from failure to compl

Most states have Public Records Acts similar to¢derfal Freedom of Information Act.
Several states have also enacted Fair Informaticsti€¥a Acts which regulate the information
state agencies, and those contracting with the gjatecges, may maintain about individuals.

At the international level, especially in Europe réhare laws covering both governmental
and private records. Computerized data banks must be licendexrtain laws apply only to
them. Rules concerning disclosure are generally stiiere are frequently prohibitions against
transferring information across national boundaries.

66



Email communications may be a source of claims ofpsiwiolations. The organization
should have a clearly stated policy about using compytstems for personal communications.
For example, the organization may want to clearlyedtadt the organization has the right to read
all email communications. Courts have generally heldttiememployer has the right to view
employee email; still it is prudent to have a writteffiggoon this issue.

The Computer Fraud and Abuse Act is a federal law makmgnime for any unauthorized
use (copying, damaging, obtaining database information, étmonguter hardware or software
across state lines. Offenders can be sentenced to2@pyears in prison and fined up to
$100,000.

The Foreign Corrupt Practices Act (FCPA) of 1977 appdiesl companies whose
securities are registered or filed under the Secutitxehange Act of 1934. This Act requires the
companies to keep accurate accounting records and to marggstem of internal control. In
other words, this Act mandates that these companiesamaayppropriate computer security of
its accounting records. Criminal prosecution can resuth fwillful violations.

Computer security related legal liability may be incurred variety of situations, ranging
from programming errors to civil or criminal violations.cAmpany is expected to exercise due
care and violation of the due care standard could reslidibitity. Consider a computer program
that was originally designed properly, bug-free and operatifectively. However, due to lack
of appropriate security, an attacker is able to placgia lBmb that causes the system to crash
at a specified time in the future. The organization andanior management may be held
personally liable for any damages arising from the crésheoprogram. Such damages may
include, for example, loss in market price of stock shatasan life might also be affected if
the program that crashed performed critical functiomsh s a medical diagnosis system.

Consider another scenario where the attacker igalntedify the database of a
construction company. Assume the database containsnatimn about the strength of various
types of steel that will be used to construct an offigkding. Engineers may rely upon the
modified database and use steel that is not strong endhghuilding eventually collapses and
human life is lost. The liability that may resultsnch circumstances is likely to be astronomical,
especially if it is proven that appropriate security cdidde prevented modification of the
database.

The National Institute of Standards and Technology (NI&E published several national
standards in the area of computer security. Some ofdhdads include:

e password usage

» physical security and risk management
e data encryption standards

e user authentication techniques

* contingency planning

» electrical power for computer facilities
* key management

e automated password generators
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» digital signature standard

The Department of Defense (DOD) also publishes bookteie/n as the Rainbow Series to
help developers, evaluators and users of trusted sydtantdudes information on networks,
databases, and other problems with distributed computensysi&milar guidelines are issued
by other countries. The governments of Britain, Ne#mel$, France, and Germany have jointly
issued detailed Information Technology Security Evaluafiateria (ITSEC).

It is prudent to consider using these standards in managmguter security. In a lawsuit

alleging breach of security, failure to follow thesanstards may be used by plaintiffs to prove
negligence, even if your organization was not requiredllow these standards.
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CoNoOhWNE

CHAPTER 4
THE ACCOUNTANT AND DATABASE MANAGEMENT SYSTEMS

Learning Objectives:
After studying this chapter you will be able to:

Establish data classifications.

Design a distributed database management system.
Utilize data warehousing.

Plan and design a data model.

Conduct link analysis and appraisals.

Define the concept of knowledge discovery.

Implement a system of memory-based reasoning (MBR).
Use data mining to identify trends and make decisions.
Explain the function of neural networks.

Initiate online analytical processing (OLAP).

Utilize online transmission processing (ULTP).
lllustrate decision trees.

Define the use of personal information agents.

The accountant needs to access a database becaciselésraccumulated interrelated records of
different types and files. The stored information idusethe accountant to have enough data to
make an informed decision. Use should be made of chugtdre database in which there is a
logical order to the stored information. For example, reeeand cost data may be kept and
retrieved in sequential order in department and dwisrder. In database concurrency, there is
simultaneous accessing of the database by more teamancial person or application. In looking
at the database file, the accountant sees an accuonuételated records explaining a subject by
using a field set.

A database management system (DBMS) involves agretied set of computer programs
that create the database, maintain the elemerggjusaitl the data from loss or destruction, and
make the data available to application programs andrexjun a database system, the data and
programs are maintained separately except duringssince The DBMS constraints a description
of the logical and physical structure of the databasedctle schema. The schema is the
description of the structure of organization of theabdase using data description (definition)
language. A primary goal of a DBMS is to minimize datdundancy, and user interface is
enhanced through increased accessibility and flexibiliy system is administered by a database
administration who is a person with overall respongidr developing and maintaining the
database.

A database management system refers to software mgraagl controlling the database.
Typically, the database is on a server. Accountantgefme, create, modify, and maintain the
database. The standard query language (SQL) is ussaliiyto create and maintain the relational
databases including its accessing and updating.
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A system catalog lists the data contained in a ds¢abBhe data may be kept in a text file or
dictionary-like document. The accountant should be caadewith administering financial
information such as managing information resources, alewmgl, designing, planning, keeping
standards, and maintaining policies and procedures.

A network database model is one comprised of intdee records and data items. The
database should furnish a wide range of data to ugesisould range from easy questioning to
report writing based on different desired specificatitmvery complex solutions related to decision
support systems. A network database model fosters maktipnships such as the association
between a vendor’s database and the stocking of gartimerchandise. The merchandise may be
bought from different vendors, and each vendor camsally different types of merchandise.

The accountant should schedule in sequential orderagat&lnctions or transactions to
accomplish a task in the most efficient way. Inussial access, the accountant selects all records
of a particular type.

In a leap file, financial records are in the identder of insertion. Database files may be
subdivided (fragmented) over a number of documents. Ircagipln, there is a duplicating of key
elements of the database in different locations asdring that copies of the information are
updated simultaneously.

In a computer-aided manufacturing database we storefacturing-related data for
example, as data for the production of goods such as rapgsia

We can use sensitivity analysis to determine how ougaffected by inputs. Input
variables may be modified at the same time to selenibect on outcome. Sensitivity analysis
allows us to determine the relative importance of/thi@us inputs. A model may be constructed to
forecast multiple variables. An experimentation witfiedént combinations of input variables may
lead to better overall results. Further, the accoustamild rank variables in the order of
importance.

It is possible that data on a particular topic of egers obtained from different sources. In
such cases, the controller should be careful that erroseoukisions are not drawn when the
various sources present similar data in different manriédata is missing, the controller must be
careful if he or she decides to guess at the datauefiraise mean, median, or common value
figures.

Data conversion tool software extracts informatiomfteeterogeneous sources and
transfers the source information to target data anmddeeves the programming codes to process it.
Data must be carefully checked for consistency to erswgcessful processing.

The accountant should split the database into segmesitaitair financial records. An

example is sales territories having a particular rangale$. In segmentation, the accountant may
want to break down a larger project into smaller onearalysis purposes.
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In hypothesis testing, the accountant attempts to nogisprove an assumption. The
hypothesis is proven or not by evaluating information tiseovation and testing.

This chapter discusses database security, classificatdata, object databases, distributed
databases, hierarchical databases, multidimensiatedakses, multimedia databases, meta-data,
data warehousing, data marts, data modeling, link andtysigjledge-based systems, market
basket analysis, memory-based reasoning, data minzzay, $earches, neural networks, online
analytical processing, online transaction procesgiagetic algorithms, decision trees, and personal
information assistants.

DATABASE SECURITY

Kerberos is one centralized server having securechasees and passwords for all information and
resources on the network. Kerberos servers have sogtityg features as login database access and
authorization codes. The Kerberos server identifidsvalidates a user.

It may be advisable to have a secure single login inhwdsers log into the network rather
than each specific server or application. Accessriwified only to authorized resources.

Security of the database may be aided by referantégjrity checks, which compare data
among tables for appropriateness and logical reldtiprmsder. For security, we should match the
database to the transaction log file. A transadtigns a listing of database transactions including
updates for managing and control purposes.

The security analyzer tool for analyzing networks (8NJ reviews the network to spot
security weak points. System fault tolerance atevorking aspects that safeguard the network
from faults. An analytical report is prepared indimgiproblem areas and possible solutions.

The accountant should hide sensitive financial informatiadhe database so it is not
revealed to unauthorized individuals. To access a daagpoper identification such as a password
Is required. In a database lock, database data damaatessed or altered until a transaction has
been finalized. A shared lock is a database lakallows users to read data but not update it.

A time bomb is a virus activated at a particular dat@@e. Antivirus software must be
used.

To assure staff are familiar with the security pdares and policies to be adhered to in a
database management system, a control plan should €ristrol related statements should
provide detailed directions to conduct procedures andiexpkaneeds of the security system. Any
policy statements should not be subject to short-term roatitfns. The control plan should be
distributed and consistent throughout the company. Thesplauld have some flexibility so it may
be successfully adopted to different parts of theyetht#t may differ to some degree from one
another. The control plan should be periodically reggto ensure that any changes in the
company’s circumstances or improvements in technologa®gponded to.

Databases containing sensitive information must beatest only to authorized individuals.
Database access should be assigned different levasfafentiality and security such as generally
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accessible data (unrestricted), internal use onlyt@mdecret. Confidential information should not
be displayed on computer screens without the appte@izess codes. Employee compliance
should be periodically reviewed to ensure that individasdshonoring the controls that have been
established. Each database function (e.g., payhollg require its own password so that
employees only have access to the areas that theybkan approved and authorized for.
Segregation of duties should also exist. For examplegygzammer who modifies or patches a
program should not have access to the computer databasa dibrary to assure the prevention of
data manipulation. Thus, segregation of duties shoultlmetizeen programmers, installation
librarians, operators, data processing personnel, aselrsontrol employees.

The Information Technology Internal Auditor should baeerned with the following areas
when reviewing the company’s database system:

* Monitoring and appraising the company’s computer galied security standards applying
to the database and network.
e Supporting internal auditing functions during operati@mal compliance audits.

In auditing a typical database system, the IT auditbreview and analyze the following areas of
the company’s information system:

» Personnel practices applying to the installation.

e Contingency planning and disaster recovery.

» Data center structure.

e Backup controls of the data center.

« Effectiveness and efficiency of operating and adnmatiste procedures.
» Standards of developing the installation.

« Specific control practices.

» Control procedures of the database information library.

The Information Technology auditor is responsible torashat the company’s database
system controls are in place and properly functioningachieve this, the following specific
control functions should be watched and appraisetidoit auditor.

« Errors and omissions are identified and corrected. ederythe emphasis should be on
preventing these problems in the first place.

» Assurance that jobs are performed in a timely manner.

» Transactions are properly approved and authorizebdebgpropriate level of management.

e Transactions are correctly processed.

* Functions should be reviewed periodically and incompatitiizities should be segregated.

Transaction trails should exist for additions, deleti@mgnodifications of data processed
by the database. Audit trails should be created or madialle to provide the IT auditor
information regarding (1) the date and time of the aatisns, (2) who processed the
transactions, and (3) where the transaction was mitigé.g., terminal). Most database software
has the ability to track database transactions.
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CLASSIFICATION

Data may be classified from the population in similaugio The classification may be based
on a training model. The classes of information aregd&ally appraised and updated. For
example, we can classify potential clients as loegionm, or high risk. In some cases, the
accountant may start with a training set and build a geedicodel on the grouping of new
records. For example, credit card customers maydraesgted into predefined classes to
ascertain whom to send promotional mailings.

OBJECT DATABASES

In an object database management system, objectoerd 1 a multi-user client/server form.
We can have concurrent access to objects. Objectsegarotected from threats and
transactions can be safeguarded. The object database managgstem adds to the traditional
database management system the functions of questioaimgyreency, locking, and protection.

DISTRIBUTED DATABASE MANAGEMENT SYSTEMS

A distributed database is a collection of tables spread at least two servers in the company at
different locations. With distributed transactions, tnamsaction gives a sequence of database
requests to different remote database servers. Thigsdiiy database update on various servers.

A transaction consists of SQL statements, eaclwalfpfor the access of data at different
locations. In distributed transactions processing, a&iens are processed over multiple
distributed linked computers in multiple geographically sitdddeations.

HIERARCHICAL DATABASES
In a hierarchical database, there is a family treelated record types. Lower-level records are
subordinate to higher-level ones.

MULTIMEDIA DATABASES
In a multimedia database, we have abstract unstruatiatedsuch as audio, graphics, video,
animation, hypertext, and hypermedia.

MULTIDIMENSIONAL DATABASES

With multidimensional databases, we handle multijeensions that include product, service,
geographic locality, customer, client, guest, order, salegpeand time period. A
multidimensional database for a company’s products maydadime, territory, sales volume,
customer, price, vendor, store, and total sales. Dayaom appraised using alternative
dimensions.
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DATA WAREHOUSING
A data warehouse enhances productivity within the conti®tipartment. It provides timely
and accurate financial information. The data warehotgan@es and classifies information.

In data warehousing, there is a voluminous databasenaharized and detailed
interrelated information that may be extracted andyaedlin making financial management
decisions. Detailed information may relate to sales;hases, payables, and receivables. There
is a vast accumulation of past and current data. uppdgted continuously because data is
reliable for a specified time period. This updating may bgplanned batch processing to foster
comparative analysis. (However, in some cases,avdatehouse may not be designed to update
data immediately and repetitively.) The database is stibjgented and timely. Complex,
analytical, and investigative questioning of the data warehmag solve financial problems.

Data warehousing includes data regarding payroll, accounitr@gcke, marketing, and
management. Information stored is usually classified/pg such as by product/service line,
department, division, sales territory, marketing survey, dagapliers, customers, orders,
transactions, physical resources, personnel, or finargsalirces. A major purpose of data
warehousing is to question a database spread over a ioittalacompany.

The data warehouse allows the company to integratantsilative operational
information into an accessible means so that fatec&rends, and strategic decisions may be
derived.

The financial data of all departments of the compapyisnto a database that can be
managed, controlled and evaluated.

In data warehousing, there should be integration o&etivn, retrieval, cleansing,
guestioning, and summarizing. For this purpose, meta-dataatitegsoftware is available.

Data transformation from these data sources to tfzevadaehouse should be well
documented. Data going into the data warehouse are fiorarous operational databases
inside and outside the company. Thus, information is astaded from sources in different
locations. The accountant should be abreast of whfenenation came from and how it was
modified and transformed. Merged information should be patargtandardized and consistent
format to enhance decision making and support. Therefaes should be a derived
commonality in data definition, structure, and relatiopshiErrors and inconsistencies in the
data must be rectified to assure information quality. A datrehouse may be used for training
purposes.

Data warehousing may be used in internal audits by providiagnation and analysis
to appraise corporate activities and control operatidtn®sters the examination of the
company’s efficiency. Inefficiencies may be indicatedbgparing estimated to actual
amounts. Areas of fraud, irregularities, and errors reaglily be identified. Areas of sensitivity
are highlighted.
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Marketers may use a customer or guest database to prdiuguals who are apt to
respond to special incentives. Further, the company mayradate information regarding
buying patterns of their major customers to stimulatelages by them.

Problems with the quality of goods may be identified lmkiog at the trend in product
returns or allowances due to defective merchandiseanafysis may also be made of buying
schedules to ascertain the appropriate times to buyhanaiise to take advantage of lower prices
and quantity discounts.

Data warehousing can be used by insurance companies taimspeyspective policy
holders who may be underwriting risks.

Divisions doing poorly may be identified. Then eithemreotive action may be taken or
those divisions may be liquidated or sold.

Applications of data warehousing include:

e Measuring the impact of changing prices on product demand
* Detaliling credit standing of a new customer

e Pricing based on inventory patterns and demand

* Detecting insurance and warranty claims fraud

Meta-data describes data included in the data warehousdingcwhere it came from,
content, and importance. Information flow in and @futhe data warehouse is indicated.
Therefore, the history of any data may be reconstrudita-data reveals what data are
available in the system and its location. As suchiardata enable accountants to comprehend
the logical data model of the data warehouse. Metaetathles us to track the data components
of the data warehouse, data content, integration ansfaramation of data, and from where the
data was derived. Meta-data involves a review and analfygibere information was extracted,
indexing process, statistical analysis, data aggregatiotigadterns. For control purposes,
meta-data should be well defined, updated, secured, integecategrehendible, and
documented. Retrieval policies should be specified.

DATA MARTS

A data mart is a data file consisting of logical recortiss an element of a data warehouse
furnishing summarized information that can be used in aecisiaking by a department or
division manager. The data mart may be either tied separated from the entity’s centralized
data warehouse. Because data marts have much lessatatadata warehouse, a data mart is
simpler to understand and utilize.

Data marts service the data requirements of partidelartments within the
organization. Data marts are of benefit and use tofgpdepartments. A data mart is a subset
of a data warehouse that accumulates the informatmunred by a particular department or
other responsibility unit such as a product or service lklso, a given data mart might be used
solely by two or more departments on a shared basefomon requirements.
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Information for the data mart is directly obtainednirthe data warehouse of the overall
company. (However, it is possible to construct a data asaan independent unit with
departmental information accumulated just for it.) Vitata mart, information may be
available more quickly because of substantially temssaction volume. Further, the information
may be better customized to meet the department’s nédedgher benefit of a data mart is that
its cost is much lower than that data of a data vearst

Data marts may be transportable personal warehousefaptop to be used by internal
auditing staff with auditing branches.

DATA MODELING

A data model involves designing and planning a database. Mhtigrisedata model there is
shown important financial information, key relationghijetween financial data, and the impact
of the information on the firm. The accountant shoudkenuse of the data model in explaining
information, its interrelations, and limitations. éraccountant wants to fully understand
accountants’ database. Noted are cases in whichsdsttared.

In modeling, an output(s) is derived from inputs. tiree series modelve see the effect
of a factor over time such as the market price of tmepany’s stock base based on various
changes associated with the company’s financial heaith.clustering modelfinancial records
are grouped in terms of similarity. An example is fingdvhat similar financial characteristics
divisions of the company have in common. lelassification modelwe classify a record based
on some predetermined criteria. New classificationg @maerge in addition to old
classifications. Aprediction modeforecasts future results based on past and current
information. The correctness of the model as a predshould be assessed by comparing what
Is expected to what actually happens. What is the degav@ition? The model should be
tested over time. Any changes should be incorporatedeated.

LINK ANALYSIS

The financial manager should engage in link analysis Igo&irithe relationship between fields
such as relating departmental profit to departmentalsassetink appraisal, the financial
manager looks at how financial records are relatedetovbat patterns exist. For example, the
financial manager may want to know the likelihood thatamendise or services will be
purchased together. Also, how are vendors associatedhatdffect will that have on the
company if there is a shortage of raw materials? Whdie link between customers, lenders,
and employee unions?

In link analysis, the accountant may find new char#ties associated with financial
data. However, the controller should note that lin&lgsis is not as reliable with large data sets
as with smaller ones.

KNOWLEDGE DISCOVERY
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Knowledge discovery does not involve prior assumptiortge fihancial manager searches
database information so as to draw new views or maragesonclusions. A knowledge base is
a set of information to answer queries and solve busimredblems. What patterns are evident?

There is an emphasis on finding meaningful informatiData is chosen, refined, and put
into a useful form. The data is then evaluated to $e¢ ghould be investigated further. Based
on the results, management will undertake steps toat@problem situation or eliminate a
problem. For example, is there a way to attract madtait business? Special attention should be
given to unusual associations. However, when filesrandked, “secure,” they may not be
transferred.

Knowledge discovery helps us determine who is apt to pseatertain kinds of
merchandise.

MARKET BASED ANALYSIS

The market based analysis (MBA) method classifies gevapings that take place together in a
transaction. MBA is particularly appropriate for nuroend categorical data. The accountant
should examine the likelihood of different goods or ses/lz&ing brought together in some
logical order. Thus, we can use MBA to examine multiquigs by a customer or a sales catalog
of numerous types of merchandise. Guidelines for thisgsshould be enumerated. Why do
customers purchase certain products? Which customersidtigle products simultaneously
and why? MBA also aids in establishing a good advertisidgoammotion plan.

With MBA, we can better compare sales derived frafferent geographic areas like
urban versus suburban. Seasonal differences may eitdéeccount.

If there is an unexpected combination of insurance slaver a short time period, it may
point to fraud.

MEMORY-BASED REASONING

Under memory-based reasoning (MBR), we use cases ofrkaeeants or occurrences to predict
unknown events or instances. We look at similar ev@getighbors) in prior years to predict
what will happen now. The number of neighbors to usaratysis depends on information
distribution and the nature of the problem being evaluateldat Was an insurance company’s
historical experiences with the types of claims beurgratted now? Did fraud occur in prior
years? Were the claims legitimate and immediataig? MBR can also be used to predict how
customers will react to a particular advertisement.

The degree of similarity or dissimilarity between th&torical records and current

records must be ascertained. What is the distaneeéptthe two? The less distance, the more
reliable will be the conclusions drawn.
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The training set is the historical records that enabte €ind the nearest neighbors to an
unknown (current) record. For useful results to ocanradequate amount of records by
category is necessary. The more the neighbors usedhdire accurate will be the conclusions.

The training set should include a sufficient number etio@nces for all possible
classifications. We should also include for analytpraposes rare instances such as fraud so we
have a good balance of usual and unusual occurrencetdategjories. Better results are
achieved when the training set is voluminous and representat

DATA MINING

Data mining involves software examining a database tdifgdgratterns, relationships, and
trends to assist in financial management decision makivig extract past and current
information from a voluminous database for analygige there any problem areas requiring
corrective action? To be effective, data mining radieshe source data to be accurate,
consistent, and integrated. Data mining looks both tarcominticipated patterns and to
uncover new patterns. Anything unusual, hidden, or unexpeubeddsbe investigated.

Data mining allows accountants to evaluate integratedistent information for future
strategic decisions. However, over time, data miningltsesnay change due to, say, changing
economic and political factors. Data mining resultaushbe reviewed by the controller for
common sense and reasonableness. The controller nadjeb® come up with new ideas,
guidelines, yardsticks, and rules. Data mining assistsproving corporate operations and the
resulting bottom line.

A data warehouse stores data while data mining extraggs)sgs, and appraises the
information for management decision making. Data miningiges intelligence to a database.

In deciding on the appropriate data mining method suitaldegimen situation, the
accountant should take into account the circumstanss tia be performed, nature of input in
terms of quality and amount, reliability required, typ@®ofput, importance, training desired,
available software and data, scalability, and accuradyaderstandability of the model.

In data mining, we go through large databases to searciséful patterns, relationships,
and trends. Some of the ensuing results will be expeatieeks will be unexpected. The
accountant will continually question the database artdmplete financial picture emerges.
Any unanticipated patterns should be verified through repeatestioning and evaluation. The
controller can refine his or her search by only exingdtey information. In actuality, data
mining is most advantageous when there is a vast arnbsaphisticated and complex
information.

We may use artificial intelligence or statisticagthnds when searching and evaluating
the data warehouse or data marts. Data mining involvetecd segmentation, grouping,
linking, predicting, explaining, and highlighting variances leswexpected and actual financial
figures.
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Managerial and financial applications for which data miniry ilve applied include
determining whether a bank should grant a loan to a plntiborrower (and, if so, how much),
spotting insurance fraud, noting fraudulent warranty claimascaedit card fraud, creating
advertising and promotional efforts to maximize salesaing gauging how prospective
customers will react best to a specified promotion, lmckvproducts or services are most
favored by customers in a particular geographic area)yawad and selecting vendors, financial
statement analysis, including the appraisal of profitgtalnd liquidity, customer profiling based
on such factors as buying behavior, selection of stoak$€ands in portfolio management,
establishing a credit rating for a loan applicant oramst, pricing of products and/or services,
ascertaining risk level for a new project or proposalligtang sales, inventory control,
production management, detecting questionable patternteafahfunds transfers, ascertaining
the degree of customer confidence and commitment, cusgangace, determining which
products or services to cross-sell, marketing researcplanding, and finding the reasons why
products or services sell better in certain markets ceti@in customer types.

Other applications include appraising seasonality issueslimig on which products to
push and when, arranging merchandise in a branch steadesrcatalog to generate the most
orders, deciding how to best package merchandise, profilelgsand hotel guests, uncovering
forgeries in documents, quality control including identifydefective goods bought from a
supplier, determining products a particular class of custeidely to buy (e.g., young people
are more apt to buy sporting merchandise than olderidhals), predicting future prices in
commodities, forecasting foreign currency exchange rdiest marketing, predicting employee
theft, deriving optimal selling techniques, credit approval, eyg#d or customer development
and retention, deciding on whether to offer discountgéotain products to promote sales,
planning store layout to promote business, assessing the fityssfla product or service line
failing, new product or service, forecasting expected pirofih a new customer, predicting
trading patterns of securities, estimating which hoteltgua® likely to return, grouping and
classifying customers, picking the best location forva si®re, improving product design,
determining customer retention, appraising suppliers, decidmghveustomers should receive
incentives so they do not switch to competitors, efity allocating resources, deciding on
advertising approaches to maximize orders, determining the@iggyback products, risk
reduction, and demographic analysis.

Numeric variables are good for data mining purposes bedaexsenty be totaled and
sorted in mathematical computations. An example itscos

There are many considerations to take into account sdienting data mining software.
These include how many data records exist, database asg®$sing aspects and requirements,
network functioning, simplicity, documentation, graphic suppmperating systems, data
compatibility, scalability in product and users, technical suppaderfaces supported, and
organizational fit.

FUZZY SEARCH
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In a fuzzy search, user direction is absent or mahint-then rules may also be derived. The
controller may in fact not know before hand what heha is looking for. As far as the search
process is concerned, in market basket analysis, thtentries to identify patterns where the
occurrence of something implies something else will happer. sequential search, there is a
chronological time order to events or patterns. laaach clutter, the controller looks to classify
items in homogenous groupings.

NEURAL NETWORKS

In Neural networks (NN), the financial manager must idgimputs and output factors. A range
from O to 1 must exist after inputs and outputs have belified. It is crucial to select the
“right” input data and the appropriate examples. Multipputs should be used. The neural
network can be used to derive outputs for unknown inputs.

A training set is the basis to teach the NN. Basetherfindings of the examples in a
training set, learning occurs. NNs imitate the human mikNs uncover patterns in information
and express the extent of a relationship between twablas. Combinations of variables are
considered. Actual results are compared to expectatibms.training process has been
completed once the training set has gone through a maximamber of times or there is no or
minimal change in the weights. At the time, the Nhe working model.

The training set should have a full assortment dhallfactors the network will
experience. The training variables must be representalive neural network learns from past
patterns. It must be updated for current developments.

Prediction is enhanced through the use of training exasnplraining examples should
exist for each weight in the network. Each weigluudth have about 20 training examples.
Internal weights are improved to aid prediction. Hogrethe number of training examples per
output should be approximately the same. Both good andxaadpées should be used. After
all, you want the NN to identify problem situations. Emample, if we are trying to spot a rare
occurrence (e.g., credit card fraud), the training set diiwale a sufficient number of instances
of the rare occurrences.

Once the neural network has learned from the training@seew set of examples should
be used. How well has the neural network been instrud=flitther training required?

The time required to train the NN partly depends omtlmber of inputs involved. The
more variables, the longer time period to train. Furtiiéhe number of input factors grows too
large, less reliable solutions may be forthcoming. Tikeadding of unimportant variables will
improve prediction accuracy.

In feed-forward networks, the accountant should takeaotount activation (how units

react and merge), topology, (how units are connectad)back propagation (how the network
learns to recognize patterns).
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Two advantages of the NN are that many different tgb@soblem areas are solved and
canned software is available. A disadvantage of Nigisnability to explain results.

ONLINE ANALYTICAL PROCESSING

Online analytical processing (OLAP) assists financiatatees in gaining a clear and
consistent perspective on financial information stodacilitate decision making. OLAP
enables controllers to gain perception on information dyiekd consistently in an interactive
way. What patterns and trends are evident in the fiabtata?

Information can be modified depending on need. The altertimay use OLAP for data
reporting purposes.

OLAP techniques are used in accessing voluminous dataltase&ides data stored in a
centralized data warehouse, operational system, or Milistabuted warehouse. OLAP extracts
information from a data warehouse, operational systemirtual distributed warehouse. OLAP
extracts information from a data warehouse that &vagit, understandable, important, correct,
and timely. Many OLAP tools have drill-down capabilitie® the initial database. The
controller is able to get interactive access to a laegety of data views.

OLAP is an approach to original and condensed histonuatidimensional data to
assist accountants in better understanding the infaymatd reaching sound decisions. As the
financial environment changes, an updating of the informatii be necessary. The result will
be comprehensive, current, and reliable data.

In OLAP, why and what-if questions can be asked and aes\Wte improve financial
decision making. For instance, the financial managerwmsty to find out how the entity’s new
products have affected its sales over the past three pga major geographic region. There are
significant analytical attributes. Data may be eviddy some predetermined criteria. Further,
OLAP gives the financial manager the opportunity to priskappraise corporate data in bits
and pieces.

OLAP is mostly a decision support technique with such mak€haracteristics as links,
dimensions, and formulas. The specifics of each feattg evaluated. With OLAP, the
controller is provided with the records answering his quasesell as with scenario settings.

There are several factors that need to be considedthosing a suitable OLAP tool for
a given application. Factors include type of softwesed, conformity to the company’s
environment, future needs, scalability, questioning capabilingsevaluative techniques,
operations to be conducted, performance, and ability todatkete, or modify data.

In OLAP, we have multidimensional aggregate data progifast access to key financial
information so it can be properly appraised by the acemtinin most cases, accountants
examine financial information by product or service linenseio, geographic area, and time. It
is essential that the financial executive can appraiselyadimension, function, or aggregation
level. Multidimensional online analytical processiaguitable for financial applications where
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detailed computations are needed for different productscesnbusiness segments,
responsibility units, divisions, and departments of thmgany. With multidimensional
information, financial executives may obtain budgetedmared to actual amounts as well as
summarized financial data by product/service line, time, agdnization. Sales may be noted
by time, product, service, sales price, geographic areapdt&n channel, and customer. A
typical query in OLAP is “What are the sales by prodwstyise, customer, quarter, and store?”
OLAP can go across various domains-for example, presesaies in stores and credit card
charges.

Financial applications of OLAP include financial fordoas (e.g., sales), retrieval of
relevant financial information for decision making fréamge data sets, budgeting, operating
performance analysis, financial modeling, and activityedaosting. In production, OLAP
assists in manufacturing planning and uncovering assemklypitoblem areas. In marketing,
OLAP assists with marketing research, market segmentatiustomer appraisals, and
advertising and promotion.

In evaluating the company compared to competitors, OLAMeaelpful to accountants
by looking at the percentage growth in accounts suchvasue, costs, and assets. We can
model complex and sophisticated relationships.

Advantages of OLAP include fast computation and respoms fiexibility,
interactivity and easy application. Also, it considexgtidimensional data, supplies timely
information, and is sound in analyzing time series. Wafately, continuous variables are not
handled well.

ONLINE TRANSACTION PROCESSING

With online transaction processing (OLTP), transactaesmmediately entered. Information
has to be accurate and consistent. The nature ofgsingds repetitive with continual updates.
Database integrity should have proper controls. Numeppkcations exist such as inventory
control, management control, and collections. OLSRa@stly structured for transactional,
repetitive processing instead of unstructured investigatvegssing. By using OLTP, the
financial manager can optimize his or her transactioogasing capability associated with such
applications as manufacturing, accounting, marketing, dad.s®LTP is application and event
driven. Data in OLTP is changing and volatile.

In OLTP, the nature of questioning involves day-to-day dppgrssuch as the updating
of inventory for buys and sells. At a certain inveptierel, a reorder occurs.

GENETIC ALGORITHMS

Genetic algorithms (GAs) may be used in scheduling phyar@hhuman resources subject to
limitations (e.g., budget). There is an allocationmifted resources taking into account
relationships among resources and users.
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GAs can help find optimal values such as the best seglling, optimal number of units
to produce, and correct number of staff to service custoleegrt needs. Disadvantages of GAs
involve encoding and high cost.

DECISION TREES
A decision tree breaks down records into subsets. Tieegesy to understand because the flow
of the financial decision process is shown such as:

Is Internal Control Weak?

T
Yes No
1
Take Steps to Improve No Audit Qualification
NA
Steps Deficient Steps Adequate
o 1
Make Note in Audit Report Audit Reliance Justified

A decision tree asks questions in sequential order. Thisohés feasible when you can derive
comprehendible and explainable rules.

PERSONAL INFORMATION AGENTS

Personal information agents are mobile applications tamwlarehouses to perform questioning
or uncover data patterns. Many agents are rule-base@sutiftA occurs, do Y.” Agents
should be able to note unexpected occurrences or evithits avdata warehouse. The typical
personal information agent can specify the particularestioj event based on a specified time
frame. Any changes in the subject area are updated.
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CHAPTER 5
THE ACCOUNTANT AND THE CLIENT/SERVER ENVIRONMENT

Learning Objectives:

After studying this chapter you will be able to:

Develop a familiarity with client/server environments
Appraise network traffic with the network analyzer.

Develop an executive information system (EIS) for slenirmaking.
Address security concerns with protective steps.

PonNPE

The accountant should have some basic familiarity tvélclient/server environment. There
should be a list of authorized users with specified ifieations to access certain equipment or
information files. Different layers of authorizatishould exist depending on the activities to be
performed.

A network should be designed to meet corporate goals apdsas. In a client/server
arrangement, computers are connected by a networkich sdme computers (clients) process
applications while other computers (servers) provteises (e.g., Internet hosting, file storage) to
the clients. In client-server environments, changgrobmust also ensure synchronization of
programs across the network so that each client aidseacer run the same versions of the
programs. In mainframe environments, only one copyeptbduction system may be executed,
and synchronization of programs is not required.

A client-server system divides processing of an agpicdetween a client machine on a
network and a file server. This division depends on wiaisks each is best suited to perform.
However, user interaction is ordinarily restricted @ ¢hent part of the application. This portion
normally consists of the user interface, data egtrgries, and receipt of reports. The file server
customarily manages peripheral hardware and conttoésa to shared databases. Thus, a client-
server application must be designed as separate softeraponents that run on different machines
but appear to be one application. Client-server systlenm®t necessarily use relational databases.

In a client/server environment, the accountant imamily concerned with issues of
functioning, decision-making, and security.

FUNCTIONING

Does transparency exist, and if so, to what extenéhsparency is the ability of distributed
processing systems to merge clients and servers eéoettiffoperating systems and protocols into a
logical framework that processes distributed applicatidiso callechetwork transparengyt is a
condition in which an operating system or other serviogvalthe user access to a remote resource
through a network without needing to know if the resolgeermote or local.
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Middleware is the software layer enabling the comnatinin and accessing of information
between servers and clients. If differences ogutarities are found, they should be reconciled.

Network traffic may be appraised with a network anady An example is the decoding of
data packets. A work flow manager facilitates and tossimultistep data movement through the
network. Transaction processing (TP) monitors anad@®ltlient/server traffic. It manages
transaction from the initiation point, typically tdme client, across servers, and then back to the
initiating client. TP monitors can run transacticesite and execute transactions, and restart them
after failure. If a network management issue needs tedmlved, point products software may be
written.

On a periodic basis, equipment and software shoulddmketi as to their proper
functioning including making comparisons to norms. To safelgixar system, one server should
substitute for another one that has malfunctioned.

The accountant may want to make use of a remote proaaduatiowing software running
on the client to use the services of a program runnirigeogerver.

A network management platform (framework) enablegmat®n between a shared
database and modules to which alerts and warnings aré. store

There should be global services in which the globalork operating system can locate a
particular user, resource, or server regardless didoca

With a peer-to-peer network any computer on a networlacaas a server. Local area
networks (LANs) accommodate network activities for depants and divisions. To access shared
network services and resources, use LAN resource maeatsoftware.

Point-to-point protocol clients are remote clients #natlinked to servers operating in
different network operating systems.

Financial managers should make use of groupware soatatbenmunicate and work
together in electronic form so as to enhance productagsndless of location or time.

For the distribution of code and data across clierdsarvers we use mobile agents.
DECISION MAKING
An executive information system (EIS) furnishes dathaw the entity is presently conducting its
financial and operating functions. It gives managemp#b-date information to make better

decisions.

The accountant should be aware of performance mettos) compare actual performance
to established standards. A significant variance im&ed for corrective action.
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The accountant should engage in what-if analysis, whiatsimulation approach predicting
the outcome of changing inputs relative to alternatetevork scenarios. What-if analysis is
undertaken to derive optimal solutions. To look at whatssibilities associated with the network
we can use network simulation and modeling softwBxcision support system software allows
managers to derive better decisions based on avaiddeation. Customization of reports
ocCcCurs.

In packetizing, we add management information to rawstatiais properly delivered.

Personal information agents represent mobile applicatiotise data warehouse.
Questions are asked to uncover patterns and unexpeetad.egents are usually rule-based.
Agents warn if something unusual occurs. An accountagtuse personal information
management software to maximize his or her productivity.

SECURITY CONCERNS

Security is more difficult to achieve in a client-sargystem than in a mainframe environment. The
system has numerous access points, and users havemaigs to alter data. Thus, application
controls must be combined with general access contrplotect the system.

The financial manager should be assured that pratestiyps have been taken to protect the
computer system such as financial database files caN restrict access to information on the
network by having a nonprivileged mode.

Encryption equipment can be used to assure propeitgetiring transmission.
Encryption safeguards a message so it cannot be compeelr®tabpt if the receiver has a “key” to
decipher it. A private key is a shared confidential usgd to encrypt or decrypt a message or
transmission. In encryption, we begin with an ihillaencoded message and scramble the plain
text with an algorithm that has a key to derive utiigtble ciphertext. Further, checksums should
be used to provide confidence that data has not been imigroipenged while being processed
over the network.

There should be a security server keeping secutityst@ah as names and passwords. A
password authentication protocol repeatedly transnetsidsntifications and passwords for
authentication reasons. A digital signature (elextraentification) assures the author’s
authenticity and the integrity of the communicatiom@ssage. A digital signature is attached to
documents being transferred electronically for sectoiguarantee that a sender is actually who he
or she purports to be. This signature gives assuraaicthérdocument has not been changed
improperly. Digital signature encryption is public ke&geyption in reverse. Further, security can
be enhanced by using network auditing tools that highltith users accessed which network
files.

Before a server acts on an important client reqthesserver should substantiate the
appropriateness of the request.
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There is network-filtering software that examinesrse and destination addresses to
determine access. Internal firewalls are filtersdlge network to ascertain if corporate transmissions
on the internal network are authorized. Filter talig#shose individuals authorized to proceed
through the firewall server into the entity’s netwoFklter tables may have different levels of
access to different file types. With applicationekfilters, there is additional security by evaluating
the whole data request rather than just the sourceemtidation addresses.

There should be workstation-based security softwaoemonitor suspicious behavior of
employees and outside users we can use intrusion detsafiovare. The financial manager should
make use of performance monitoring software in whiciitdi are set for which an overage over
such limits indicate a problem to be appraised aneciaa for. There is usually an audit trail.

The financial manager should note the proper valuegapla to various data fields. We
may use and allow decoy files to be infected so as tbifigdemonitor, and control viruses. In pre-
emptive monitoring, there is a problem test set rua gecurring basis to diagnostically test
network traffic to alert the financial manager if alfonaction is detected. We must be on guard
against polymorphic viruses, which are viruses thatgh#heir appearance each time infected
software is run to make detection more difficult. A Tndj@rse is a virus hidden in a legitimate
program. We can identify unknown viruses via running anamo program. Antivirus software
must be used to safeguard data files and programs.

Any out-of-the-ordinary occurrences should be invesiibat¥e can use event detection
software to identify and filter data for such unexpeeteghts.

Security penetration/vulnerability analysis shoulattyeducted periodically to uncover any
possible problems. Penetration tools, such as thei§egnalysis Tool for Auditing Networks
(SATAN), should be used to try to break into a systeamtmver weaknesses in the firewall and
router configurations. Automated tools exist to audicth@puter system and report potential
security weaknesses. Vulnerabilities are identifieth siscpoor passwords or failure to update
software with security patches. Vulnerability tegtiools search for potential weaknesses that may
allow an attacker to gain unauthorized access.

Vulnerability test may audit the system or launchogkrattack. Vulnerability testing
programs may be classified according to scope. Their foaysde narrow and they may examine
just a single vulnerability or their emphasis may bedarad they may appraise the whole system.

Access controls should exist to use a specific telramapplication. Data and time
constraints along with file usage should be enumer&leduthorized use should deactivate or lock
a terminal.

Communication security over the network may be in dien fof:

« Access contral Guards against improper use of the network. For examdglYBEROS is
a commercial authentication software that is addehtexisting security system to verify a
user’s existence to assure the person is not an iempd§EYBEROS accomplishes this by
encrypting passwords transmitted around networks. Bad®entrol and user authentication
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devices such as Security Dynamics’ Secur ID (800-SEIC) Review all dial-up terminal
users.

» Data confidentiality. There is in place protection of confidential informatduring
transmission.

* Routing control. Inhibits data flow to insecure network elements sigcllentified
unsecured relays, links, or sub-networks.

* Identification. Identifies the origin of a communication within thewatk by digital signals
or notarization.

* Authentication. Substantiates the identity of an originating user er @stity within the
network. Examples of security controls are timengiag, passwords, synchronized checks,
non-repudiation, and multiple-way handshakes. Biamatithentication methods measure
body characteristics with the use of equipment attatthdéte workstation. Keystroke
dynamics is another form of identification.

» Digital signature. Messages are signed with a private key.

» Traffic padding. A traffic analysis of data for reasonableness.

» Data integrity. Steps exist to guard against unauthorized chargef®ohation at the
receiving and sending points.

Security should exist in different layers. Securigds to be provided over networking
facilities and telecommunication elements. Contnalst be placed over both host computers and
sub-networks.

Network traffic may be over many sub-networks, easinlgatheir own security levels,
depending on confidentiality and importance. Hencegrdifft security controls may be needed.

A firewall is used to control access between two netsvolts objective is to restrict
unauthorized traffic. A firewall performs the follavg two functions:

* Restricts or blocks certain traffic.
* Permits certain traffic.

Firewalls provide logging and auditing functions for ségyrurposes. Firewalls work by
blocking unwanted and unauthorized people from viewing cagngatabases. For example,
security data may be gathered about the number ofddtgimpts and password failures.

Digital signatures can be used when the content ahdssage is not secret, but the sender
wants to authenticate his or her identity and confivat he or she wrote the message.
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CHAPTER 6
THE ACCOUNTANT AND ARTIFICIAL INTELLIGENCE APPLICAT  IONS

Learning Objectives:

After studying this chapter you will be able to:

Describe the six key elements of expert systems.
Explain the functions of expert systems.

Classify the uses of neural networks.
Identify applications of neural networks.

PonNPE

Artificial intelligence (Al) and its subfield, expeysgtems (ES), have been identified by the AICPA
Future Issues Committee as one of the major issaexcttounting profession will face in the future.
Expert systems attempt to permit a computer to thmtkraake decisions in a human way. An
expert system is an interactive system that askses s# questions and uses knowledge gained
from a human expert to analyze answers and come tosiote that is, to exercise judgment. They
were originally developed to make decisions in areagittianot have enough human experts for
decision making. Some of the earliest expert systeens used by doctors to diagnose diseases.
Experimental work is being done with expert systamtaxation, financial accounting, managerial
accounting, and auditing.

The purpose of artificial intelligence (Al) is to regate human reasoning and brain activity.
Al aids in distributing expertise to nonexpert staff. Shéll” is a collection of software packages
and tools used to design, develop, implement, and nrait&xpert systems for a company.

EXPERT SYSTEMS

An expert system is a set of computer programs coindugttask at the level of a human expert. A
good candidate for an expert system is an applicatepnrieg the use of expert knowledge,
judgment, and experience. Expert systems can expiirasoning behind a conclusion and this
capability is critical in validating the results. fact, the expert system can ultimately become more
knowledgeable over time. The expert system keeps Igaanth applies that knowledge to
formulate better decisions.

Expert systems allow even small companies to perfotmwites and provide services
previously only available from larger firms. The use ofegkpystems has helped to improve the
guality of customer service in applications such ast@aance and scheduling by automating them
and making them easy to perform.

A series of logical sequential questions are askdtetager by the expert system. Follow-

up questions are based on the answer to the prioiapgesifter all questions have been asked and
answered, conclusions are drawn by the expert system
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There are six key elements in an expert system ¢seapof:

« Knowledge database of rules, cases, and criterialking decisions.

« Domain database of suitable information in the padrcaifea of interest.

« Database management system to control the input arebetaent of the above two
databases.

* Inference engine (processing system) consistingeoifterface strategies and controls used
by experts in using and manipulating the first two lolasas. It acts as the brain of the
expert system. It receives the request from theintggface and carries out reasoning in the
knowledge base. The inference engine assists in probleimgssuch as by processing and
scheduling rules. It asks for further data from the,usakes assumptions about the
information, and formulates conclusions and recommendatidhe inference engine may
also determine the degree to which a recommendationliBegband in the case of
multiple solutions rank them.

* User interfaces are the explanatory features, onlgistasce, and debugging tools assisting
the user in comprehending and properly using the egpsiem.

* Knowledge acquisition facility enabling interactive pregiag between the user and the
system. It allows the system to obtain appropriate kewgd and experience of the human.

Figure 10 represents expert system relationships.

FIGURE 10
EXPERT SYSTEM RELATIONSHIP

Database Management System

Knowledge Inference
Database Engine
User Domain
Interface Database
Knowledge
A cquisition
Facility
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The knowledge is comprised of two kinds of knowledge sepations: rule based and case
based. The rule base of an expert system comtaesof production rules. Each rule has an “if
then” clause. Expert system users furnish facts tamstnts so that production rules are triggered
and conclusions forthcoming. In a case-based expersyan inductive method is used to
perform expert system reasoning. A case base is aggatised of many “historical” cases having
different results. Cases consist of information reggrdisituation, the solution, results of using
that solution, and major attributes. The expert @éxfee engine searches through the case base and
finds the appropriate historical case, which matdhesdcts of the present problem to be resolved.
After there is a match, the solution of the mardhistbrical case will be modified and used as the
new suggestions for the current problem.

Knowledge-based (expert) systems contain a knowledggefbaa limited domain of
human expertise and inference procedures for the sotftfmoblems. They use symbolic
processing based on heuristics rather than algoritAreuristic procedure is an exploratory
problem-solving technique that uses self-education metbagisthe evaluation of feedback, to
improve performance. These systems are often veraatiee and provide explanations of their
problem-solving behavior.

Expert systems provide decision models for planning artdodoi\pplications of expert
systems include:

* Financial analysis

* Preparing and conducting audits

* Preparation of accounts and reports

» Evaluate credit worthiness of customers

* Planning to reduce costs

« Planning to enhance productivity and quality of prodants services
» Appraisal of internal controls

* Claim authorization and processing

* Competitive analysis

* Manufacturing and capacity planning and scheduling

« Analysis of revenue (by price, volume, and productisemix)
e Cost analysis (by category and type)

* Inventory analysis

* Resource planning

e Preparation of budgets and forecasts

» Credit authorization

* Appraisal of risk

* Bankruptcy prediction

» Ascertaining sufficiency of expense provisions anénere sources
» Appraisal of mergers and acquisitions

» Compliance reporting

e Aging of accounts (e.g., customers)

» Deciding whether to refinance debt

* Improve productivity
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In auditing, an expert system can reduce the costmednimaking audit decisions and in
improving the audit plan and substantive testing. E)gystems can choose or develop an audit
program, perform and analytical review, appraise sonfoemation and evidence, select a sample
and test data, compute and analyze error rate, pthwatch over the audit engagement, identify
relationships between accounts that do not make sensaisapssets and liabilities, evaluate
internal control and risk level, and ascertainldsare compliance.

Business Foundations’ Internal Operations Risk Analisvare appraises a company’s
areas of risk and internal control structure. dghiights strengths and weaknesses in business
operations. A risk rating is assigned to risk cat@gorlt recommends corrective steps
for problem areas.

In managerial accounting, expert systems assist imtapitlgeting decision-making such as
buying the “right” asset, having the most advantageadugt and service mix, keeping or selling
a business segment, and buying or leasing. Expesinsystid in optimally allocating resources
based on factors as cost, time, availability, risk,deamdand patterngzinancial Advisordeveloped
at MIT’s Sloan School of Management evaluates capikaltments in property, plant and
equipment. It also provides advice on projects, prodatsacquisitions. Arthur D. Little’s expert
system conducts variance analysis and explains teengdor significant variances.

In taxation, expert systems are used in tax preparatid planning, and facilitating compliance
with tax rules and procedures.

The expert system can decide if a loan should be madé s the amount of credit to be
given. It takes into account profitability, risk, econofactors, and management’s policy. The
expert system can approve the loan based on predetéreniigeia and subject to specified
restrictions and limitations. The expert system uhagide on the appropriate interest rate, credit
line, collateral requirements, and repayment scheddlestionable loans are highlighted for
careful attention.

In investment analysis, expert systems can recoms@table investments taking into account
such considerations as return/risk preferences, texdigidend yield, portfolio mix, liquidity, and
economic conditions. Expert systems aid in the th@stg of purchases and sales of stocks because
it integrates and considers real time multiple ira#external data sources. Watchdog Investment
Monitoring System is used in investment analysisraadagement including financial statement
analysis and financial forecasting.

A “rule generator” expert system notes information pasteand formulates trading
recommendations. A “critic” expert system evaluatesraviews system suggested trades coupled
with the explanation of doing so. An expert systemmavide 24 hour trading programs so as to
optimally take advantage of domestic and internatiov@aket conditions such as changes in
foreign exchange rates. Expert systems can identifgealdate arbitrage opportunities and trigger
transactions.
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An insurance company may use expert systems to aparaig@ocess claims including those
of a questionable natur&scapds used for claim authorization and processing.

The knowledge base of the expert system for marketinmppes includes market structure,
customer characteristics, and competition. Expstegsys may be used in market planning,
marketing decision making, product/service introductiemw product development and
enhancement, product features and options, marketindaunisions, price formulation, return
policy, warranty service planning, appraisal of produetlity, discount formulation policy, setting
credit terms, and advertising and promotion.

Applied Expert Systemd$?lan Poweris a financial planning expert system that takes into
account a financial situation, then matches needslatmost suitable financial products and
services. Additionally, the system will run scenariceagsheets showing the income tax situation,
cash flows, net worth, and other key factors basedtemative decisions.

FUZZY LOGIC

Fuzzy logic is a superset of conventional (Boolean) Idgithas been extended to handle the
concept of partial truth. Because they use nonspéeifias (membership functions) characterized
by well-defined imprecision, fuzzy logic systems cegate rules to address problems with many
solutions. Fuzzy logic can be used when values ar@spmate or subject and data are incomplete
or ambiguous. These systems have been applied successflylications such as ventilating
expressway tunnels, backing a tractor-trailer into kipguspace, reducing power usage in an air
conditioner, selecting companies for business combmgtar detecting fraud in medical insurance
claims.

NEURAL NETWORKS

Neural network software simulates human intelligencel@arns from experience. For example,
each time neural network software makes the coressidn (predetermined by a human expert)
on recognizing sequential patterns of information, the progrer reinforces the program with a
stored confirmation message. However, if there is@rrect decision a negative message is
reinforced. Hence, over time experimental knowleddeiiis in a subject.

Financial managers may use neural network to aiddsida making to provide early
warning signs of problems, and to confirm assessmemidevieloping a neural network, the
network should be furnished with sufficient informatiomgoognize a pattern. It needs to be
trained. The neural network should be part of othéwsoé to have a user interface. The
companies regularly retrain the network and updatedfterare at all locations. Finally, companies
conduct follow-up and monitor the performance of thealewetwork. In planning the neural
network, there should be a clear and precise definifiasrnat the network should achieve, when
the network should accomplish the task, and how thdtsese to be communicated.

A neural network may be used in portfolio managemeshirarestment selection. Neural

network software may be used to predict changes in atatkond prices, movements in currency
exchange rates, and to spot undervalued securities.
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Training the neural networks can be done in one oftays—a massive set (all securities
in a class or market segment) or a simplified set@sentative sample of securities within a class
or market segment). With regard to the massive setgle@l network requires significantly more
time to train because training involves examining mfi@rmation hundreds of thousands of times.
Thus, if the number of observations is large (terthadsands or millions) the training iterations
becomes millions of billions. The risk associatethwmaller training sets revolves on the
possibility that the neural network will memorize tlotual training data and then be unable to
make predictions about other securities in the markmeset with tracking the broader data set. In
any event, part of the training includes a holdout $amaptest the trained network. This test gives
assurance concerning the ability of the neural netter&liably predict the behavior of securities
in the market segment appraised.

After the neural network is trained, the trainetivaek can be integrated with other decision
support systems to monitor movements in various capéedets. The neural network then
recommends whether to buy, sell, or hold securitigstrdgking changes in the market place, the
neural network can predict upswings and downswings im#rket, signaling buy and sell
decisions.

Over time conditions change and the patterns adwsusecurities and markets also change.
With additional experience, the neural network carebained by adding new experience to the
training set. The neural network can be retainea monthly or quarterly basis to incorporate the
most current changes in conditions. Some accountaw&ver, may opt to delete the oldest data
set and replace it with the newest experience. Tdwelmhck of doing this is that the accountant
loses experience gained before using the neural network.

Accountants using neural networks should try to ascdrtainwell the neural networks
predict the behavior of individual securities and thealvenarket. If neural network is retrained
annually or semiannually, and the sleeved secufitietuiate differently from predictions of the
neural network during any month or quarter, the follgnshould indicate that retraining should
take place immediately.

Neural networks can be used to select those sectintiesptimize the position of the
investment portfolio. Neural networks can be useddntity specific securities from among a set
that yield the highest return. The neural network fggkd those securities that will best achieve
the objectives of the portfolio.

The planning and design of the neural network depends @ct¢hantant’s objectives. If
the monitoring applies to particular securities or geciarkets or market segments, the software
may involve a series of neural networks, one for sachrity. The accountant may need some up-
front processing of information to accumulate and coaastdimarket or market segment data
before running a series of neural networks, one for eacketor market segment. Further,
software to communicate the results of the neural n&tprediction to the accountant on a real-
time basis must link to the neural networks. Most accotsanbed neural networks in their on-
line or e-commerce software that accounts for markessiolerities.
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The accountant locates data sources to provide the informmecessary to achieve the
objectives of buying and selling decisions for marketablurities in the company’s portfolio. The
data sources vary depending on the company, but yissadl combination of databases from
subscription services, internal databases, and d#edtirom various stock exchanges. The plan
should identify the needed result of the neural netwackwhat information is to be gathered. If
the financial manager is evaluating individual secug;itieitcomes of prior assessments furnish the
best way to train the neural network to ascertainrtiqudar stocks should be purchased or sold in
the future.

An accountant may also use neural networks to identifypateustomers who may be
poor credit risks. Further, neural network softwarelmnsed to identify credit card fraud by
recognizing suspicious activity based on the pattern ofjebar

An accountant may use neural networks in the contblialuation of inventory. Neural
networks provide inventory control by recognizing pattandgating processing inefficiencies,
cover-up of inventory theft, and fraudulent reporting. fdenetworks furnish an efficient method
to predict changes in inventory prices and inventory mave to aid in determining inventory
obsolescence and identifying items for consideratioaveét of cost or market adjustments. The
neural network watches over inventory transactiorsptd potential errors and frauds in the
transactions that take place in the automated ioveBy/stem.

The information used by the firm to develop neural nete/aray include a number of
observations including prior transactions for a giveentory item, size of each transaction,
frequency of transactions, customer characterigocsrniventory sales transactions), supplier
characteristics (for purchase transactions), anday®@ activity data. The accountant should retain
information from individual inventory accounts that haverbsubjected to fraud or errors with
similar information for good transactions. Companiesass@uch data as possible for this type of
neural network, usually two to five years of history.

A neural network may be developed to monitor employperese reimbursement claims to
uncover potential fraudulent claims and provide themany an opportunity to cease authorization
of payment or flag those claims requiring further invetibga The claim data from false claims
usually has some pattern. The database for thelmaiveork may include prior employee
reimbursement expense claims for a particular actsig, of each claim transaction, frequency of
reimbursement claim transactions, and employee dieasics. The company should use
information from expense accounts that have been frautuseibmitted with similar valid
employee reimbursement claims data. Two to five yaargormation should be collected.

Neural networks aid the accountant in detecting exwdging in the budgetary process so
realistic budget figure may be used. Neural networkgoavide on-line pre-screening of accounts
and details for various budgetary units.

Neural networks assist in assessing internal comtitjing potential fraud assessments,

gathering evidence, and providing support for audiisural networks can recognize patterns of
internal control and make a recommendation on tlaksttment of control risk to be used in audit
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planning. Neural networks can identify the contre level associated with different levels of
internal control components.

Neural networks may also be used in operational auditleyiral networks can identify
clusters of operations with high or low potential for imgnments in either effectiveness or
efficiency. Some operational auditors use neural nesvsrkcessfully to provide rapid
identification of the best opportunities for improvemienim a large group of operations.

NEURAL NETWORK APPLICATIONS IN BUSINESS

1. At Signet Bank, neural networks read and automatipatigess student loan applications
and canceled checks.

2. A neural network helps manage the Fidelity DiscipliBedity Fund, a fund that has
consistently beat the Standard & Poor’s 500 Stock Lndex

3. Neuroscope is a neural network diagnostic tool that proedeg warning of failure in
industrial machinery.

4. Foster Ousley Conley uses a neural network-based systeesidential real estate
appraisal. The system performs better than humarasibe it can review data from
hundreds of houses and analyze the data in many diffeasst

5. At Mellon Bank’s Visa and Mastercard operations, akaetworks outperform expert
systems—and the experts themselves—in detecting cegdifraud. Since the neural
network can learn by experience, it can find incidené¢&sudnot anticipated by an
expert.

6. Neural networks can be used to forecast a client’sreggniBy comparing this forecast to
actual results, the auditor can make a judgment as tedeenableness of the actual results.
The forecasted earnings can also indicate to the atfdherclient is likely to continue as a
going concern.

7. A cost accountant/consultant can use a neural netevatitérmine optimal resource
allocation and production schedules. The manipulatitimechundreds of variables and
constraints has traditionally been undertaken using tgesaesearch models.

8. The IRS in Taiwan is using a neural network to deitgrthe likelihood of tax evasion and
the necessity of further investigation.

Other applications of neural networks include:
* Appraising spending patterns.
* Predicting bankruptcy.
» Evaluating customer behavior patterns.
« Working capital management.

The following is a list of popular neural network sedte.
NeuroSolutions

NeuroDomension, Inc.
WWWw.nheurosolutions.com

NeuroXL Predictor
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FRANZ AG
www.neuroxl.com

NeuralWorks Predict
NeuralWare
www.neuralware.com

97



CHAPTER 7
INFORMATION SYSTEMS AND ECONOMIC FEASIBILITY STUDY

Learning Objectives:

After studying this chapter you will be able to:

PonNPE

No o

Describe types and special features of capital budgasions.

Recognize the time value of money.

Explain and utilize several capital budgeting techniques.

Discuss the effect of Modified Accelerated Cost Reco@sistems (MACRS) on capital
budgeting decisions.

Determine the cost of capital.

Make lease-purchase decisions.

Conduct economic feasibility studies for new informatigstesms.

Capital budgeting is the process of making long-termrtegy decisions for alternative investment
opportunities. There are many investment decisionghtbacompany may have to make in order to
grow. Examples of capital budgeting applications ataliation of a new information system (1S),
lease or purchase, new product development, produceieetion, keep or sell a business segment,
and which asset to invest in. A careful cost-bemeiilysis must be performed to determine a
project's economic feasibility of a capital expenditnggect.

WHAT ARE THE TYPES OF INVESTMENT PROJECTS?

There are typically two types of long-term capitgpexditure decisions:

1.

Selection decisionsn terms of obtaining new facilities or expanding B®g ones:
Examples include:
a. Investments in property, plant, and equipment as wailtlzer types of assets.
b. Resource commitments in the form of new product developmearket research,
introduction of an IS system, refunding of long-terabt and so on.
c. Mergers and acquisitions in the form of buying anottmmpany to add a new
product line.
Replacement decisiomsterms of replacing existing facilities with newss. Examples
include replacing an old machine with a high-tech machine.

WHAT ARE THE FEATURES OF INVESTMENT PROJECTS?
Long-term investments have three importanufest
They typically involve a large amount of initial cashlayg which tend to have a long-term

impact on the firm's future profitability. Therefordaist initial cash outlay needs to be
justified on a cost-benefit basis.

98



2. There are expected recurring cash inflows (for exanmdegased revenues, savings in cash
operating expenses, etc.) over the life of the investrproject. This frequently requires
considering théime value of money

3. Income taxes could make a difference in the accepjemt decision. Therefore, income tax
factors must be taken into account in every capital budgdgcision.

UNDERSTANDING THE CONCEPT OF TIME VALUE OF MONEY

A dollar now is worth more than a dollar to be receilaer. This statement sums up an important
principle: money has a time value. The truth of ghriaciple is not that inflation might make the
dollar received at a later time worth less in buygoyver. The reason is that you could invest the
dollar now and have more than a dollar at the spdddier date.

Time value of money is a critical consideratioriinancial and investment decisions. For
example, compound interest calculations are needed dordet future sums of money resulting
from an investment. Discounting, or the calculatidrpeesent value, is inversely related to
compounding, is used to evaluate the future cash floecased with capital budgeting projects.
There are plenty of applications of time value of nyoineaccounting and finance.

How Do You Calculate Future Values - How Money Grows?

A dollar in hand today is worth more than a dollareéadceived tomorrow because of the interest
it could earn from putting it in a savings account orip@adt in an investment account.
Compounding interest means that interest earns shtdfer the discussion of the concepts of
compounding and time value, let us define:

F, = future value: the amount of money at the end af yea
P = principal

i = annual interest rate

n = number of years

Then,
kR = the amount of money at the end of year 1
= principal and interest = P + iP@+i)

F, = the amount of money at the end of year 2
= H1+i) = P(1+i)(1+i) = P(1+)

The future value of an investment compounded annaiathte i for n years is
F=P(1+)'= P . T1(i,n)
where T1(i,n) is the compound amount of $1 and cafoure in Table 1.
EXAMPLE 1

You place $1,000 in a savings account earning 8 percergshtmmpounded annually. How much
money will you have in the account at the end of 4s2a
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= P(1+if
2= $1,000 (1 + 0.08)= $1,000 T1(8%,4 years)
From Table 1, the T1 for 4 years at 8 percent.861.
Therefore, F=$1,000 (1.361) = $1,361.

EXAMPLE 2
You invested a large sum of money in the stock of Déttgporation. The company paid a $3

dividend per share. The dividend is expected to increa6 pgrcent per year for the next 3 years.
You wish to project the dividends for years 1 through 3.

F=P(L+)

R = $3(1+0.2) = $3 T1(20%,1) = $3 (1.200) = $3.60

B = $3(1+0.2) = $3 T1(20%,2) = $3 (1.440) = $4.32

k= $3(1+0.2Y = $3 T1(20%,3) = $3 (1.728) = $5.18
Future Value of an Annuity
An annuity is defined as a series of payments €oeipts) of a fixed amount for a specified
number of periods. Each payment is assumedctar at the end of the period. The future value
of an annuity is a compound annuity which involves dgpgsor investing an equal sum of
money at the end of each year for a certain numbgears and allowing it to grow.

Let S = the future value on an n-year annuity
A =the amount of an annuity

Then we can write
S = AL+H)"+ AL+ + ..+ AL+HP
= A[(AH)HH(1+)"%+ ..+ (1+i]
n-1 (1)1
= Azt:gui)‘ = Ae —| = A.T2(i,n)

where T2(i,n) represents the future value of aruiyof $1 for n years compounded at i percent
and can be found in Table 2.

EXAMPLE 3
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You wish to determine the sum of money you will have ga@ngs account at the end of 6 years
by depositing $1,000 at the end of each year for the Geyears. The annual interest rate is 8
percent. The T2(8%,6 years) is given in Tabls Z.836. Therefore,

S = $1,000 T2(8%,6) = $1,000 (7.336) = $7,336

EXAMPLE 4
You deposit $30,000 semiannually into a fund for ten yedrs.ahnual interest rate is 8 percent.
The amount accumulated at the end of the tenth yealcslated as follows:

S A T2(, n)

where A = $30,000
i=8%/2 =4%
nN=10x2=20

Therefore,

'S= $30,000 T2(4%, 20)
= $30,000 (29.778)893,340

What Is Present Value - How Much Money Is Worth Now?

Present value is the present worth of future sumsarfey. The process of calculating present
values, or discounting, is actually the opposite of finding compounded future value. In
connection with present value calculations, the ésterate i is called thdiscount rate The
discount rate we use is more commonly calledctbe of capital which is the minimum rate of
return required by the investor.

Recall that & P(1+i)

Therefore,

P= Fn_ = Fn. (Lj = Fn°T3(i1 n)
@+i)" @+D"

Where T3(i,n) represents the present value of filisagiven in Table 3.

EXAMPLE 5

You have been given an opportunity to receive $#D,6 years from now. If you can earn 10
percent on your investments, what is the mostsymuld pay for this opportunity? To answer
this question, you must compute the present vefl$2@000 to be received 6 years from now at a
10 percent rate of discount. ¢ i $20,000, | is 10 percent, and n is 6 year§ld%,6) from Table
3is 0.565.
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P= $20,000[706 ] = $20,000 T3(10%,626,000(0.564) = $11,280
(1+071)

This means that you can earn 10 percent on yeasiment, and you would be indifferent
to receiving $11,280 now, or $20,000 6 years ftoday since the amounts are time equivalent. In
other words, you could invest $11,300 today atdi@gnt and have $20,000 in 6 years.

Present Value of Mixed Streams of Cash Flows

The present value of a series of mixed paymemtseCeipts) is the sum of the present value of
each individual payment. We know that the presafie of each individual payment is the
payment times the appropriate T3 value.

EXAMPLE 6
You are thinking of starting a new product linettimtially costs $32,000. Your annual projected
cash inflows are:

1 $10,000
2  $20,000
3  $5,000

If you must earn a minimum of 10 percent on yowestment, should you undertake this new
product line?

The present value of this series of mixed steeaf cash inflows is calculated as follows:

Cash inflows X T3(10%, n)

Ye Present Value
$10,000 0.909 $9,090
$20,000 0.826 $16,520

$5,000 0.751 $3,755
$29,365

WN -

Since the present value of your projected casbvirslis less than the initial investment, you should
not undertake this project.

Present Value of an Annuity

Interest received from bonds, pension furalg] insurance obligations involve annuitieso T
compare these financial instruments, we neddtov the present value of each. The present
value of an annuity (P can be found by using the following equation:

1+-1++A-:L

P= Ae : _ .
@+’ (L+i)? @+0)"

_ { 1 1 1 j
=A - + +...+
@+t (1+i)? (1+p"
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=Ae ; 1 =Ae 1' _L = Ae i
R=A §(1+i)‘ A L(l (1+i)ﬂ A T4(i,n)

where T4(i,n) represents the present value ofhanity of $1 discounted at i percent for n years
and is found in Table 4.

EXAMPLE 7
Assume that the cash inflows in Example 6 form amuity of $10,000 for 3 years. Then the
present value is

R=A. T4(i,n)

R = $10,000 T4(10%, 3 years) = $10,000 (2.487) =&z}
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Table 1 Future Value of $1 = T1(i,n)

Periods 4% 6% 8% 10% 12% 14% 20%
1 1.040 1.060 1.080 1.100 1.120 1.140 1.200
2 1.082 1.124 1.166 1.210 1.254 1.300 1.440
3 1.125 1.191 1.260 1.331 1.405 1.482 1.728
4 1.170 1.263 1.361 1.464 1.574 1.689 2.074
5 1.217 1.338 1.469 1.611 1.762 1.925 2.488
6 1.265 1.419 1.587 1.772 1.974 2.195 2.986
7 1.316 1.504 1.714 1.949 2.211 2.502 3.583
8 1.369 1.594 1.851 2.144 2.476 2.853 4.300
9 1.423 1.690 1.999 2.359 2773 3.252 5.160

10 1.480 1.791 2.159 2.594 3.106 3.707 6.192
11 1.540 1.898 2332 2.853 3.479 4.226 7.430
12 1.601 2.012 2.518 3.139 3.896 4818 8916
13 1.665 2.133 2.720 3.452 4.364 5.492 10.699
14 1.732 2.261 2937 3.798 4.887 6.261 12.839
15 1.801 2.397 3.172 4.177 5.474 7.138 15.407
16 1.873 2.540 3.426 4.595 6.130 8.137 18.488
17 1.948 2.693 3.700 5.055 6.866 9.277 22.186
18 2.026 2.854 3.996 5.560 7.690 10.575 26.623
19 2.107 3.026 4316 6.116 8.613 12.056 31.948
20 2.191 3.207 4.661 5.728 9.646 13.743 38.338
30 3.243 5.744 10.063 17.450 29.960 50.950 237.380
40 4.801 10.286 21.725 45.260 93.051 188.880 1469.800
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Table 2 Future Value of an Annuity of $1 = T2(i,n)

Periods 4% 6% 8% 10% 12% 14% 20%

1 1.000 1.000 1.000 1.000 1.000 1.000 1.000
2 2.040 2.060 2.080 2.100 2.120 2.140 2.200
3 3.122 3.184 3.246 3.310 3.374 3.440 3.640
4 4.247 4375 4.506 4.641 4.779 4.921 5.368
5 5.416 5.637 5.867 6.105 6.353 6.610 7.442
6 6.633 6.975 7.336 7.716 8.115 8.536 9.930
7 7.898 8.394 8.923 9.487 10.089 10.730 12916
8 9.214 9.898 10.637 11.436 12.300 13.233 16.499
9 10.583 11.491 12.488 13.580 14.776 16.085 20.799
10 12.006 13.181 14.487 15.938 17.549 19.337 25.959
11 13.486 14.972 16.646 18.531 20.655 23.045 32.150
12 15.026 16.870 18.977 21.385 24.133 37.271 39.580
13 16.627 18.882 21.495 24.523 28.029 32.089 48.497
14 18.292 21.015 24.215 27.976 32.393 37.581 59.196
15 20.024 23.276 27.152 31.773 37.280 43.842 72.035
16 21.825 25.673 30.324 35.950 42.753 50.980 87.442
17 23.698 28.213 33.750 40.546 48.884 59.118 105.930
18 25.645 30.906 37.450 45.600 55.750 68.394 128.120
-19 27.671 33.760 41.446 51.160 63.440 78.969 154.740
20 29.778 36.778 45.762 57.276 75.052 91.025 186.690
30 56.085 79.058 113.283 164.496 241.330 356.790 1181.900
40 95.026 154.762 259.057 442.597 767.090 1342.000 7343.900

*Payments (or receipts) at the end of each period.
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Table 3 Present Value of $1 = T3(i,n)
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Table 4 Present Value of an Annuity of $1 = T4(i,n)
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Use of Financial Calculators and Spreadsheet Programs

There are many financial calculators that contapgsogrammed formulas to perform many
present value and future applications. They inclddelett-Packard 10BSharpe EL733andTexas
Instrument BA35Furthermore, spreadsheet software sudixasl has built-in financial functions
to perform many such applications.

HOW DO YOU MEASURE INVESTMENT WORTH?
Several methods of evaluating investment projeetss follows:

1. Payback period
2. Net present value (NPV)
3. Internal rate of return (IRR)

The NPV method and the IRR method are calledounted cash flow (DCF) methodsach of
these methods is discussed below.

1. Payback Period

The payback period measures the length of tirequired to recover the amount of initial
investment. It is computed by dividing the mlihvestment by the cash inflows through increased
revenues or cost savings.

EXAMPLE 8
Assume:
Cost of investment $18,000
Annual after-tax cash saving$3,000

Then, the payback period is:
Initial investment $18,000

Payback period = = —— =6years
Cost savings $3,000

Decision rule Choose the project with the shorter paybaciogeThe rationale behind this
choice is: The shorter the payback period, therigky the project, and the greater the liquidity.

EXAMPLE 9
Consider the two projects whose after-tax caslovrsf are not even. Assume each project costs
$1,000.

CASH INFLOW
Year A(9) B($)
1 100 500
2 200 400
3 300 300
4 400 100
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5 500
6 600

When cash inflows are not even, the pdypaciod has to be found by trial and error.
The payback period of project A is ($1,000= $108260 + $300 + $400) 4 years. The payback
period of project B is $1,000 = $500 + $400 + $100)

$100
2years ¥ $/2 years
$300
Project B is the project of choice in thiseag@nce it has the shorter payback period.
The advantages of using the payback periethad of evaluating an investment project

are that (1) it is simple to compute and easy tdetstand, and (2) it handles investment risk
effectively.

The shortcomings of this method are that (1) itsda® recognize the time value of money, and (2)
it ignores the impact of cash inflows receivedratie payback period; essentially, cash flows afte
the payback period determine profitability of amestment.
2. Net Present Value
Net present value (NPV) is the excess of the ptesgdue (PV)of cash inflows generated by the
project over the amount of the initial investin@hn

NPV =PV - |

The present value of future cash flows is computgdg the so-called cost of capital (or

minimum required rate of return) as the discoaté.r When cash inflows are uniform, the present
value would be

PV =A. T4 (i, n)

where A is the amount of the annuity. The valu&éfs found in Table 4.

Decision rule: If NPV is positive, accept the project. Qthise reject it.

EXAMPLE 10

Consider the following investment:
Initial investment $12,950
Estimated life 10 years
Annual cash inflows $3,000

Cost of capital (minimum required rateettirn) 12%
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Present value of the cash inflows is:

PV = AT4(i,n)

= $3,000. T4(12%,10 years)

= $3,000 (5.650) $16,950
Initial investment (1) 12,950
Net present value (NPV =PV - I) $4,000

Since the NPV of the investment is posititlee investment should be accepted.

The advantages of the NPV method are thabviously recognizes the time value of
money and it is easy to compute whether the castsfform an annuity or vary from period to
period.

3. Internal Rate of Return
Internal rate of return (IRR), also callhe adjusted rate of returiis defined as the rate of interest
that equates | with the PV of future cash inflows.

In other words,
atIRR =PV or NPV =0
Decision rule: Accept the project if the IRR exceeds the cosigpital. Otherwise, reject it.

EXAMPLE 11
Assume the same data given in Example 10, arttesé&llowing equality (I = PV):

$12,950 = $3,000 . T4 iykars)
$12,950

T4(i,10 years) = = 4317
$3,000

which stands somewhere between 18 percent apeérgént in the 10-year line of Table 4. The
interpolation follows:

PV of Annuity of $1 Factor
T4(i,10 years)

18% 4.494 4.494
IRR 4.317
20% _4.19
Difference _ 0.177 _0.302
Therefore,
0.177
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IRR = 18% + (20% - 18%)

0.302
= 18% + 0.586(2%d)8% + 1.17% = 19.17%

Since the IRR of the investment is greatanthihe cost of capital (12 percent), accept the
project.

The advantage of using the IRR methodasitltloes consider the time value of money.

The shortcomings of this method are thatit(i time-consuming to compute, especially
when the cash inflows are not even, although rashcial calculators and PCs have a key to
calculate IRR, and (2) it fails to recognizee tlvarying sizes of investment in competing
projects.

Can A Computer Help?

Spreadsheet programs can be used in making IRRIlat@as. For examplegxcd has a function
IRR(values guess) Excel considers negative numbers as cash outBowals as the initial investment,
and positive numbers as cash inflows. Many findmakulators have similar features. As in Example
13, suppose you want to calculate the IRR of a@&lRinvestment (the value --12950 entered in year 0
that is followed by 10 monthly cash inflows of $30). Using a guess of 12% (the value of 0.12),
which is in effect the cost of capital, your formukould be @IRR(values, 0.12) and Excel would
return 19.15%, as shown below.

Year O 1 2 3 4 5 6 7 8 9 10
3,000
$ (12,950) 3,000 3,000 3,000 3,000 3,000 3,000 3,000 3,000 3,000

IRR= 19.15%
NPV = $4,000.67

Note: TheExcelformula for NPV is NPV (discount rate, cash infloalues) + I, where | is given as a
negative number.

Note: For IT investments, an increasing number of conggastarted using a new metric, known as:
return on infrastructure employed (ROIROIE is a retrospective comparison of net earnmitjs

yearly IT operating expenses — the networks, systamd applications that underpin the business —
expressed as a ratio, with a higher number beitigriiban a lower one.

HOW DO INCOME TAXES AFFECT INVESTMENT DECISIONS?
Income taxes make a difference in many capital éticlg decisions. The project which is attractive
on a before-tax basis may have to be rejected aaftantax basis and vice versa. Income taxes
typically affect both the amount and the timingcagh flows. Since net income, not cash inflows, is
subject to tax, after-tax cash inflows are not Ugtilae same as after-tax net income.

How To Calculate After-Tax Cash Flows
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Let us define:

S = Sales

E = Cash operating expenses
d = Depreciation

t = Tax rate

Then, before-tax cash inflows (or cash savingS)-& and net income =S-E -d
By definition,

After-tax cash inflows = Before-tax cashomik - Taxes =(S-E)-(S-E-d) ()
Rearranging gives the short-cut formula:

After-tax cash inflows = (S - E) (1 -t) H(@ or
=(S-E-d)@a-t+d

The deductibility of depreciation from sales inriang at taxable net income reduces income tax
payments and thus serves aasxashield

Tax shield = Tax savings on depreciation €)d)

EXAMPLE 12
Assume:

S =$12,000

E = $10,000

d = $500 per year using the straigla fimethod
t=30%

Then,

After-tax cash inflow = ($12,000 - $10,000) (B) + ($500)(.3)
= ($2,000)(.7J$500)(.3)
= $1,400 + $150 = $1,550

Note that a tax shield = tax savings on depreciat (d)(t)
= ($500)(.3%+50

Since the tax shield is dt, the higher the deptieci deduction, the higher the tax savings
on depreciation. Therefore, an accelerated dei@cimethod (such as double-declining balance)
produces higher tax savings than the straight#inr@thod. Accelerated methods produce higher
present values for the tax savings which may maieean investment more attractive.
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EXAMPLE 13

The Navistar Company estimates that it can sa&0823 year in cash operating costs for the next
ten years if it buys a special-purpose machireaist of $10,000. No residual value is expected.
Depreciation is by straight-line. Assume that theome tax rate is 30%, and the after-tax cost of
capital (minimum required rate of return) is 10%teAtax cash savings can be calculated as
follows:

Depreciation by straight-line is $10,000/10 08D per year. Thus,
After-tax cash savings = (S - E) (1 - t) + (d)(t)
= $2,500(B) + $1,000(.3)
= $1,750 + $300 = $2,050
To see if this machine should be purchased, thprasent value can be calculated.
PV = $2,050 T4(10%, 10 years) = $2,050 (6)2452,597.25
Thus, NPV =PV - | = $12,597.25 - $10,000 = $2,297
Since NPV is positive, the machine should be baugh
EXAMPLE 14

Shalimar Corporation has provided its revenuescastl operating costs (excluding depreciation)
for the old and the new machine as follows:

Annual Net Profit before
Revenue Cash Operating Costs Depreciation and Taxes
Old machine $150,000 $70,000 $80,000
New machine $180,000 $60,000 $120,000

Assume that the annual depreciation of tdenahchine and the new machine will be
$30,000 and $50,000, respectively. Assumeduttiat the tax rate is 46%.

To arrive at net profit after taxes, wmstfhave to deduct depreciation expense from the
net profit before depreciation and taxes, as\edt

Add After-Tax
Net Profits after Taxes Depreciation Cash Inflows
Old machine  ($80,000-$30,000)(1-0.46)=$27,000 $30,000 $57,000
New machine ($120,000-$50,000)(1-0.46)=$37,800 $50,000 $87,800

Subtracting the after-tax cash inflows @& ¢thd machine from the cash inflows of the
new machine results in the relevant, or incrgalecash inflows for each year.
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Therefore, in this example, the relevanhoremental cash inflows for each year are
$87,800 - $57,000 = $30,800.

Alternatively, the incremental cash infloweataxes can be computed, using the following
simple formula:

After-tax incremental cash inflows = (increaseamenues)(1-tax rate)
- (increase inltakarges)(1-tax rate)
+ (increase in degation expenses)(tax rate)
EXAMPLE 15
Using the data in Example 14, after-tax incremerdah inflows for each year are:

Increase in revenue x (1-tax rate):

($180,000-$150,000)(1-0.46) $16,200

- Increase in cash charges x (1-tax rate):

($60,000-$70,000)(1-0.46) -(-5,400)

+ Increase in depreciation expense x

tax rate: ($50,000-$30,000)(0.46) 9,200
$30,800

HOW DOES MACRS AFFECT INVESTMENT DECISIONS?

Although the traditional depreciation methods canubed for computing depreciation for book
purposes, 1981 saw a new way of computing depiatideductions for tax purposes. The current
rule is called theModified Accelerated Cost Recovery Syst@tACRS) rule, as enacted by
Congress in 1981 and then modified somewhat in 1@®ker the Tax Reform Act of 1986. This
rule is characterized as follows:

1. It abandons the concept of useful life acckkerates depreciation deductions by placing all
depreciable assets into one of eight age promdsisses. It calculates deductions, based on an
allowable percentage of the asset's original (@ext Tables 5 and 6).

With a shorter asset tax life than useful lifee tbompany would be able to deduct
depreciation more quickly and save more in incéaxes in the earlier years, thereby making an
investment more attractive. The rationale behingl sistem is that this way the government
encourages the company to invest in facilities ianckase its productive capacity and efficiency.
(Remember that the higher d, the larger the taedah(id)(t)).

2. Since the allowable percentages in Tablddbup to 100%, there is no need to consider the
salvage value of an asset in computing depreniatio

3. The company may elect the straight line oektiThe straight-line convention must follow

what is called thdalf-year conventionThis means that the company can deduct onlydidlie
regular straight-line depreciation amount in tinst fyear.
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The reason for electing to use the MACRS optiotraight-line method is that some firms may
prefer to stretch out depreciation deductions gudie straight-line method rather than to accederat
them. Those firms are the ones that just starbohave little or no income and wish to show more
income on their income statements.

EXAMPLE 16

Assume that a machine falls under a 3-year promdsiss and costs $3,000 initially. The straight
line option under MACRS differs from the traditidis&raight line method in that under this method
the company would deduct only $500 depreciatiothénfirst year and the fourth year ($3,000/3
years =$1,000; $1,000/2=$500). The table below ewe® the straight line with half-year
convention with the MACRS.

Straight line

(half-year) MACRS

Year Depreciation Cost MACRS % Deduction
1 $ 500 $3,000 x 33.3% $ 999
2 1,000 3,000 x 44.5 1,335
3 1,000 3,000 x 14.8 444

4 _500 3,000 x 7.4 _ 222

$3,000 $3,000

EXAMPLE 17

A machine costs $10,000. Annual cash inflows apeeted to be $5,000. The machine will be
depreciated using the MACRS rule and will fall unttee 3-year property class. The cost of capital
after taxes is 10%. The estimated life of the nmecls 5 years. The salvage value of the machine at
the end of the fifth year is expected to be $1,20he tax rate is 30%. Should you buy the
machine? Use the NPV method.

The formula for computation of after-tax cashamfs (S - E)(1 - t)+ (d)(t) needs to be
computed separately. The NPV analysis can be peefibas follows:

Present value Present

Factor @ 10% Value
(S-E)(1 -t):
$5,000 $5,000 (1 - .3)$3,500
For5years  fob years $3.500 3.791(a) $13,268.50
(d)(®):
Year Cost MACRS % d (d)(®)
1 $10,000 x 33.3% $3,330 $999 .909(b) 908.09
2  $10,000 x 44.5 4,4501,335 .826(b) 1,102.71
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3  $10,000 x 14.8 1,480 444 .751(b) 333.44
4  $10,000 x 7.4 740 222 . 683(b) 151.63
Salvage value
$1,200 in $1,200(1-.3) =$84Qc) $840 .621(b) 521.64
year 5: in yearb
Present value (PV) $16,286.01

(@) T4 (10%, 4 years) = 3.170 (from Table 4).

(b) T3 values (year 1, 2, 3, 4, 5) obtained frorhl@ .

(c) Any salvage value received under the MACRSsrigetaxable gainthe excess of the selling
price over book value, $1,200 in this example)keitne book value will be zero at the end of the

life of the machine.

Since NPV =PV - | = $16,286.01 - $10,000 = $6,286s positive, the machine should be bought.

TABLE 5
MODIFIED ACCELERATED COST RECOVERY SYSTEM
CLASSIFICATION OF ASSETS

Property class

Year 3-year 5-year 7-year 10-year 15-year 20-year
1 33.3% 20.0% 14.3% 10.0% 5.0% 89a.
2 44.5 32.0 24.5 18.0 9.5 7.2
3 14.8a 19.2 17.5 14.4 8.6 6.7
4 7.4 11.5a 12.5 115 7.7 6.2
5 11.5 8.9a 9.2 6.9 57
6 5.8 8.9 7.4 6.2 53
7 8.9 6.6a 5.9a 4.9
8 4.5 6.6 5.9 4.5a
9 6.5 5.9 4.5
10 6.5 5.9 4.5
11 3.3 5.9 4.5
12 59 4.5
13 59 4.5
14 59 4.5
15 59 4.5
16 3.0 4.4
17 4.4
18 4.4
19 4.4
20 4.4
21 2.2

Total 100% 100% 100% 100% 100% 100%
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a. Denotes the year of changeover to straight-line clefion

TABLE 6
MACRS TABLES BY PROPERTY CLASS
MACRS Property Class Useful Life
& Depreciation Method (ADR Midpoint Life) “a’ Examples of Assets
3-year property 200% 4 years or less Most small tools are included;
declining balance the law specifically excludes
autos and light trucks from
this property class.
5-year property 200% More than 4 years to Autos and light trucks,
computers, declining balance Less than 10 years typewriters, copiers, duplicating
equipment, heavy
general- purpose trucks, and
research and experimentation
equipment are included.
7-year property 200% 10 years or more to Office furniture and fixtures
and declining balance less than 16 years most items of machinery
and equipment used in
production are included
10-year property 200% 16 years or more to Various machinery and
declining balance less than 20 years equipment, such as that used
in petroleum distilling and
refining and in the milling of
grain, are included.
15-year property 150% 20 years or more to Sewage treatment plants
declining balance less than 25 years telephone and electrical
distribution facilities, and
land improvements are
included.
20-year property 150% 25 years or more Service stations and other
declining balance real property with an ADR
midpoint life of less than
27.5 years are included.
27.5-year property Not applicable All residential rental
Straight-line property is included
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31.5-year property Not applicable All nonresidential
Straight-line property is included.

“a@” The term ADR midpoint life means the “useful life” ofasset in a business sense; the appropriate ADR midpemfor
assets are designated in the tax Regulations.

WHAT TO KNOW ABOUT THE COST OF CAPITAL

The cost of capital is defined as the rateretirn that is necessary to maintain the stark
value of the firm (or price of the firm's stockiproject managers must know the cost of capital,
often called theminimum required rate of returrused either as a discount rate under the NPV
method or as a hurdle rate under the IRR methdtk cbst of capital is computed as a weighted
average of the various capital components, whiehitams on the right-hand side of the balance
sheet such as debt, preferred stock, common sindketained earnings.

Cost of Debt

The cost of debt is stated on an after-tax basisg ghe interest on the debt is tax deductible.
However, the cost of preferred stock is the statedial dividend rate. This rate is not adjusted for
income taxes because the preferred dividend, udidi® interest, is not a deductible expense in
computing corporate income taxes.

EXAMPLE 17
Assume that the Hume Company issues a $1,0percént, 20-year bond whose net proceeds are
$940. The tax rate is 40 percent. Then, the-tdtecost of debt is:

8.00% (1-0.4) = 4.8%
EXAMPLE 18
Suppose that the Hume company has preferred statkpays a $12 dividend per share and sells
for $100 per share in the market. Then the dgstederred stock is:

Dividend per share ~ _ $12
Price per share ~ $100

=12%

Cost of Common Stock

The cost of common stock is generally viewed agdbe of return investors require on a firm's
common stock. One way to measure the cost of consteek is to use th&ordon's growth model.
The model is

D
r-g

P =

where B = value (or market price) of common stock
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D = dividend to be received in 1 year
r = investor's required rate of return
g = rate of growth (assumed to be constet time)

Solving the model for r results in the formula tioe cost of common stock:

ro= DLy
P, 9

EXAMPLE 19

Assume that the market price of the Hume Compatgtk is $40. The dividend to be paid at the
end of the coming year is $4 per share and isategeo grow at a constant annual rate of 6
percent. Then the cost of this common stock is:

D $4
—= + = + 69 =169

P, g $40 6% 16%

Cost of Retained Earnings

The cost of retained earnings is closely relatetthéocost of existing common stock, since the
cost of equity obtained by retained earninghassame as the rate of return investors require o
the firm's common stock.

Measuring the Overall Cost of Capital
The firm's overall cost of capital is the weightagerage of the individual capital costs, with the
weights being the proportions of each type oftehpsed.

Z (Percentage of the total capital structure supdiedach source of capital x cost of capital for
each source)

The computation of overall cost of capital is ithased in the following example.

EXAMPLE 20
Assume that the capital structure at the latesersent date is indicative of the proportions of
financing that the company intends to use over:time

Cost
Mortgage bonds ($1,000 par) $20000, 4.80% (from Example 17)
Preferred stock ($100 par) 5,000,000 12.00 (from Example 18)
Common stock ($40 par) 20,000 16.00 (from Example 19)
Retained earnings 5,000,000 16.00
Total $50,000,000

These proportions would be applied to the assunsididual explicit after-tax costs below:

Source Weights Cost Weighted Cost
Debt 40%(a) 4.80% 1.92%(b)
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Preferred stock 10 12.00% 1.20

Common stock 40 0066 6.40
Retained earnings __ 10 16.00% 1.60
__¥0 _11.12%

(a) $20,000,000/$50,000,000 = .40 = 40%
(b) 4.80% x 40% = 1.92%

Overall cost of capital is 11.12%

By computing a company's cost of capital, we caterthine its minimum rate of return,
which is used as the discount rate in present \@igeilations. A company's cost of capital is also
an indicator of risk. For example, if your compangost of financing increases, it is being viewed
as more risky by investors and creditors, who amahding higher return on their investments in
the form of higher dividend and interest rates.

LEASE-PURCHASE DECISION

The lease-purchase decision is one commonly cotrigofirms considering the acquisition of
new assets. Itis a hybrid capital budgetimgiglon which forces a company to compare
the leasing and financing (purchasing) alternatives

There are tax benefits of leasing equipment rathen financing it with a term loan.
Depending upon your needs and the nature of yosinéss, the entire lease payment may be fully
deductible as a business expense, thereby redyoungtaxable income. With a loan, only the
interest and depreciation can be used for dedwtidnother benefit a lease offers is 100%
financing plus an additional 10% of the equipmetsts to cover “soft costs,” such as taxes,
shipping and installation. Some term loans offéd%financing but, typically, they cover the cost
of equipment only.

A lease can help you manage your cash flow. Tlenpats are usually lower than for a
term loan. Since a lease payment requires no dayment or deposit, you can get the
equipment you need without depleting your resenmatal. The types of business that most often
lease equipment to generate revenue are manufagttnransportation, printing, and professional
corporations, such as medical, law, or accounimgsf Leasing works well for such companies
since they can keep their equipment current withawing to dip into capital to do it. Since the
business’ capital is not being used for equipnigety can use it for business development and
expansion.

A loan is your best choice, however, if you wistkeep the equipment and build equity
quickly. Loans can be structured so you can owrethepment outright at the end of the term
Note: If you are sure you want to retain your equiphiEyond the lease term and prefer to
know the full cost of the financing up front, yoaynchoose a Lease Purchase option. As its
name implies, this option requires no additionairpant to own the equipment at the end of the
lease.
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To make an intelligent financial decision on ss&e@urchase, an after-tax, cash outflow,
present valueomparison is needed. There are special stepkeé when making this comparison.
When considering a lease, take the following steps:

1. Find the annual lease payment. Since the algase payment is typically made in advance, the
formula used is:

Aumnt of lease

Amount of lease = A + A.T4(i,n-1) or A=
1+ T4 (i,n-1)

Notice we use n-1 rather than n.
2. Find the after-tax cash outflows.

3. Find the present value of the after-tax casfioous.

When considering a purchase, take the followstegs:
1. Find the annual loan amortization by using:

Amount of loam fbe purchase
A=

T4 {1
The step may not be necessary since this ansousually available.

2. Calculate the interest. The interest isesgaged from the principal in each of the annuahlo
payments because only the interest is tax-dedeictib

3. Find the cash outflows by adding interest depreciation (plus any maintenance costs), and
then compute the after-tax outflows.

4. Find the present value of the after-taxhcastflows, using Table 3.

EXAMPLE 21

A firm has decided to acquire a computer systentirgp$100,000 that has an expected life of 5
years, after which the system is not expectedhatve any residual value. The system can be
purchased by borrowing or it can be leasedeabing is used, the lessor requires a 12epéer
return. As is customary, lease payments are nmeadvance, that is, at the end of the year prior
to each of the 10 years. The tax rate is B0epe and the firm's cost of capital, or after¢ast

of borrowing, is 8 percent.

First compute the present value of the a#irrt¢ash outflows associated with the leasing
alternative.

1. Find the annual lease payment:
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Amount of lease

A=
1+ T4 (i,n-1)
$100,000 $100,000 $100,000
= = = = $23,216 (rounded)
1+ T4 (12%,4 years) 1+3.3073 4.3073
Steps 2 and 3 can be done in the same schediddipas:
1) (2) t8)-(2) (4) (5)=(3) x (4)
Lease Tax AfteaxT PV PV of Cash Out-
Year Payment($) Savings($) Cash Outflow($) at 8% _flow($,Rounded)
0 23,216 23,216 .0ao 23,216
1-4 23,216 11,808 11,608 3.3121 b 38,447
5 11,608 (11,608) am6 a (7,900)
53,763

a $23,216 X 50%
b From Table 4.
¢ From Table 3.

If the asset is purchased, the firm isieesl to finance it entirely with a 10 percent
unsecured term loan. Straight-line depreciatisn used with no salvage value. Therefore, the
annual depreciation is $20,000 ($100,000/5 years}his alternative, first find the annual loan
payment by using:

Amount of loan

A=
T4 (i,n)
$100,000 $100,000
A= = = $26,381 (rounded)
T4(10%,5 years) 3.7906

2. Calculate the interest by setting up a loanreipation schedule.

1) (2) (5)=(2)-(4)

Loan Beginning-of-Yr 3)=(2h%) (4)=(1)-(3) End-of-Yr
Yr  Payment($) Principal($) Interest($) _Principal($) Principal
1 26,381 00,000 10,000 384, 83,619
2 26,381 83,619 8,362 8,019 65,600
3 26,381 65,600 6,560 9,8P1 45,779
4 26,381 45,779 4,578 1,893 23,976

5 26,381 23,976a 2,398 ,983a
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a Because of rounding errors, there is a sligferdihce between (2) and (4)

Steps 3 (cash outflows) and 4 (present valfidsose outflows) can be done as shown in Table
7.

The sum of the present values of the casHowsdffor leasing and purchasing by
borrowing shows that purchasing is preferableabse the PV of borrowing is less than the PV of
leasing ($52,008 versus $53,763). The incntmhesavings is $1,675.
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TABLE 7

LEASE VERSUS PURCHASE EVALUATION REPORT

Leasing Purchase/Borrow
Net After- Net After- Present
Lease Tax Cash Loan Interest Depreciation Tax Cash  Value Discounted Cash Flow
Year Payments Flow Payments Expense Expense Flow Factor Leasing Purchase
0% 23216 $ 23,216 1 $ 23,216
1 23,216 11,608 $ 26,381 $ 10,000 $ 20,000 $ 11,381 0.9259 10,748 10,538
2 23,216 11,608 26,381 8,362 20,000 12,200 0.8573 9,952 10,459
3 23,216 11,608 26,381 6,560 20,000 13,101 0.7938 9,214 10,400
4 23,216 11,608 26,381 4,578 20,000 14,092 0.735 8,532 10,358
5 (11,608) 26,381 2,398 20,000 15,182 0.6806 (7,900) 10,333
$ 92,864 $ 58,040 $ 131905 $ 31,898 $ 100,000 $ 65,956 $ 53,761 $ 52,087
Lease Purchase
Proposal Proposal
Cost of machine $ 100,000 $ 100,000
Terms of payment 5years 5years
Interest rate 12% 10%
Downpayment
Monthly lease payment $ 23,216
at the end of the year
Monthly loan payment $ 26,381
Depreciation Straight line
Residual purchase price 0% 0

Corporate tax bracket
After-tax cost of capital

50%
8%

50%
8%

ECONOMIC FEASIBILITY STUDY FOR A NEW INFORMATION SY STEM

Determining economic feasibility requires a carafilestigation of the costs and benefits of a
proposed information system. The basic frameworkedasibility analysis is theapital budgeting

model in which cost savings and other benefitsygbas initial outlay costs, operating costs, and
other cash outflows, are translated into dollaneses.

The estimated benefits are compared with the d¢ostietermine whether the system is cost

beneficial. Where possible, benefits and costs dhatnot easily quantifiable should be estimated

and included in the feasibility analysis. If theanoot be accurately estimated, they should bel liste

and the likelihood of their occurring and the expddmpact on the organization evaluated. Some
of the tangible and intangible benefits a compaighthobtain from a new system are cost savings:

improved customer service, productivity, decisicaking, and data processing: better management
control; and increased job satisfaction and emgoyerale.
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Equipment costs are an initial outlay cost if tlgstem is purchased and an operating cost if
rented or leased. Equipment costs vary from a fewdands for microcomputer systems to millions
of dollars for enormous mainframes. Equipment castsusually less than the cost of acquiring
software and maintaining, supporting, and operéatimegsystem. Software acquisition costs include
the purchase price of software as well as the &ingeffort required to design, program, test, and
document software. The personnel costs associatiedhinng, training, and relocating staff can be
substantial. Site preparation costs may be incuimedarge computer systems. There are costs
involved in installing the new system and convertiites to the appropriate format and storage
media.

The primary operating cost is maintaining the syst€here may be significant annual cash
outflows for equipment replacement and expansiah sritware updates. Human resource costs
include the salaries of systems analysts, prograsjnmaperators, data entry operators, and
management. Costs are also incurred for suppheshead, and other operating costs. Initial cash
outlay and operating costs are summarized in Table

TABLE 8
INITIAL CASH OUTLAY AND OPERATING COSTS
Hardware
Central processing unit
Peripherals

Special input/output devices
Communications hardware
Upgrade and expansion costs
Software
Application, system, general-purpose, utility, @dnmunications software
Updated versions of software
Application software design, programming, modificat and testing
Installation
Freight and delivery charges
Setup and connection fees
Conversion
Systems testing
File and data conversions
Parallel operations
Documentation
Systems documentation
Training program documentation
Operating standards and procedures
Site preparation
Air-conditioning, humidity, and dust controls
Physical security (access)
Fire and water protection
Cabling, wiring, and outlets
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Furnishing and fixtures
Staff
Supervisors
Analysts and programmers
Computer operators
Input (data conversion) personnel
Recruitment and staff training
Maintenance/backup
Hardware/software maintenance
Backup and recovery operations
Power supply protection
Supplies and overhead
Preprinted forms
Data storage devices
Supplies (paper, ribbons, toner)
Utilities and power
Others
Legal and consulting fees
Insurance

During systems design, several alternative appesadib meeting system requirements are
developed. Various feasibility measures such abnteal, operational, legal, and scheduling
feasibility are then used to narrow the list oéadiatives. Economic feasibility and capital buduggti
techniques, which were discussed earlier, are tseevaluate the benefit-cost aspects of the
alternatives.

EXAMPLE 22

Sophie, an information systems (IS) project mandgethe HYY chain of discount stores, is
contemplating installation of a new IS system thdlexible, efficient, timely, and responsive to
user and customer needs. The new system aims eivimgp the company's business processes.
After the analysis Sophie's IS project team decttiegt wanted the corporate office to gather daily
sales data from each store. Analyzing the priofsdsgles will help the company adapt quickly to
customer needs. Providing sales data to suppliirsedp avoid stockouts and overstocking.

Coordinating buying at the corporate office willphélYY to minimize inventory levels and
negotiate lower wholesale prices. Stores will serakrs electronically the day they are prepared.
Based on store orders, the previous day's salesefigand warehouse inventory, HYY will send
purchase orders to suppliers. Suppliers will prec@ders and ship goods to regional warehouses or
directly to the stores the day orders are receiZadh store will have the flexibility to respond to
local sales trends and conditions by placing locaérs. Accounts payable will be centralized so the
firm can make payments electronically.

Sophie's team conducted an economic feasibilitgysand determined that the project makes
excellent use of funds. As shown in Table 9, theyreted that initial outlay costs for the system
are $4.32 million (initial systems design and neaxdiwvare $1.8 million each, software $375,000.
and training, site preparation, and conversion ¥&Deach).
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The team estimated what it would cost to operatesistem for its estimated six-year life, as
well as, what the system would save the compang. fdlflowing recurring costs were identified:
hardware expansion, additional software and so#wapdates, systems maintenance, added
personnel to operate the system, communicatiorgebaand overhead. The system will also save
the company money by eliminating clerical jobs, egating working capital savings, increasing
sales and profits, and decreasing warehouse ddstscosts and savings for years 1 through 6,
which are expected to rise from year to year, laogva in Table 9.

Sophie calculated the annual savings minus thermeguadditional costs and then calculated
the annual after-tax cash savings under the MACRSrule. The $4.66 million system can be
depreciated over the six-year period. For exanthée depreciation in year 1 of $932,000 reduces
net income by that amount. Since the company doelsave to pay taxes on the $1 million, at their
tax rate of 34% they end up saving an additionab$B0 in year 1. Finally, Sophie calculated the
net savings for each year.

Sophie used HYY's cost of capital of 10% to cakeullne net present value (NPV) of the
investment, which is over $3 million. The internatie of return (IRR) is a respectable 26%. Sophie
realized how advantageous it would, be for the @mpto borrow the money (at 10% interest
rates) in order to produce a 26% return on thatolaeed money. In addition, payback (the point at
which the initial cost is recovered) occurs in therth year. NPV and 1RR are calculated as shown
in Table 9.

Sophie presented the system and its cost-benéditlaons to top management. Challenges to
her estimates (various "what-if" scenarios) wergygéd into the Excel model so that management
could see the effect of the changed assumptions.spreadsheet analysis was intended to ensure a
positive return of the new system under future tacay.
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TABLE 9
ECONOMIC FEASIBILITY STUDY FOR A NEW INFORMATION SY STEM
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Initial

Outlay Years
0 1 2 3 4 5 6
itial outlay costs (I)
Initial system design $ 1,800,000
Hardware 1,800,000
Software 375,000
Training 185,000
Site preparation 250,000
Conversion 250,000
Total $ 4,660,000
ecurring costs
Hardware expansion $ 250,000 | $ 290,000 | $ 330,000 | $ 370,000 | $ 390,000
Software 160,000 210,000 230,000 245,000 260,000
Systems maintenance $ 70,000 120,000 130,000 140,000 150,000 160,000
Personnel costs 485,000 800,000 900,000 1,000,000 1,100,000 1,300,000
Communication charges 99,000 160,000 180,000 200,000 220,000 250,000
Overhead 310,000 420,000 490,000 560,000 600,000 640,000
Total $ 964000 |$ 1,910,000 | $ 2,200,000 | $ 2,460,000 | $ 2,685,000 | $ 3,000,000
ash savings
Clerical cost savings $ 500,000 |$ 1,110,000 | $ 1,350,000 | $ 1,500,000 1,700,000 1,950,000
Working capital savings 1,000,000 1,200,000 1,500,000 1,500,000 1,500,000 1,500,000
Increased sales and profits 500,000 900,000 1,200,000 1,500,000 1,800,000
Reduced warehouse costs 400,000 800,000 1,200,000 1,600,000 2,000,000
Total $ 1,500,000 | $ 3,210,000 | $ 4,550,000 | $ 5,400,000 | $ 6,300,000 | $ 7,250,000
ash savings minus recurring costs 536,000 1,300,000 2,350,000 2,940,000 3,615,000 4,250,000
Less income taxes (34%) 34% (182,240) (442,000) (799,000) (999,600) (1,229,100) (1,445,000
ash savings (net of tax) $ 353,760 | $ 858,000 | $ 1,551,000 | $ 1,940,400 | $ 2,385,900 | $ 2,805,000
Tax shield from depreciation 316,880 507,008 304,205 182,206 182,206 91,895
ot cash inflows (net savings)
after taxes $ (4,660,000 $ 670,640 | $ 1,365,008 | $ 1,855,205 | $ 2,122,606 | $ 2,568,106 | $ 2,896,895
Tax savings from depreciation deduction
Year MACRS Depreciation Tax savings
1 20.00%| $ 932,000 | $ 316,880
2 32.00% 1,491,200 507,008
3 19.20% 894,720 304,205
4 11.50% 535,900 182,206
5 11.50% 535,900 182,206
6 5.80% 270,280 91,895
Net present value calculations @ a cost of capital of 10%
Year Net savings PV factor PV
0 $ (4,660,000) 1.0000| $ (4,660,000)
1 670,640 0.9091 609,679
2 1,365,008 0.8265 1,128,179
3 1,855,205 0.7513 1,393,815
4 2,122,606 0.6830 1,449,740
5 2,568,106 0.6209 1,594,537
6 2,896,895 0.5645 1,635,297
NPV $ 3,151,248
IRR 26.26%
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SUMMARY

We have examined the process of evaluating capi@nditure projects. We have also discussed
several commonly used criteria for evaluating @udgeting projects, including the NPV and
IRR methods. Since income taxes could make a diftex in the accept or reject decision, tax
factors must be taken into account in every detisidthough the traditional depreciation methods
still can be used for computing depreciation foolbpurposes, 1986 saw a new way of computing
depreciation deductions for tax purposes. Theisutalled the modified accelerated cost recovery
system (MACRS). Lease-purchase decisions weréraated on an after-tax basis. Also presented
iIs an example of economic feasibility study foreavninformation system.
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GLOSSARY

ACTIVE FINANCIAL PLANNING SOFTWARE new-breed, Webrabled software that
includes applications and the new level of funcidy that combine budgeting, forecasting
analytics, business intelligence, and collaboration

ACTIVITY-BASED COSTING (ABC) system that accumulateosts on the basis of production
or service activities at a firm. Basically it agsgcosts by activity and links them to specific
products.

APPLICATION SERVER server running application pragns. It is a network server
performing applications requested by a client.

APPLICATION SOFTWARE has two prime subcategoriespasing of resource management
software (provides access to shared network ressaned services) and productivity software
(aids user productivity).

ARTIFICIAL INTELLIGENCE (Al) application of humanegasoning techniques to machines.
Artificial intelligence systems use sophisticatetnputer hardware and software to simulate the
functions of the human mind including that of raa@ieg, sensation, perception, learning, and
communicating. It gives computers the ability tmkhand solve complex business problems.
Computers are made to act intelligently. Artiflargelligence applications include forecasting
stock market prices via sequence prediction playmirPlans describe many alternative
sequences of actions with specification of condg&ibased on what different sequences were
followed. In planning we can use program-like stawes such as fuzzy algorithms to represent
plans. Pattern recognition applications also efstther, applications are aided by long chains
of "if-then" rules.

AUTHENTICATION mechanism used to ascertain if arusevho he or she purports to be.
CAPITAL BUDGET a budget or plan of proposed acdiasis and replacements of long-term
assets and their financing. A capital budget isettped using a variety of capital budgeting
techniques such as the discount cash flow method.

CLIENT/SERVER NETWORK OPERATING SYSTEMS supportdwminous users and
enables interaction with other network operatingtesms through gateways. Client/server
networks are much more complex and costly than-fgepeer network operating systems.

CLIENT/SERVER sharing and interaction of data betweerver and client computers
connected by a network.

CLIENT-SERVER SYSTEM computers connected by a nétvimwhich some computers
(clients) process applications while other comufservers) provide services (e.g., file storage,
Internet hosting) to the clients.

COMMON GATEWAY INTERFACE (CGlI) means of programmifgeb sites. Script
programs are run on the server. (This is diffefearh Java which runs on the client). CGl is
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primarily used to handle online forms. CGlI allowgMapplications to be written and executed
on multiple different Web servers.

COMPUTER-AIDED DESIGN (CAD) DATABASE stores inforrtian applicable to
engineering or mechanical design such as for mgkliships, and aircratft.

COMPUTER-AIDED MANUFACTURING (CAM) DATABASE storeproduction-related
information such as for manufacturing products.(eagtomobiles, trucks, equipment).

COMPUTER-AIDED SOFTWARE ENGINEERING (CASE) DATABASStores information
associated with software development including mpitagy, designing, analyzing, testing,
implementing, and maintaining.

CONCEPTUAL DATABASE DESIGN building a data model thhe company irrespective of
any physical aspect.

COOKIES information stored in the client on belwdla server for a specified time period.
Servers usually use cookies to store user ideatifins, user habits, and buying tastes. The
cookie is sent back to the server in later requests the client. Cookies are, by default,
communicated only to the server that created them.

COOKIES small text files residing on the Web cliedn example of a cookie is a virtual
shopping client.

CORPORATE DATA MODEL presents key data, relatiopshhetween that data, and how it
effects and is used by different areas of theyenthreas of data sharing are indicated.

DATA ADMINISTRATION managing data resources incladiplanning, designing,
developing, and maintaining standards, procedurégalicies.

DATA DEFINITION LANGUAGE (DDL) language allowing wess to define the database as
well as specify data types and nature along witisttaints associated with the database. The
DDL allows users to describe the entities needethi® application and their interrelated
relationships.

DATA DICTIONARY (CATALOG) description and explanatn of all data objects stored and
managed by the system. The information can bediara dictionary-like document or a text
file.

DATA FILE file of logical records.

DATA MARTS mobile personal warehouses on a laptsgduon the road such as by salespeople
and real estate brokers.

DATA MARTS subset of a data warehouse providingimess information, usually in
summarized fashion, to a specific department asidir within the company. The data mart can
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be independent or linked to the company's cene@dldata warehouse (containing large amounts
of detailed information). Since data marts contegs information relative to the data
warehouse it is more readily comprehendible anegtetsuse.

DATA MINING process of going through voluminous dbaases to find meaningful trends,
relationships, correlations, and patterns. We acdat@® and analyze significant information
stored in data warehouses or data marts by usiifigiat intelligence, and mathematical and
statistical tools. Data mining is used to make hess decisions. The major activities related to
data mining are prediction, segmentation, linkiagd identifying deviations. Examples of data
mining applications are to determine whether t@ gvoan to an applicant based on his/her
application, uncovering fraud, advertising appr@acto maximize orders, analyzing liquidity or
solvency, earnings quality, portfolio selectiomfing customers, and appraising suppliers.
Data mining looks at data trends and patterns basedstipulated model of classification and/or
clustering.

DATA WAREHOUSING subject-oriented, timely integrdtdatabase providing important
information to management in making business dmutssi

DATABASE ADMINISTRATOR (DBA) individual in-charge bmanaging and monitoring all
database activities including design, implementatszcurity, and maintenance of operations.

DATABASE collection of interrelated records of @ifent types, and may be consisting of a
collection of interrelated files. The stored infatmn is used to satisfy the requirements of
multiple users within the company and/or other cangs accessing it.

DATABASE FILE collection of related records desanidp a subject by using a set of fields.

DATABASE MANAGEMENT SYSTEM (DBMS) generalized sofawe used to manage
databases. The software system allows users toegiefieate, alter, and maintain the database
and provides controlled access to the database.DBMS is the software enabling interaction
of the user's application programs and the datalbafeemation is organized in a specified way
so that accurate, reliable, and timely data caretveved.

DATABASE MANAGEMENT SYSTEM software which managdsetdatabase. Most
client/server systems use a database managemensysning on a server. The database
management system typically creates and maintalaanal databases using the SQL language
to access and update the database.

DATABASE organized collection of information.
DECISION SUPPORT SYSTEM (DSS) computer-based saélzat assists decision makers
by providing data and models. It conducts pringassémistructured tasks. DSS do not make

decisions but merely attempt to improve and enhdecesions by providing indirect support
without automating the entire decision process.
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DISTRIBUTED DATABASE MANAGEMENT SYSTEM (DDBMS) sofwvare allowing for
managing the distributed database to users. TH&8NIPis comprised of one logical database
split into fragments. Each site can independgmnthcess user requests where local data (local
applications) may be accessed and the site campaisess data stored on other computers
(global applications) in the network. The sites latked by a communications network where
interrelated data is shared.

ECONOMIC FEASIBILITY requires a careful investigati of the costs and benefits of a proposed
information technology (IT) system. The basic framgk for feasibility analysis is theapital
budgetingmodel in which cost savings and other benefitsy@tas initial outlay costs, operating
costs, and other cash outflows, are translateddwitar estimates.

ENCRYPTION data coding making one unable to readrformation without having the
decryption key.

EXECUTIVE INFORMATION SYSTEM (EIS) provides infornian on how the company is
currently performing in its operating and finanaativities. The EIS provides detailed
information as needed to bring management up-te-datxecutive decision making.

EXECUTIVE MANAGEMENT GAME a type of mathematical rdel and simulation.
Simulation is designed to simulate a system argkherate a series of quantitative and financial
results regarding system operations.

EXPERT SYSTEM (ES) reasoning, inference, logicalf-then functions to solve a business
problem such as how to reduce a specific cost aaahd improve productivity. The expert
system is a program that functions as an expeling problems via a body of knowledge.
The expert system not only assists in decision nggkut also provides the user with the logic it
used to reach its decision.

EXPERT SYSTEM DATABASE stores knowledge and ruledsafor artificial intelligence
applications.

EXTENSIBLE BUSINESS REPORTING LANGUAGE (XBRL) formg code named XFRML, a
freely available electronic language for finanaigporting. It is an XML-based framework that
provides the financial community a standards-basethod to prepare, publish in a variety of
formats, reliably extract and automatically excleniinancial statements of publicly held
companies and the information they contain.

EXTRANET intranet partly accessible at differentdés by authorized parties dealing with a
company such as suppliers and customers.

EXTRANET network using Internet technology to liakcompany to outside related parties such
as suppliers and customers.

FILE collection of records of a similar type.
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FILE SERVER server holding the files needed forf8MS and applications.

FILE TRANSFER PROTOCOL (FTP) protocol allowing foansferring data files and software
over the Internet.

FILE TRANSFER PROTOCOL TCP/IP protocol allowing ts& download data to their client
PC.

FIREWALL system to prevent unauthorized access tiooon a private network. A firewall
examines the propriety of messages and blocks thaseiolate security criteria.

FUZZY SYSTEMS a kind of expert system because #isy store knowledge as rules in the
form of fuzzy rules or patches. Expert systemskwuaith logic or symbols. Fuzzy systems
work with fuzzy sets and have a numerical or matsidfacilitating math analysis and simple
chip design.

GOPHER menu-based client/server structure haviagcheengines obtaining requested data
from information servers. Gopher client softwar@sually on a client PC interacting with
software on a specified Gopher server. This Gopblerer searches many FTP sites to find the
needed data to send to the Gopher client.

GROUPWARE type of client/server software facilitgticollaborative work. It enables
individuals to communicate and accomplish actigitiegether electronically.

GROUPWARE SERVERS manages data such as text, imagk,and work flow. This
client/server has people interacting with eachiothe

HOTLINKING linking between two applications suchatichanges in one affect the other. For
example, some desktop publishing systems let ytabksh hot links between documents and
databases or spreadsheets. When data in the dpeeddbanges, the corresponding charts and
graphs in the document change accordingly.

HYPERTEXT MARKUP LANGUAGE (HTML) presentation langge to format data for
WWW browsers. It is a protocol allowing one to ewhlf@rmatting information in a Web
document.

HYPERTEXT TRANSFER PROTOCOL (HTTP) client/serveofarcol on the WWW. HTTP is

a request/response model for messages betweehanigiserver. Web servers run software
supporting HTTP to service the multiple Web clisaquests for Web pages. It is the protocol to
transmit HTML documents over the Internet.

INTERNAL RATE OF RETURN (IRR) the rate of interdsiat equates the initial investment
with the present value of future cash inflows.

INTERNET international network of networks. It isvéde area network linking vast amounts of
host computers.
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INTRANET local area Web which is a single networkhin the company. It is a private
network of a company accessible only internallystaff and employees, or others having
authorization.

LEASE-PURCHASE DECISION a decision commonly confiog firms considering the
acquisition of new assets. Itis a hybrid cdpliadgeting decision which forces a company
to compare the leasing and financing (purchasaftgynatives.

LOCAL AREA NETWORK (LAN) serves as the infrastruogufor client/server applications.
The LAN relays service requests from the clierddover and carries the resulting information
back to the client. LAN is a computer network siethnear each other such as in the same
building.

NET PRESENT VALUE (NPV) the difference between theesent value of cash inflows
generated by the project and the amount of thelimtvestment.

NETWORK connection of computers to share filesaghardware, and software. There is
architecture switching and transmission equipment.

NEURAL NETWORKS software programs that simulate lannmtelligence. Neural networks
make the computer a "thinking problem solver." effare designed to learn from experience.

ON-LINE ANALYTICAL PROCESSING (OLAP) creation andisymarization of historical,
multidimensional data to aid users in decision mgkiOLAP database servers use multi-
dimensional structures in data storage and relsthips. OLAP is concerned with extracting
information from a DATA WAREHOUSE that is usefuglevant, comprehendible, timely, and
accurate.

OUTSOURCING retaining outside experts to handlevoet issues.

PEER-TO-PEER NETWORK any computer on the networkas as a server. An example is
Windows for Workgroups.

PEER-TO-PEER two sides of a communication link tirgeidentical protocol interface to
carryout the network transmission.

QUERY LANGUAGE an English-like language that allodatabase users to specify what
information they want to retrieve or examine.

REAL-TIME 1. conferencing in which individuals wotkgether using real-time technologies.
RELATIONAL DATABASE data is represented in two-dinmsonal tables comprising of rows

and columns. The tables are referred to as "ogiglti The relational database relates or
connects data in different files through the usa kéy field, or common data elements.
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RISK ANALYSIS analyzing questions like, “what’s tlvhance of a negative result?”, “What’s
the chance of a result over one million?” At angkayou'll know if your risk is acceptable, or if
you need to make a contingency plan.

SERVER network computer sharing resources andrimdtion with network users. A dedicated
server is only used to provide service for netwaskrs. A nondedicated server may be used as a
client as well.

SMART CARDS smart identifications which may havewaneric keypad. It is used in token
authentication systems.

STRUCTURED QUERY LANGUAGE (SQL) standard languagediin a relational database
management system to create, retrieve, modifysandre data. With SQL, a database user can
insert and delete information held in relations] anforce relational integrity rules. SQL has a
high level interface to a relational system. SQ@avxles a description of information to be
retrieved via a command. SQL carries out questgnirthe database to obtain relevant
information from it. SQL is a trnasform-orienteshfuage structured to use relations to
transform inputs into required outputs. It is aldestive language not a procedural one.

TEMPLATE a worksheet or computer program that idekithe relevant formulas for a particular
application but not the data.

TROJAN HORSE virus is hidden in a legitimate praogralt infects the network or system as
intended unless identified and corrected for.

UNIFORM RESOURCE LOCATOR (URL) address of a Welk.siWeb pages may be indexed
and linked. In other words, URL is a name usedi¢miify and access a file on the Internet
regardless of its format or the protocol neededdtrieval.

WEB-BASED ACCOUNTING makes the data easily accdsdi multiple remote users at one
time, and of course it offers the usual benefit§veb-based software: server-side upgrades,
maintenance, and backups.

WEB CONFERENCING software supporting video, audiogument, and data conferencing on
the World Wide Web. It's used in business appitces.

WEB SERVER provides services and information to Wkdmts asking for Web pages. It is a
server (hardware) equipped with software allowing run Web applications. It is a server
storing HTML documents accessible on the Web.

WEB SITE information posted on the Internet toaattruser interest.
WIDE AREA NETWORK links two or more LANs. The coected LANSs to derive a WAN
may be in the same building, or different buildimgsr each other or distantly apart. WANSs are

essential in the client/server environment bec#usapplications in client/server usually apply
to accessing data stored in separate locations.
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WORLD WIDE WEB browsing of information on the Intet using hyperlinks. Data on the

Web is in the form of Web pages appearing as tgaphics, sound, video, and pictures. The
network of computers on the Web consists of serfsviding information) and clients
(receiving information). Data on the Web is stoiredocuments using Hyper Text Markup
Language (HTML). HTML is the document formattirrmtjuage in designing Web pages.
Browsers must comprehend and interpret HTML toldisghe documents.

XBRL seeEXTENSIBLE BUSINESS REPORTING LANGUAGE (XBRL)
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